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Preface

This section discusses the objectives, audience, and organization of the
Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0

User Guide.

Document Objectives

The objective of this document isto help you configure and use the
Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) software and its features and utilities.

Who Should Read This Guide

This publication was written for system administrators who are using the
Cisco Secure ACS software and are responsible for setting up and maintaining
accounts and dial-in network security.
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How This Guide is Organized

The Cisco Secure ACS User Guide is organized into the following chapters:

» Chapter 1, “Overview of Cisco Secure ACS.” An overview of
Cisco Secure ACS and its features, network diagrams, and system
requirements.

« Chapter 2, “Deploying Cisco Secure ACS.” A guide to deploying the
Cisco Secure ACS that includes requirements, options, trade-offs, and
suggested sequences.

« Chapter 3, “Setting Up the Cisco Secure ACS HTML Interface.” Concepts
and procedures regarding how to use the Interface Configuration section of
the Cisco Secure ACS to configure the user interface.

» Chapter 4, “ Setting Up and Managing Network Configuration.” Conceptsand
procedures for Cisco Secure ACS network configuration and establishing a
distributed system.

» Chapter 5, “ Setting Up and Managing Shared Profile Components.” Concepts
and procedures regarding Cisco Secure ACS shared profile components:
network access restrictions and device command sets.

» Chapter 6, “ Setting Up and Managing User Groups.” Concepts and
procedures for establishing and maintaining Cisco Secure ACS user groups.

« Chapter 7, “Setting Up and Managing User Accounts’. Concepts and
procedures for establishing and maintaining Cisco Secure ACS user
accounts.

« Chapter 8, “Establishing Cisco Secure ACS System Configuration.”
Concepts and procedures regarding the System Configuration portion of
Cisco Secure ACS.

« Chapter 9, “Working with Logging and Reports.” Concepts and procedures
regarding Cisco Secure ACS logging and reports.

» Chapter 10, “ Setting Up and Managing Administrators and Policy.” Concepts
and procedures for establishing and maintaining Cisco Secure ACS
administrators.
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Chapter 11, “Working with User Databases.” Concepts and procedures for
establishing user databases.

Chapter 12, “Administering External User Databases.” Concepts and
procedures for administering and maintaining user databases external to
Cisco Secure ACS.

This guide also comprises the following appendixes:;

Appendix A, “Troubleshooting Information for Cisco Secure ACS.” How to
identify and solve certain problems you might have with Cisco Secure ACS.

Appendix B, “System Messages.” A list and explanation of most system
messages you might encounter.

Appendix C, “TACACS+ Attribute-Value Pairs.” A list of supported
TACACS+ AV pairs and accounting AV pairs.

Appendix D, “RADIUS Attributes.” A list of supported RADIUS AV pairs
and accounting AV pairs.

Appendix E, “Cisco Secure ACS Command-Line Database Utility.”
Instructions for using the database import utility, CSUtil, to import an ODBC
database, and back up, maintain, or restore the Cisco Secure ACS database.

Appendix F, “Cisco Secure ACS and Virtual Private Dial-up Networks.” An
introduction to Virtual Private Dial-up Networks (VPDN), including
stripping and tunneling, with instructions for enabling VPDN on

Cisco Secure ACS.

Appendix G, “ODBC Import Definitions.” A list of ODBC import
definitions, for use with the RDBM S Synchronization feature.

Appendix H, “Cisco Secure ACS Internal Architecture.” A description of
Cisco Secure ACS architectural components.
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Conventions Used in This Guide

This guide uses the following typographical conventions:

Typographic Conventions

Convention Meaning

Italics Introduces new or important terminology and variable input
for commands.

Scri pt Denotes paths, file names, and example screen output. Also
denotes Secure Script translations of security policy decision
trees.

Bold I dentifies special terminology and options that should be

selected during procedures.

Tip Means the following information will help you solve a problem. Thetip’'s
information might not be troubleshooting or even an action, but could be
useful information.

Note  Means reader take note. Notes contain helpful suggestions or references to
materials not covered in the manual.

Caution  Meansreader be careful. In this situation, you might do something that could
result in equipment damage, loss of data, or abreach in your network security.

A

Warning  Means danger. You are in a situation that could cause bodily injury. Before
you work on any equipment, you must be aware of the hazards involved with
electrical circuitry and be familiar with standard practices for preventing
accidents. To see translated versions of the warning, refer to the Regulatory
Compliance and Safety document that accompanied the device.
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Related Documentation

Included in the Cisco Secure ACS HTML interface are two sources of
information:

« Online Help contains information for each associated page in the
Cisco Secure ACS HTML interface.

« Online Documentation is a complete copy of the Cisco Secure ACS 3.0 for
Windows 2000/NT Servers User Guide.

We recommend that you read Release Notes for Cisco Secure Access Control
Server Version 3.0 for Windows 2000/NT Servers. While a printed copy of this
document comes with Cisco Secure ACS, check Cisco.com for the latest version.

You should also read the README.TXT file for additional important
information.

Cisco Secure ACSincludesan installation guide, Installing Cisco Secure ACS3.0
for Windows 2000/NT Servers, to help you install the software efficiently and
correctly.

Web Server Installation for Cisco Secure ACSfor Windows 2000/NT
User-Changeabl e Passwords contains information on installing and configuring
the optional user-changeable password feature.

You can find other product literature, including white papers, data sheets, and
product bulletins, at:

http://www.cisco.com/warp/public/cc/pd/sgsw/sg/prodlit/index.shtml.

You should refer to the documentation that came with your AAA clients for more
information about those products. You might also want to consult the Cisco
Systems publication Cisco Systems’ Inter networking Terms and Acronyms.
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Obtaining Documentation

The following sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at
the following URL:

http://www.cisco.com
Translated documentation is available at the following URL :

http://www.cisco.com/public/countries |anguages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco
Documentation CD-ROM package, which is shipped with your product. The
Documentation CD-ROM is updated monthly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.

Ordering Documentation

Cisco documentation is available in the following ways:

» Registered Cisco Direct Customers can order Cisco product documentation
from the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through
the online Subscription Store:

http://www.cisco.com/go/subscription

- Nonregistered Cisco.com users can order documentation through alocal
account representative by calling Cisco corporate headquarters (California,
USA) at 408 526-7208 or, elsewhere in North America, by calling 800
553-NETS (6387).
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Documentation Feedback

If you are reading Cisco product documentation on Cisco.com, you can submit
technical comments electronically. Click Feedback at the top of the Cisco
Documentation home page. After you complete the form, print it out and fax it to
Cisco at 408 527-0730.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, use the response card behind the front cover
of your document, or write to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance.
Customers and partners can obtain documentation, troubleshooting tips, and
sample configurations from online tools by using the Cisco Technical Assistance
Center (TAC) Web Site. Cisco.com registered users have complete access to the
technical support resources on the Cisco TAC Web Site.

Cisco.com is the foundation of a suite of interactive, networked services that
provides immediate, open access to Cisco information, networking solutions,
services, programs, and resources at any time, from anywhere in the world.

Cisco.com isahighly integrated Internet application and a powerful, easy-to-use
tool that provides a broad range of features and services to help you to

» Streamline business processes and improve productivity
» Resolve technical issues with online support
» Download and test software packages

| 78-13751-01, Version 3.0
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» Order Cisco learning materials and merchandise
« Register for online skill assessment, training, and certification programs

You can self-register on Cisco.com to obtain customized information and service.
To access Cisco.com, go to the following URL:

http://www.cisco.com

Technical Assistance Center

The Cisco TAC isavailable to all customers who need technical assistance with a
Cisco product, technology, or solution. Two types of support are available through
the Cisco TAC: the Cisco TAC Web Site and the Cisco TAC Escalation Center.

Inquiries to Cisco TAC are categorized according to the urgency of the issue;

« Priority level 4 (P4)—You need information or assistance concerning Cisco
product capabilities, product installation, or basic product configuration.

« Priority level 3 (P3)—Your network performance is degraded. Network
functionality is noticeably impaired, but most business operations continue.

« Priority level 2 (P2)—Your production network is severely degraded,
affecting significant aspects of business operations. No workaround is
available.

» Priority level 1 (P1)—Your production network is down, and acritical impact
to business operations will occur if service is not restored quickly. No
workaround is available.

Which Cisco TAC resource you choose is based on the priority of the problem and
the conditions of service contracts, when applicable.

Cisco TAC Web Site

The Cisco TAC Web Site allows you to resolve P3 and P4 issues yourself, saving
both cost and time. The site provides around-the-clock access to online tools,
knowledge bases, and software. To access the Cisco TAC Web Site, go to the
following URL :

http://www.cisco.com/tac
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All customers, partners, and resellers who have a valid Cisco services contract
have complete access to the technical support resources on the Cisco TAC Web
Site. The Cisco TAC Web SiterequiresaCisco.com login ID and password. If you
have avalid service contract but do not have alogin ID or password, go to the
following URL to register:

http://www.cisco.com/register/

If you cannot resolve your technical issues by using the Cisco TAC Web Site, and
you are a Cisco.com registered user, you can open a case online by using the TAC
Case Open tool at the following URL :

http://www.cisco.com/tac/caseopen

If you have Internet access, it is recommended that you open P3 and P4 cases
through the Cisco TAC Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses issues that are classified as priority
level 1 or priority level 2; these classifications are assigned when severe network
degradation significantly impacts business operations. When you contact the TAC
Escalation Center with a P1 or P2 problem, a Cisco TAC engineer will
automatically open a case.

To obtain adirectory of toll-free Cisco TAC telephone numbers for your country,
go to the following URL :

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the
level of Cisco support services to which your company is entitled; for example,
SMARTnNet, SMARTnet Onsite, or Network Supported Accounts (NSA). In
addition, please have available your service agreement number and your product
serial number.
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CHAPTER 1

Overview of Cisco Secure ACS

This chapter provides an overview of Cisco Secure Access Control Server for
Windows NT/2000 Servers Version 3.0 (Cisco Secure ACS). It contains the
following sections:

» The Cisco Secure ACS Paradigm, page 1-1
» Cisco Secure ACS Specifications, page 1-2
« AAA Server Functions and Concepts, page 1-4
» Cisco Secure ACSHTML Interface, page 1-21

The Cisco Secure ACS Paradigm

Cisco Secure ACS provides authentication, authorization, and accounting
(AAA—pronounced “triple A”) servicesto network devicesthat functionas AAA
clients, such as a network access server, PIX Firewall, or router. The AAA client
in Figure 1-1 on page 1-2 represents any such device that provides AAA client
functionality and uses one of the AAA protocols supported by Cisco Secure ACS.
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Figure 1-1 A Simple AAA Scenario
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Cisco Secure ACS helps centralize access control and accounting, in addition to
router and switch access management. With Cisco Secure ACS, network
administrators can quickly administer accounts and globally change levels of
service offerings for entire groups of users. Although the external user database
shown in Figure 1-1 is optional, support for many popular user repository
implementations enables companies to put to use the working knowledge gained
from and the investment already made in building their corporate user
repositories.

Cisco Secure ACS supports Cisco AAA clients such as the Cisco 2509, 2511,
3620, 3640, AS5200 and AS5300, AS5800, the Cisco PIX Firewall, Cisco
Aironet Access Point wireless networking devices, Cisco VPN 3000
Concentrators, and Cisco VPN 5000 Concentrators. It also supports third-party
devices that can be configured with the Terminal Access Controller Access
Control System (TACACS+) or the Remote Access Dial-1n User Service
(RADIUS) protocol. Cisco Secure ACS treats all such devices as AAA clients.
Cisco Secure ACS uses the TACACS+ and RADIUS protocols to provide AAA
servicesthat ensure a secure environment. For moreinformation about support for
TACACS+ and RADIUS in Cisco Secure ACS, seethe “AAA
Protocols—TACACS+ and RADIUS” section on page 1-5.

Cisco Secure ACS Specifications

This section provides information about Cisco Secure ACS performance
specifications and the Windows services that compose Cisco Secure ACS.
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System Performance Specifications

The performance capabilities of Cisco Secure ACS are largely dependent upon
the Windows server it is installed upon, your network topology and network
management, the selection of user databases, and other factors. For example,
Cisco Secure ACS can perform many more authentications per second if it is
running on a 1.4-GHz Pentium 1V server with Windows 2000 Server on a1 GB
ethernet backbonethan it canif it isrunning on a200-MHz Pentium |1 server with
Windows NT 4.0 on a10 MB LAN.

For more information about the expected performance of Cisco Secure ACSin
your network setting, contact your Cisco sales representative. The following
items are general answers to common system performance questions. The
performance of Cisco Secure ACS in your network depends on your specific
environment and AAA requirements.

» Maximum users supported by the CiscoSecure user database—Thereis
no theoretical limit to the number of users the CiscoSecure user database can
support. We have successfully tested Cisco Secure ACS with databasesin
excess of 100,000 users. The practical limit for a single Cisco Secure ACS
server authenticating against all its databases, internal and external, is
approximately 300,000 to 500,000 users. This number increases significantly
if the authentication load is spread across a number of replicated
Cisco Secure ACS servers.

- Transactions per second per number of user s—Assuming 10,000 usersin
the CiscoSecure user database, asingle processor 300-MHz Pentium |1 server
provides 80 RADIUS full login cycles (authentication, accounting start, and
accounting stop) per second and approximately 40 TACACS+ logins per
second. As the database grows, this performance declines roughly
proportionately.

« Maximum number of AAA clients supported—Cisco Secure ACS can
support AAA services for approximately 2000 network devices running a
AAA client.

Cisco Secure ACS Windows Services

Cisco Secure ACS operates as a set of Windows NT or Windows 2000 services
and controls the authentication, authorization, and accounting of users accessing
networks.
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When you install Cisco Secure ACS on your server, the installation adds several
Windows services. The services provide the core of Cisco Secure ACS
functionality. For afull discussion of each service, see the “Cisco Secure ACS
Internal Architecture” section on page H-1. The Cisco Secure ACS services on
your Cisco Secure ACS server include the following:

e CSAdmin—Provides the HTML interface for administration of
Cisco Secure ACS.

« CSAuth—Provides authentication services.

» CSDBSync—Provides synchronization of the CiscoSecure user database
with an external RDBM S application.

- CSLog—Provideslogging services, both for accounting and system activity.

» CSMon—Provides monitoring, recording, and notification of
Cisco Secure ACS performance, and includes automatic response to some
scenarios.

» CSTacacs—Provides communication between TACACS+ AAA clients and
the CSAuth service.

« CSRadius—Provides communication between RADIUS AAA clients and
the CSAuth service.

Each module can be started and stopped individually from within the Microsoft
Service Control Panel or as a group from within the Cisco Secure ACSHTML
interface. For information about stopping and starting Cisco Secure ACS
services, see the “ Service Control” section on page 8-2.

AAA Server Functions and Concepts

Cisco Secure ACSisaAAA server, providing authentication, authorization, and
accounting services to network devices that can act as AAA clients.,

AsaAAA server, Cisco Secure ACS incorporates many technologies to render
AAA servicesto AAA clients. Understanding Cisco Secure ACS requires
knowledge of many of these technologies. To address the most significant aspects,
this section contains the following topics:

» Cisco Secure ACS and the AAA Client, page 1-5
» AAA Protocols—TACACS+ and RADIUS, page 1-5
» Authentication, page 1-7
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« Authorization, page 1-15
- Accounting, page 1-17
- Administration, page 1-18

Cisco Secure ACS and the AAA Client

A AAA client is software running on a network device that enables the network
device to defer authentication, authorization, and logging (accounting) of user
sessionsto a AAA server. AAA clients must be configured to direct all end-user
client access requests to Cisco Secure ACS for authentication of users and
authorization of service requests. Using the TACACS+ or RADIUS protocol, the
AAA client sends authentication requests to Cisco Secure ACS.

Cisco Secure ACS verifies the username and password using the user databases it
is configured to query. Cisco Secure ACS returns a success or failure response to
the AAA client, which permits or denies user access, based on the response it
receives. When the user authenticates successfully, Cisco Secure ACS sends a set
of authorization attributes to the AAA client. The AAA client then begins
forwarding accounting information to Cisco Secure ACS.

When the user has successfully authenticated, a set of session attributes can be
sent to the AAA client to provide additional security and control of privileges,
otherwise known as authorization. These attributes might include the 1P address
pool, access control list, or type of connection (for example, IP, IPX, or Telnet).
More recently, networking vendors are expanding the use of the attribute sets
returned to cover an increasingly wider aspect of user session provisioning.

AAA Protocols—TACACS+ and RADIUS

Cisco Secure ACS can use both the TACACS+ and RADIUS AAA protocols.
Table 1-1 on page 1-6 provides a comparison of the two protocols.
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Table 1-1 TACACS+ and RADIUS Protocol Comparison

TACACS+ RADIUS

TCP UDP

Connection-oriented transport | Connectionless transport layer protocol,
layer protocol, reliable datagram exchange without

full-duplex data transmission acknowledgments or guaranteed delivery

Full packet encryption Encrypts only passwords up to 16 bytes

Independent AAA architecture |Authentication and authorization combined

Useful for router management Less intrinsically suited for router

management
TACACS+
Cisco Secure ACS conforms to the TACACS+ protocol as defined by Cisco
Systems in draft 1.77. For more information, refer to the Cisco 10S software
documentation or Cisco.com (http://www.cisco.com).
RADIUS
Cisco Secure ACS conforms to the RADIUS protocol as defined in draft April
1997 and in the following Requests for Comments (RFCs):
- RFC 2138, Remote Authentication Dial In User Service
« RFC 2139, RADIUS Accounting
- RFC 2865
- RFC 2866
- RFC 2867
- RFC 2868
The ports used for authentication and accounting have changed in RADIUS RFC
documents. To support both the older and newer RFCs, Cisco Secure ACS accepts
authentication requests on port 1645 and port 1812. For accounting,
Cisco Secure ACS accepts accounting packets on port 1646 and 1813.
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In addition to support for standard IETF RADIUS attributes, Cisco Secure ACS
includes support for RADIUS vendor-specific attributes (VSAs). We have
predefined the following RADIUS VSAsin Cisco Secure ACS:

« Cisco |OS/PIX

- Cisco VPN 3000
- Cisco VPN 5000
- Ascend

» Juniper

- Microsoft

- Nortel

Cisco Secure ACS also supports up to 10 RADIUS V SAs that you define. After
you defineanew RADIUS V SA, you can useit as you would one of the RADIUS
V SAs that come predefined in Cisco Secure ACS. In the Network Configuration
section of the Cisco Secure ACSHTML interface, you can configure a AAA
client to use a user-defined RADIUS VSA asits AAA protocol. In Interface
Configuration, you can enable user-level and group-level attributes for
user-defined RADIUS VSAs. In User Setup and Group Setup, you can configure
the values for enabled attributes of a user-defined RADIUS VSA.

For more information about creating user-defined RADIUS VSAS, see the
“User-Defined RADIUS Vendors and VSA Sets” section on page E-27.

Authentication

Authentication determines user identity and verifies the information. Traditional
authentication uses a name and a fixed password. More modern and secure
methods use technologies such as CHAP and one-time passwords (OTPs).
Cisco Secure ACS supports awide variety of these authentication methods.

There is afundamental implicit relationship between authentication and
authorization. The more authorization privileges granted to a user, the stronger
the authentication should be. Cisco Secure ACS supports this fundamental
relationship by providing various methods of authentication.
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Authentication Considerations

Username and password is the most popular, simplest, and |east expensive
method used for authentication. No special equipment isrequired. Thisisa
popular method for service providers because of its easy application by the client.
The disadvantage isthat thisinformation can be told to someone el se, guessed, or
captured. Simple unencrypted username and password is not considered a strong
authentication mechanism but can be sufficient for low authorization or privilege
levels such as Internet access.

To reduce the risk of password capturing on the network, use encryption. Client
and server access control protocols such as TACACS+ and RADIUS encrypt
passwords to prevent them from being captured within a network. However,
TACACS+ and RADIUS operate only between the AAA client and the access
control server. Before this point in the authentication process, unauthorized
persons can obtain clear-text passwords, such as the communication between an
end-user client dialing up over a phone line or an ISDN line terminating at a
network access server, or over a Telnet session between an end-user client and the
hosting device.

Network administrators who offer increased levels of security services, and
corporations that want to lessen the chance of intruder access resulting from
password capturing, can use an OTP. Cisco Secure ACS supports several types of
OTP solutions, including PAP for Point-to-Point Protocol (PPP) remote-node
login. Token cards are considered one of the strongest OTP authentication
mechanisms.

Authentication and User Databases

Cisco Secure ACS supports a variety of user databases. In addition to the
CiscoSecure user database, Cisco Secure ACS supports several external user
databases, including the following:

«  Windows NT/2000 User Database

- Generic LDAP

» Novell NetWare Directory Services (NDS)

» Open Database Connectivity (ODBC)-compliant relational databases
- CRYPTOCard token server

- SafeWord token server
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- AXENT token server

» RSA Securel D token server
- ActivCard token server

» Vasco token server

The various password protocols supported by Cisco Secure ACS for
authentication are supported unevenly by the various databases supported by
Cisco Secure ACS. Table 1-2 provides a reference of the password protocols
supported by the various databases. For more information about the password
protocols supported by Cisco Secure ACS, see the “Passwords” section on
page 1-10.

Table 1-2  Password Authentication Protocol and User Database Compatibility

MS-CHAP |MS-CHAP EAP- |EAP-
Database ASCIl |PAP  |CHAP |ARAP |v.1 v.2 LEAP |CHAP |TLS
Cisco Secure ACS Yes |Yes |Yes |Yes |Yes Yes Yes |Yes |Yes
Windows SAM Yes |Yes |No No Yes Yes Yes [No No
Windows AD Yes |Yes |[No No Yes Yes Yes [No Yes
Novell NDS Yes |Yes |No No No No No No No
LDAP Yes |Yes |[No No No No No No Yes
ODBC Yes |Yes |Yes |Yes |Yes Yes Yes |No No
LEAPProxyRADIUS |No No No No Yes No Yes [No No
Server
ActivCard Yes |Yes |No No No No No No No
CRYPTOCard Yes |Yes |[No No No No No No No
RADIUS Token Yes |Yes |[No No No No No No No
Server
Vasco Yes |Yes [No No No No No No No
AXENT Yes |Yes |[No No No No No No No
RSA Yes |Yes |[No No No No No No No
Safeword Yes |[Yes |No No No No No No No
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Passwords

Cisco Secure ACS supports many common password protocols:
» ASCII/PAP
- CHAP
- MS-CHAP
« LEAP
- EAP-CHAP
« EAP-TLS
- ARAP

Passwords can be processed using these password authentication protocols based
on the version and type of security control protocol used (for example, RADIUS
or TACACS+) and the configuration of the AAA client and end-user client. The
following sections outline the different conditions and functions of password
handling.

Inthe case of token servers, Cisco Secure ACS acts as aclient to the token server,
either using its proprietary API or its RADIUS interface, depending on the token
server. For more information, see the “About Token Servers and

Cisco Secure ACS’ section on page 11-48.

Different levels of security can be concurrently used with Cisco Secure ACS for
different requirements. The basic user-to-network security level is PAP. Although
it represents the unencrypted security, PAP does offer convenience and simplicity
for the client. PAP allows authentication against the Windows NT/2000 database.
With this configuration, users need to log in only once. CHAP allows a higher
level of security for encrypting passwords when communicating from an end-user
client to the AAA client. You can use CHAP with the CiscoSecure user database.
ARAP support is included to support Apple clients.
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Comparing PAP, CHAP, and ARAP

PAP, CHAP, and ARAP are authentication protocols used to encrypt passwords.
However, each protocol provides a different level of security.

» PAP—Uses clear-text passwords (that is, unencrypted passwords) and is the
least sophisticated authentication protocol. If you are using the
Windows NT/2000 user database to authenticate users, you must use PAP
password encryption or MS-CHAP.

- CHAP—Uses a challenge-response mechanism with one-way encryption on
the response. CHAP enables Cisco Secure ACS to negotiate downward from
the most secure to the least secure encryption mechanism, and it protects
passwords transmitted in the process. CHAP passwords are reusable. If you
are using the CiscoSecure user database for authentication, you can use either
PAP or CHAP. CHAP does not work with the Windows NT/2000 user
database.

« ARAP—Uses atwo-way challenge-response mechanism. The AAA client
challenges the end-user client to authenticate itself, and the end-user client
challenges the AAA client to authenticate itself.

MS-CHAP

Cisco Secure ACS supports Microsoft Challenge-Handshake Authentication
Protocol (MS-CHAP) for user authentication. Differences between MS-CHAP
and standard CHAP are the following:

« The MS-CHAP Response packet isin aformat compatible with Microsoft
Windows NT/2000, Windows 95/98/ME, and LAN Manager 2.x. The
MS-CHAP format does not require the authenticator to store a clear-text or
reversibly encrypted password.

« MS-CHAP provides an authentication-retry mechanism controlled by the
authenticator.

« MS-CHAP provides additional failure codes in the Failure packet Message
field.

For more information on MS-CHAP, refer to RFC
draft-ietf-pppext-mschap-00.txt, RADIUS Attributes for MS-CHAP Support.
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Basic Password Configurations

There are several basic password configurations:

S

Note  These configurations are all classed as inbound authentication.

» Single password for ASCII/PAP/CHAP/MS-CHAP/ARAP—Thisisthe
most convenient method for both the administrator when setting up accounts
and the user when obtaining authentication. However, because the CHAP
password is the same as the PAP password, and the PAP password is
transmitted in clear text during an ASCII/PAP login, there is the chance that
the CHAP password can be compromised.

» Separatepasswordsfor ASCII/PAPand CHAP/MS-CHAP/ARAP—For a
higher level of security, users can be given two separate passwords. If the
ASCII/PAP password is compromised, the CHAP/ARAP password can
remain secure.

- External user database authentication— For authentication by an external
user database, the user does not need a password stored in the CiscoSecure
user database. Instead, Cisco Secure ACS records which external user
database it should query to authenticate the user.

Advanced Password Configurations

In addition to the basic password configurations listed above, Cisco Secure ACS
supports the following:

« Inbound passwor ds— Passwords used by most Cisco Secure ACS users.
These are supported by both the TACACS+ and RADIUS protocols. They are
held internally to the CiscoSecure user database and are not usually given up
to an external source if an outbound password has been configured.

» Outbound passwords—The TACACS+ protocol supports outbound
passwords that can be used, for example, when a AAA client hasto be
authenticated by another AAA client and end-user client. Passwords from the
CiscoSecure user database are then sent back to the second AAA client and
end-user client.

» Token caching—When token caching is enabled, ISDN users can connect
(for alimited time) a second B Channel using the same OTP entered during
original authentication. For greater security, the B-Channel authentication
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request from the AAA client should include the OTP in the username value
(for example Fredpassword) while the password value contains an
ASCII/PAP/ARAP password. The TACACS+ and RADIUS servers then
verify that the token is still cached and validate the incoming password
against either the single ASCII/PAP/ARAP or separate CHAP/ARAP
password, depending on the user’s configuration.

The TACACS+ SENDAUTH feature enables a AAA client to authenticate
itself to another AAA client or an end-user client via outbound
authentication. The outbound authentication can be PAP, CHAP, or ARAP.
With outbound authentication, the Cisco Secure ACS password is given out.
By default, the user’s ASCII/PAP or CHAP/ARAP password is used,
depending on how this has been configured; however, we recommend that the
separate SENDAUTH password be configured for the user so that

Cisco Secure ACS inbound passwords are never compromised.

If you want to use outbound passwords and maintain the highest level of security,
we recommend that you configure usersin the CiscoSecure user database with an
outbound password that is different from the inbound password.

With Cisco Secure ACS you can choose whether and how you want to employ
password aging. Control for password aging may reside either in the CiscoSecure
user database, or in the Windows NT/2000 directory. Each password aging
mechanism differs as to requirements and setting configurations.

The password aging feature controlled by the CiscoSecure user database enables
you force users to change their passwords under any of the following conditions:

- After a specified number of days
- After a specified number of logins
» Thefirst time anew user logsin

For information on the requirements and configuration of the password aging
feature controlled by the CiscoSecure user database, see the “ Enabling Password
Aging for the CiscoSecure User Database” section on page 6-20.

The Windows NT/2000-based password aging feature enables you to control the
following password aging parameters:

» Maximum password age in days

e Minimum password age in days

| 78-13751-01, Version 3.0
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The methods and functionality of Windows password aging differ according to
whether you are using Windows NT or Windows 2000 and whether you employ
Active Directory (AD) or Security Accounts Manager (SAM). For information on
the requirements and configuration of the Windows-based password aging
feature, see the “Enabling Password Aging for Users in Windows Databases”
section on page 6-25.

User-Changeable Passwords

With Cisco Secure ACS, you can install a separate program that enables users to
change their passwords by using a web-based utility. For more information about
installing user-changeable passwords, refer to the Web Server Installation for
Cisco Secure ACS for Windows NT/2000 User-Changeable Passwords quick
reference card.

Other Authentication-Related Features

In addition to the authentication-related features discussed in this section, the
following features are provided by Cisco Secure ACS:

« Authentication of unknown users with external user databases (see the
“Unknown User Processing” section on page 12-1)

» Microsoft Windows Callback feature (see the “ Setting User Callback Option”
section on page 7-10)

- Ability toimport aUNIX password file to the CiscoSecure user database (see
the “Importing User and AAA Client Information” section on page E-13)

« Ability for external users to authenticate via an enable password (see the
“Setting TACACS+ Enable Password Options for a User” section on
page 7-34)

» Proxy of authentication requests to other AAA servers (see the “Proxy in
Distributed Systems” section on page 4-4)

« Configurable character string stripping from proxied authentication requests
(see the “ Stripping” section on page 4-6)
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Authorization

Authorization determines what a user is allowed to do. Cisco Secure ACS can
send user profile policiesto a AAA client to determine the network services the
user can access. You can configure authorization to give different users and
groups different levels of service. For example, standard dial-up users might not
have the same access privileges as premium customers and users. You can also
differentiate by levels of security, access times, and services.

The Cisco Secure ACS access restrictions feature enables you to permit or deny
logins based on time-of-day and day-of-week. For example, you could create a
group for temporary accounts that can be disabled on specified dates. Thiswould
make it possible for a service provider to offer a 30-day free trial. The same
authorization could be used to create a temporary account for a consultant with
login permission limited to Monday through Friday, 9 A.M. to 5 PM.

You can restrict users to a service or combination of services such as PPP,
AppleTalk Remote Access (ARA), Serial Line Internet Protocol (SLIP), or
EXEC. After aserviceisselected, you can restrict Layer 2 and Layer 3 protocols,
such as IP and IPX, and you can apply individual access lists. Accesslistson a
per-user or per-group basis can restrict users from reaching parts of the network
where critical information is stored or prevent them from using certain services
such as File Transfer Protocol (FTP) or Simple Network Management Protocol
(SNMP).

One fast-growing service being offered by service providers and adopted by
corporations is a service authorization for Virtual Private Dial-Up Networks
(VPDNSs). Cisco Secure ACS can provide information to the network device for a
specific user to configure a secure tunnel through a public network such as the
Internet. The information can be for the access server (such as the home gateway
for that user) or for the home gateway router to validate the user at the customer
premises. In either case, Cisco Secure ACS can be used for each end of the
VPDN.
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Max Sessions

Max Sessionsis a useful feature for organizations that need to limit the number
of concurrent sessions available to either a user or a group:

» User Max Sessions—For example, an Internet service provider can limit
each account holder to a single session.

« Group Max Sessions—For example, an enterprise administrator can allow
the remote access infrastructure to be shared equally among several
departments and limit the maximum number of concurrent sessions for all
users in any one department.

In addition to simple User and Group Max Sessions control, Cisco Secure ACS
enables the administrator to specify a Group Max Sessions value and a
group-based User Max Sessions value; that is, a User Max Sessions value based
on the user’s group membership. For example, an administrator can allocate a
Group Max Sessions value of 50 to the group “ Sales” and also limit each member
of the “Sales” group to 5 sessions each. This way no single member of a group
account would be able to use more than 5 sessions at any one time, but the group
could still have up to 50 active sessions.

Dynamic Usage Quotas

Cisco Secure ACS enables you to define usage quotas for users. You can limit the
network access of each user in a group or of individual users. You define quotas
by duration of sessions or the total number of sessions. Quotas can be either

absolute or based on daily, weekly, or monthly periods. To grant access to users
who have exceeded their quotas, you can reset session quota counters as needed.

To support time-based quotas, we recommend enabling accounting update packets
on all AAA clients. If update packets are not enabled, the quota is updated only
when the user logs off and the accounting stop packet is received from the AAA
client. If the AAA client through which the user is accessing your network fails,
the session information is not updated. In the case of multiple sessions, such as
with ISDN, the quota would not be updated until all sessions terminate, which
means that a second channel will be accepted even if the first channel has
exhausted the user’ s quota.
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Other Authorization-Related Features

In addition to the authorization-related features discussed in this section, the
following features are provided by Cisco Secure ACS:

« Group administration of users, with support for up to 500 groups (see the
“Setting Up and Managing User Groups” section on page 6-1)

« Ability to map a user from an external user database to a specific
Cisco Secure ACS group (see the “Database Group Mappings’ section on
page 12-10)

- Ability to disable an account after a number of failed attempts, specified by
the administrator (see the “ Setting Options for User Account Disablement”
section on page 7-21)

» Ability to disable an account on a specific date (see the “ Setting Options for
User Account Disablement” section on page 7-21)

- Ability to restrict time-of-day and day-of-week access (see the “ Setting
Default Time of Day Access for a User Group” section on page 6-5)

» Ability to restrict network access based on remote address caller line
identification (CLID) and dialed number identification service (DNIS) (see
the “ Setting Network Access Restrictions for a User Group” section on
page 6-7)

« |P Pools for IP address assignment of end-user client hosts (see the “ Setting
IP Address Assignment Method for a User Group” section on page 6-26)

» Per-user and per-group TACACS+ or RADIUS attributes (see the “ Advanced
Options’ section on page 3-4)

» Support for Voice over IP (VolP), including configurable logging of
accounting data (see the “Enabling Vol P Support for a User Group” section

on page 6-4)

Accounting
AAA clients use the accounting functions provided by the RADIUS and
TACACS+ protocols to communicate relevant data for each user session to the
AAA server for recording. Cisco Secure ACS writes accounting records to a
comma-separated value (CSV) log file or ODBC database, depending upon your
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configuration. You can easily import these logs into popular database and
spreadsheet applications for billing, security audits, and report generation.
Among the types of accounting logs you can generate are the following:

« TACACS+ Accounting—L.ists when sessions start and stop; records AAA
client messages with username; provides caller line identification
information; records the duration of each session.

« RADIUS Accounting—Lists when sessions stop and start; records AAA
client messages with username; provides caller line identification
information; records the duration of each session.

- Administrative Accounting—Lists commands entered on a network device
with TACACS+ command authorization enabled.

For more information about Cisco Secure ACS logging capabilities, see
Chapter 9, “Working with Logging and Reports”.

Other Accounting-Related Features

In addition to the accounting-related features discussed in this section, the
following features are provided by Cisco Secure ACS:

- Centralized logging, allowing several Cisco Secure ACS servers to forward
their accounting data to aremote Cisco Secure ACS server (see the “Remote
Logging” section on page 9-29)

» Configurable supplementary user 1D fields for capturing additional
information in logs (see the “User Data Configuration Options” section on
page 3-3)

- Configurable logs, alowing you to capture as much information as needed
(see the “Accounting Logs’ section on page 9-4)

Administration

To configure, maintain, and protect its AAA functionality, Cisco Secure ACS
provides a flexible administration scheme. You can perform nearly all
administration of Cisco Secure ACS through its HTML interface.
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You can access the HTML interface from computers other than the

Cisco Secure ACS server. This enables remote administration of

Cisco Secure ACS. For more information about the HTML interface, including
steps for accessing the HTML interface, see the “ Cisco Secure ACSHTML
Interface” section on page 1-21.

HTTP Port Allocation for Remote Administrative Sessions

Note

The HTTP port allocation feature allows you to configure the range of TCP ports
used by Cisco Secure ACS for remote administrative HTTP sessions (that is,
administrative sessions conducted by a browser running on a computer other than
the Cisco Secure ACS server). Narrowing this range with the HTTP port
allocation feature reduces the risk of unauthorized access to your network by a
port open for administrative sessions.

We do not recommend that you administer Cisco Secure ACS through a firewall.
Doing so requires that you configure the firewall to permit HTTP traffic over the
range of HTTP administrative session ports that Cisco Secure ACS uses. While
narrowing this range reduces the risk of unauthorized access, a greater risk of
attack remains if you allow administration of Cisco Secure ACS from outside a
firewall. A firewall configured to permit HTTP traffic over the Cisco Secure ACS
administrative port range must also permit HTTP traffic through port 2002,
because this is the port a remote web browser must access to initiate an
administrative session.

A broad HTTP port range could create a security risk. To prevent accidental
discovery of an active administrative port by unauthorized users, keep the
HTTP port range as harrow as possible. Cisco Secure ACS tracks the IP
address associated with each remote administrative session. An unauthorized
user would have to impersonate, or “spoof”, the |P address of the legitimate
remote host to make use of the active administrative session HTTP port.

For information about configuring the HTTP port allocation feature, see the
“Access Policy” section on page 10-10.
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Network Device Groups

With anetwork device group (NDG), you can view and administer a collection of
AAA clients and AAA servers as asingle logical group. To simplify
administration, you can assign each group a convenient name that can be used to
refer to all devices within that group. This creates two levels of network devices
within Cisco Secure ACS—discrete devices such as an individual router, access
server, AAA server, or PIX Firewall, and NDGs, which are named collection of
AAA clientsand AAA servers.

A network device can belong to only one NDG at atime.

Using NDGs enables an organization with alarge number of AAA clients spread
across a large geographical areato logically organize its environment within
Cisco Secure ACSto reflect the physical setup. For example, all routersin Europe
could belong to a group named Europe; all routers in the United States could
belong to a US group; and so on. This would be especially convenient if each
region’s AAA clients were administered along the same divisions. Alternatively,
the environment could be organized by some other attribute such as divisions,
departments, business functions, and so on.

You can assign a group of usersto an NDG. For more information on NDGs, see
the “Network Device Group Configuration” section on page 4-20.

Other Administration-Related Features

In addition to the administration-related features discussed in this section, the
following features are provided by Cisco Secure ACS:

- Ability to define different privileges per administrator (see the
“Administrator Accounts’ section on page 10-1)

- Ability to log administrator activities (see the “ Administration Audit Log”
section on page 9-17)

- Ability to view alist of logged-in users (see the “Logged-In Users Report”
section on page 9-11)

- CSMonitor service, providing monitoring, notification, logging, and limited
automated failure response (see the “Cisco Secure ACS Active Service
Management” section on page 8-48)
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Ability to import of large numbers of users with the CSUtil.exe
command-line utility (see the “Cisco Secure ACS Command-Line Database
Utility” section on page E-1)

Synchronization of the CiscoSecure user database with arelational database
management system (RDBMS) (see the “RDBM S Synchronization” section
on page 8-24)

Replication of CiscoSecure user database components to other

Cisco Secure ACS servers (see the “ CiscoSecure Database Replication”
section on page 8-6)

Scheduled and on-demand Cisco Secure ACS system backups (see the
“Cisco Secure ACS Backup” section on page 8-40)

Ability to restore Cisco Secure ACS configuration, user accounts, and group
profiles from a backup file (see the “ Cisco Secure ACS System Restore”
section on page 8-45)

Cisco Secure ACS HTML Interface

This section discusses the Cisco Secure ACS HTML interface and provides
procedures for using it. This section contains the following topics:

About the Cisco Secure ACS HTML Interface, page 1-21

HTML Interface Layout, page 1-22

Uniform Resource Locator for the HTML Interface, page 1-24

Network Environments and Remote Administrative Sessions, page 1-24
Accessing the HTML Interface, page 1-26

Logging Off the HTML Interface, page 1-26

Online Help and Online Documentation, page 1-27

About the Cisco Secure ACS HTML Interface

After installing Cisco Secure ACS, you configure and administer it through the
HTML interface. The HTML interface enables you to easily modify
Cisco Secure ACS configuration from any connection on your LAN or WAN.
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The Cisco Secure ACS HTML interface is designed to be viewed using aweb
browser. The design primarily uses HTML, along with some Java functions, to
enhance ease of use. This design keeps the interface responsive and
straightforward. The inclusion of Javarequires that the browser used for
administrative sessions supports Java. For alist of supported browsers, see the
Release Notes. The latest revision to the Release Notes is posted on Cisco.com
(http://www.cisco.com).

The HTML interface not only makes viewing and editing user and group
information possible, it also enables you to restart services, add remote
administrators, change AAA client information, back up the system, view reports
from anywhere on the network, and more. The reports track connection activity,
show which users are logged in, list the failed authentication and authorization
attempts, and show administrators' recent tasks.

HTML Interface Layout

The HTML interface has three vertical partitions, known as frames:

- Navigation Bar—The gray frame on the left of the browser window, the
navigation bar contains the task buttons. Each button changes the
configuration area (see below) to a unique section of the Cisco Secure ACS
application, such as the User Setup section or the Interface Configuration
section. Thisframe does not change; it always contains the foll owing buttons:

— User Setup—Add and edit user profiles

— Group Setup—Configure network services and protocols for groups of
users

— Shared Profile Components—Add and edit network access restriction
and command authorization sets, to be applied to users and groups

- Network Configuration—Add and edit network access devices and
configure distributed systems

— System Configuration—Configure database information and
accounting

— Interface Configuration—Display or hide product features and options
to be configured

— Administration Control—Define and configure access policies
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— External User Databases—Configure external databases for
authentication

— Reportsand Activity—Display accounting and logging information
— Online Documentation—View the Cisco Secure ACS User Guide

- Configuration Area—The frame in the middle of the browser window, the
configuration area displays web pages that belong to one of the sections
represented by the buttons in the navigation bar. The configuration areais
where you add, edit, or delete information. For example, you configure user
information in this frame on the User Setup Edit page.

S
Note  Most pages have a Submit button at the bottom. Click Submit to

confirm your changes. If you do not click Submit, changes are not
saved.

- Display Area—The frame on the right of the browser window, the display
area shows one of the following options:

— OnlineHelp—Displays basic help about the page currently shown in the
configuration area. This help is not intended to offer in-depth
information, but rather give some basic information about what can be
accomplished in the middle frame. For more detailed information, click
Section Information at the bottom of the page to go to the applicable part
of Online Documentation.

— Reportsor Lists—Displays lists or reports, including accounting
reports. For example, in User Setup you can show all usernamesthat start
with a specific letter. The list of usernames beginning with a specified
letter is displayed in this section. The usernames are hyperlinks to the
specific user configuration, so clicking the name enables you to edit that
user.

— System M essages—Displays messages after you click Submit if you
have typed in incorrect or incomplete data. For example, if the
information you entered in the Password box does not match the
information in the Confirm Password box in the User Setup section,
Cisco Secure ACS displays an error message here. The incorrect
information remains in the configuration area so that you can retype and
resubmit the information correctly.
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Uniform Resource Locator for the HTML Interface

The HTML interface is available by web browser at one of the following uniform
resource locators (URLS):

« http://Windows server |IP address:2002
» http://Windows server host name:2002

From the server on which Cisco Secure ACS isinstalled, you can also use the
following URLSs:

» http://localhost:2002
- http://127.0.0.1:2002

Network Environments and Remote Administrative Sessions

We recommend that remote administrative sessions take place without the use of
an HTTP proxy server, without afirewall between the remote browser and the
Cisco Secure ACS server, and without a NAT gateway between the remote
browser and the Cisco Secure ACS server. Because these limitations are not
always practical, we included the following topics regarding these remote
administration scenarios.

Remote Administrative Sessions and HTTP Proxy

Cisco Secure ACS does not support HTTP proxy for remote administrative
sessions. If the browser used for aremote administrative session is configured to
use a proxy server, Cisco Secure ACS sees the administrative session originating
from the I P address of the proxy server rather than the actual address of theremote
workstation. Remote administrative session tracking assumes each browser
resides on aworkstation with a unique IP.

Also, IP filtering of proxied administrative sessions has to be based on the IP
address of the proxy server rather than the | P address of the workstation. This
conflicts with administrative session communication that does use the actual I1P
address of the workstation. For more information about 1P filtering of remote
administrative sessions, see the “Access Policy” section on page 10-10.
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For these reasons, we do not recommend performing administrative sessions
using aweb browser that is configured to use a proxy server. Administrative
sessions using a proxy-enabled web browser is not tested. If your web browser is
configured to use a proxy server, disable HT TP proxying when attempting remote
Cisco Secure ACS administrative sessions.

Remote Administrative Sessions through Firewalls

In the case of firewalls that do no perform network address translation (NAT),
remote administrative sessions conducted across the firewall can require
additional configuration of Cisco Secure ACS and the firewall. Thisis because
Cisco Secure ACS assigns arandom HTTP port at the beginning of a remote
administrative session.

To allow remote administrative sessions from browsers outside afirewall that
protects a Cisco Secure ACS server, the firewall must allow HTTP traffic across
the range of portsthat Cisco Secure ACSis configured to use. You can control the
HTTP port range using the HTTP port allocation feature. For more information
about the HTTP port allocation feature, see the “HTTP Port Allocation for
Remote Administrative Sessions” section on page 1-19.

While administering Cisco Secure ACS through afirewall that is not performing
NAT is possible, we do not recommend that you administer Cisco Secure ACS
through afirewall. For more information, see the “HTTP Port Allocation for
Remote Administrative Sessions” section on page 1-19.

Remote Administrative Sessions through a NAT Gateway

We do not recommend conducting remote administrative sessions across a
network device performing NAT. If the administrator runs a browser on a
workstation behind a NAT gateway, Cisco Secure ACS receivesthe HTTP
requests from the NAT device’s public I P address, which conflicts with the
workstation’s private | P address, included in the content of the HTTP requests.
Cisco Secure ACS does not permit this.

If the Cisco Secure ACS server is behind aNAT gateway, you could configure the
gateway to forward all connections to port 2002 to the Cisco Secure ACS server,
using the same port. Additionally, all the ports allowed using the HTTP port
allocation feature would have to be similarly mapped. We have not tested such a
configuration and do not recommend implementing it.
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Accessing the HTML Interface

Remote administrative sessions always require that you login using avalid
administrator name and password, as configured in the Administration Control
section. If the Allow automatic local login check box is cleared on the Sessions
Policy Setup page in the Administration Control section, Cisco Secure ACS
requires avalid administrator name and password for administrative sessions
accessed from a browser on the Cisco Secure ACS server.

To access the HTML interface, follow these steps:

Stepl  Open aweb browser. For alist of supported web browsers, see the Release Notes
for the version of Cisco Secure ACS you are accessing. The latest revision to the
Release Notes is posted on Cisco.com (http://www.cisco.com).

Step2  Inthe Address or Location bar in the web browser, type the applicable URL. For
alist of possible URLS, see the “Uniform Resource Locator for the HTML
Interface” section on page 1-24.

Step3  If the Cisco Secure ACSfor Windows 2000/NT Login page appears, follow these
steps:

a. Inthe Username box, type avalid Cisco Secure ACS administrator name.

b. Inthe Password box, type the password for the administrator name you
specified.

c. Click Login.

Result: The Cisco Secure ACS for Windows 2000/NT initial page appears.

Logging Off the HTML Interface

When you are finished using the HTML interface, we recommend that you | og off.
While Cisco Secure ACS can timeout unused administrative sessions, logging off
prevents unauthorized access by someone using the browser after you or by
unauthorized persons using the HTTP port left open to support the administrative
session.

To log off the Cisco Secure ACS HTML interface, click the L ogoff button.
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Note  The Logoff button appears in the upper right corner of the browser window,
except on the initial page, where it appears in the upper left of the
configuration area

Online Help and Online Documentation

We provide two sources of information in the HTML interface:

= Online Help—Contains basic information about the page shown in the
configuration area

« Online Documentation—Contains the entire user guide.

Using Online Help

Online help isthe default content in the display area. For every page that appears
in the configuration area, there is a corresponding online help page. At the top of
each online help page is alist of topics covered by that page.

To jump from the top of the online help page to a particular topic, click the topic
name in the list at the top of the page.

There are three icons that appear on many pages in Cisco Secure ACS:

» Question Mark—Many subsections of the pages in the configuration area
contain an icon with a question mark. To jump to the applicable topic in an
online help page, click the question mark icon.

« Section Information—Many online help pages contain a Section
Information icon at the bottom of the page. To view an applicable section of
the online documentation, click the Section Information icon.

- Back to Help—Wherever you find a online help page with a Section
Information icon, the corresponding page in the configuration area contains
a Back to Help icon. If you have accessed the online documentation by
clicking a Section Information icon and want to view the online help page
again, click the Back to Help icon.
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Using the Online Documentation

The Cisco Secure ACS online documentation is the user guide for

Cisco Secure ACS. The user guide provides information about the configuration,
operation, and concepts of Cisco Secure ACS. The information presented in the
online documentation is as current as the release date of the Cisco Secure ACS
version you are using. For the most up-to-date documentation about

Cisco Secure ACS, please go to http://www.cisco.com

Tip Click Section Information on any online help page to view online
documentation relevant to the section of the HTML interface you are using.

To access online documentation, follow these steps:

Stepl  Inthe Cisco Secure ACSHTML interface, click Online Documentation.

Tip To open the online documentation in a new browser window, right-click
Online Documentation, and then click Open Link in New Window (for
Microsoft Internet Explorer) or Open in New Window (for Netscape
Navigator).

Result: The table of contents opens in the configuration area.

Step2  To select atopic from the table of contents, scroll through the table of contents
and click the applicable topic.

Result: The online documentation for the topic selected appears in the display
area.

Step3  To select atopic from the index, follow these steps:
a. Click [Index].
Result: The index appearsin the display area.

b. Scroll through the index to find an entry for the topic you are researching.

Tip Use the lettered shortcut links to jump to a particular section of the index.
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Result: Entries appear with numbered links after them. The numbered links
lead to separate instances of the entry topic.

¢. Click an instance number for the desired topic.

Result: Theonline documentation for the topic selected appearsin the display
area.

Step4  To print the online documentation, click in the display area, and then click Print
in your browser’ s navigation bar.
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CHAPTER 2

Deploying Cisco Secure ACS

Deployment of Cisco Secure Access Control Server for Windows NT/2000
Servers Version 3.0 (Cisco Secure ACS) can be a complex and iterative process
that differs depending on the specific implementation required. This chapter
provides insight into many aspects of the deployment process; it is designed not
as a one-size-fits-all procedure, but as a collection of interconnected factors that
you should consider before you install Cisco Secure ACS.

The level of complexity in deploying Cisco Secure ACS reflects the evolving
nature of AAA serversin general, and the advanced capabilities, flexibility, and
features of Cisco Secure ACS in particular. When AAA was first conceived, its
main purpose was to provide a centralized point of control for user access via
dial-up services. As user databases grew and the locations of the access servers
became more dispersed, more capability was required of the AAA server.
Regional, then global, requirements became common. Today, Cisco Secure ACS
isrequired to provide AAA services for dial-up access, dial-out access, wireless,
VLAN access, firewalls, VPN concentrators, administrative controls, and more.
The list of external databases supported has also continued to grow and the
employment of multiple databases, as well as multiple Cisco Secure ACSs, has
become more common. Regardless of the scope of your particular

Cisco Secure ACS deployment, the information contained in this chapter should
prove valuable. If you have particular deployment questions not addressed in this
guide, contact your Cisco technical representative for assistance.

This chapter contains the following sections:
» Basic Deployment Requirements for Cisco Secure ACS, page 2-2
» Basic Deployment Factors for Cisco Secure ACS, page 2-4
» Suggested Deployment Sequence, page 2-18

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 2 Deploying Cisco Secure ACS |

M Basic Deployment Requirements for Cisco Secure ACS

Basic Deployment Requirements for
Cisco Secure ACS

This section detail s the minimum requirements you must meet to be able to
successfully deploy Cisco Secure ACS. The following topics are covered:

- System Requirements, page 2-2

- Hardware Requirements, page 2-2

— Operating System Requirements, page 2-3

— Third-Party Software Requirements, page 2-3
» Network Requirements, page 2-4

System Requirements

Your Cisco Secure ACS server must meet the minimum hardware and software
requirements detailed in the sections that follow.

Hardware Requirements
Your Cisco Secure ACS server must meet the following minimum hardware
requirements:
« Pentium |11 processor, 550 MHz or faster
« 256 MB of RAM

» Atleast 250 MB of free disk space. If you are running your database on the
same machine, more disk space is required.

« Minimum graphics resolution of 256 colors at 800 x 600 lines
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Operating System Requirements
Your Cisco Secure ACS server must have an English-language version of one of
the following Microsoft Windows operating systems installed:
» Windows 2000 Server with Service Pack 1 or Service Pack 2 installed
» Windows 2000 Advanced Server, with these additional requirements:
— without Microsoft Clustering Services installed
— with Service Pack 1 or Service Pack 2 installed.
» Windows 2000 Datacenter Server, with these additional requirements:
— without Microsoft Clustering Services installed
— with Service Pack 1 or Service Pack 2 installed.
« Windows NT Server 4.0 with Service Pack 6ainstalled.

Windows Service Packs can be applied either before or after installing

Cisco Secure ACS. If you do not install arequired Service Pack beforeinstalling
Cisco Secure ACS, the Cisco Secure ACSinstallation program warnsyou that the
reguired Service Pack isnot present on your server. If you receive a Service Pack
message, continue the installation, and then install the required Service Pack
before starting user authentication with Cisco Secure ACS.

For the latest information about tested operating systems and service packs, see
the Release Notes. The latest version of the Release Notes are posted at
http://www.cisco.com.

Third-Party Software Requirements

Your Cisco Secure ACS server must have a compatible browser installed.
Cisco Secure ACS has been tested with the following browsers on Microsoft
Windows operating systems:

» Microsoft Internet Explorer 5.0 and 5.5
» Netscape Communicator 4.76

~
Note Both Java and JavaScript must be enabled in browsers used to administer
Cisco Secure ACS.
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For the latest information about tested browsers and other third-party
applications, such as Novell NDS clients and token-card clients, see the Release
Notes. The latest version of the Release Notes is posted on http://www.cisco.com.

Network Requirements

Your network should meet the following reguirements before you begin installing
Cisco Secure ACS.

« To have Cisco Secure ACS use the Grant Dial-in Permission to User feature
in Windows when authorizing network users, make sure this option is
checked in the Windows NT User Manager or Windows 2000 Active
Directory Users and Computers for the applicable user accounts.

» For full TACACS+ and RADIUS support on Cisco |OS devices, make sure
that your AAA clients are running Cisco 10S Release 11.2 or later.

» Make sure that any non-Cisco 10S AAA clients can be configured with
TACACS+ and/or RADIUS.

» Make sure that dial-in, VPN, or wireless clients can successfully connect to
the applicable AAA clients.

« Make sure that the Windows server can ping AAA clients.

» Make sure acompatible web browser isinstalled on the Windows server. For
more information, see the “ Third-Party Software Requirements”’ section on

page 2-3.

Basic Deployment Factors for Cisco Secure ACS

Generally, the ease in deploying Cisco Secure ACS is directly related to the
complexity of the implementation planned and the degree to which you have
defined your policies and requirements. This section presents some of the basic
factors you should consider before you begin implementing Cisco Secure ACS.

This section includes the following topics:
» Network Topology, page 2-5
» Remote Access Policy, page 2-13
» Security Policy, page 2-14
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- Administrative Access Policy, page 2-14
» Database, page 2-17
» Network Speed and Reliability, page 2-18

Network Topology

How the enterprise network is configured islikely to be the single most important
factor in deciding how to deploy Cisco Secure ACS. While an exhaustive
treatment of this topic is beyond the scope of this guide, this section details how
the growth of network topology options has made Cisco Secure ACS deployment
decisions more complex.

When AAA was first considered, network access was restricted to either devices
directly connected to the LAN or remote devices gaining access via modem.
Today, enterprise networks can be very complex and, thanks to tunneling
technologies, can be widely geographically dispersed.

Dial-Up Topology

In the traditional model of dial-up access (a PPP connection), a user employing a
modem or ISDN connection is granted access to an intranet via a network access
server (NAS) functioning asaAAA client. Users may be able to connect viaonly
asingle AAA client asin asmall business, or have the option of nhumerous
geographically dispersed AAA clients.

In the small LAN environment, see Figure 2-1 on page 2-6, network architects
typically place asingle Cisco Secure ACS internal to the AAA client, protected
from outside access by means of afirewall and the AAA client. In this
environment, the user databaseis usually small, there are few devicesthat require
access to the Cisco Secure ACSfor AAA, and any database replication is limited
to a secondary Cisco Secure ACS as a backup.
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Figure 2-1 Small Dial-up Network
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In alarger dial-in environment, a single Cisco Secure ACS installation with a
backup may be suitable, too. The suitability of this configuration is dependent on
network and server access latency. Figure 2-2 on page 2-7 shows an example of a
large dial-in arrangement. In this scenario the addition of a backup

Cisco Secure ACS unit is arecommended addition.
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Figure 2-2  Large Dial-up Network
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In avery large, geographically dispersed network, see Figure 2-3 on page 2-8,
there may be access servers located in different parts of a city, in different cities,
or in different continents. A central Cisco Secure ACS may work if network
latency is not an issue, but connection reliability over long distances may cause
problems. In this case, local Cisco Secure ACS installations may be preferable to
acentral server. If the need for a globally coherent user database is paramount,
database replication or synchronization from a central server may be necessary.
This may be further complicated by the use of external databases (such as
Windows NT/2000 or the Lightweight Directory Access Protocol [LDAP]) for
authentication. Additional security measures may be required to protect the
network and user information being forwarded across the WAN. This combines
topology and security factors. Such a case calls for adding an encrypted
connection between regions.
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Figure 2-3  Geographically Dispersed Network
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Wireless Network

The wireless network access point is arelatively new client for AAA services.
The wireless access point (AP), such as the Cisco Aironet series, provides a
bridged connection for mobile end-user clients into the LAN. Authentication is
absolutely necessary due to the ease of access to the AP. Encryption isalso a
necessity because of the ease of eavesdropping on communications. As such,
security plays an even bigger role than in the dial-up scenario and is discussed in
more detail later in this section.

Scaling can be a seriousissue in the wireless network. Like the “wired” LAN, the
mobility factor of the wireless LAN (WLAN) requires considerations similar to
those given to the dial-up network. Unlike the wired LAN, however, the WLAN
can be more readily expanded. Though WLAN technology does have physical
limits as to the number of users that can be connected via an AP, the number of
APs can grow quickly. Aswith the dial-up network, you can structure your
WLAN toallow full accessfor all users, or to providerestricted accessto different
subnets between sites, buildings, floors, or rooms. This brings up a unique issue
with the WLAN: the ability of a user to “roam” between APs.
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Inthe simple WLAN, there may be asingle AP installed; see Figure 2-4. Because
there is only one AP, the primary issue is security. In this environment, there is
generally a small user base and few network devices to worry about. Providing
AAA services to the other devices on the network does not cause any significant
additional load on the Cisco Secure ACS.

Figure 2-4 Simple WLAN
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In the LAN where a number of APs are deployed, asin alarge building or a
campus environment, your decisions on how to deploy Cisco Secure ACS become
alittlemore involved. Though Figure 2-5 on page 2-10 shows all APson the same
LAN, they may be distributed throughout the LAN, connected via routers,
switches, and so forth. In the larger, geographical distribution of WLANS,
deployment of Cisco Secure ACSis similar to that of large regional distribution
of dial-up LANS; see Figure 2-3 on page 2-8.
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Figure 2-5 Campus WLAN
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Thisis particularly true when the regional topology isthe campus WLAN. This
model starts to change when you deploy WLANSs in many small sites that more
resemble the simple WLAN shown in Figure 2-4 on page 2-9. This model may be
applicable to a chain of small stores distributed throughout a city or state,
nationally, or globally; see Figure 2-6 on page 2-11.
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Figure 2-6  Large Deployment of Small Sites
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For the model in Figure 2-6, the decision whereto site Cisco Secure ACS depends
on whether users from the entire network need access on any AP, or whether they
only require regional or local network access. This, along with database type,
controls whether local or regional Cisco Secure ACS installations are required,
and how database continuity is maintained. In this very large deployment model,
security becomes a more complicated issue, too.

Remote Access using VPN

Virtual Private Networks (VPNSs) use advanced encryption and tunneling to
permit organizations to establish secure, end-to-end, private network connections
over third-party networks, such as the Internet or extranets; see Figure 2-7 on
page 2-12. The benefits of a VPN include the following:

» Cost Savings—BY leveraging third-party networks with VPN, organizations
no longer have to use expensive leased or frame relay lines and can connect
remote usersto their corporate networksviaalocal Internet service provider
(ISP) instead of via expensive 800-number or long distance calls to
resource-consuming modem banks.
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» Security—VPNs provide the highest level of security using advanced
encryption and authentication protocols that protect data from unauthorized
access.

» Scalability—VPNs allow corporations to use remote access infrastructure
within ISPs. Therefore, corporations can add a virtually unlimited amount of
capacity without adding significant infrastructure.

« Compatibility with Broadband Technology—V PNs allow mobile workers,
telecommuters, and day extenders to take advantage of high-speed,
broadband connectivity, such as DSL and cable, when gaining access to their
corporate networks, providing workers significant flexibility and efficiency.

Figure 2-7  Simple VPN Configuration
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There are two types of VPN access into a network, as follows:

- Site-to-Site VPNs—Extend the classic WAN by providing large-scale
encryption between multiple fixed sites such as remote offices and central
offices, over a public network, such as the Internet.

« Remote Access VPNs—Permit secure, encrypted connections between
mobile or remote users and their corporate networks via a third-party
network, such as a service provider, via VPN client software.

Generally speaking, site-to-site VPNs can be viewed asatypical WAN connection
and are not usually configured to use AAA to securetheinitial connection and are
likely to use the device-oriented | PSec tunneling protocol. Remote Access VPN,
however, are similar to classic remote connection technology (modem/ISDN) and
lend themselves to using the AAA model very effectively; see Figure 2-8 on
page 2-13.
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Figure 2-8  Enterprise VPN Solution
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worker

For more information about implementing VPN sol utions, seethe reference guide
A Primer for Implementing a Cisco Virtual Private Network.

Remote Access Policy

Remote access is a broad concept. In general, it defines how the user can connect
tothe LAN, or from the LAN to outside resources (that is, the Internet). There are
several ways this may occur. The methods include dial-in, ISDN, wireless
bridges, and secure internet connections. Each method incurs its own advantages
and disadvantages, and provides a unique challenge to providing AAA services.
This closely ties remote access policy to the enterprise network topology. In
addition to the method of access, other decisions can also affect how

Cisco Secure ACS is deployed; these include: specific network routing (access
lists), time-of -day access, individual restrictions on AAA client access, access
control lists (ACLS), and so on.

Remote access policies can be implemented for employees who telecommute or
for mobile users who dial in over ISDN or public switched telephone network
(PSTN). Such poalicies are enforced at the corporate campus with

Cisco Secure ACS and the AAA client. Inside the enterprise network, remote
access policies can control wireless access by individual employees.
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Cisco Secure ACS remote access policy provides control by using central
authentication and authorization of remote users. The CiscoSecure user database
maintains all user IDs, passwords, and privileges. Cisco Secure ACS access
policies can be downloaded in the form of ACLs to network access servers such
as the Cisco AS5300 Network Access Server, or by allowing access during
specific periods, or on specific access servers.

The remote access policy is part of the overall corporate security policy.

Security Policy

We recommend that every organization that maintains a network develop a
security policy for the organization. The sophistication, nature, and scope of your
security policy directly affect how you deploy Cisco Secure ACS.

For more information about devel oping and maintaining a comprehensive
security policy, refer to the following documents:

« Network Security Policy: Best Practices White Paper
« Delivering End-to-End Security in Policy-Based Networks
» Cisco 10S Security Configuration Guide

Administrative Access Policy

Managing a network is a matter of scale. Providing a policy for administrative
access to network devices depends directly on the size of the network and the
number of administrators required to maintain the network. Local authentication
on a network device can be performed, but it is not scalable. The use of network
management tools can help in large networks, but if local authentication is used
on each network device, the policy usually consists of a single login on the
network device. This does not promote adequate network device security. Using
Cisco Secure ACS allows a centralized administrator database, and
administrators can be added or deleted at one location. TACACS+ is the
recommended AAA protocol for controlling AAA client administrative access
because of its ability to provide per-command control (command authorization)
of aAAA client administrator’ s access to the device. RADIUS is not well-suited
for this purpose because of the one-time transfer of authorization information at
time of initial authentication.
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The type of access is also an important consideration. If there are to be different
administrative access levelsto the AAA clients, or if asubset of administratorsis
to be limited to certain systems, Cisco Secure ACS can be used with command
authorization per network device to restrict network administrators as necessary.
To use local authentication restricts the administrative access policy to no login
on adevice or using privilege levels to control access. Controlling access by
means of privilege levelsis cumbersome and not very scalable. Thisrequires that
the privilege levels of specific commands are altered on the AAA client device
and specific privilege levels are defined for the user login. It is also very easy to
create more problems by editing command privilege levels. Using command
authorization on Cisco Secure ACS doesn’t require that you alter the privilege
level of controlled commands. The AAA client sends the command to

Cisco Secure ACS to be parsed and Cisco Secure ACS determines whether the
administrator has permission to use the command. The use of AAA allows
authentication on any AAA client to any user on Cisco Secure ACS and facilitates
the limitation of access to these devices on a per-AAA client basis.

A small network with asmall number of network devices may require only one or
two individuals to administer it. Local authentication on the device is usually
sufficient. If you require more granular control than that which authentication can
provide, some means of authorization is necessary. As discussed earlier,
controlling access using privilege levels can be cumbersome. Cisco Secure ACS
reduces this problem.

In large enterprise networks, with many devices to administer, the use of

Cisco Secure ACS becomes a practical necessity. Because administration of
many devices requires a larger number of network administrators, with varying
levels of access, the use of local control is simply not a viable way of keeping
track of network device configuration changes required when changing
administrators or devices. The use of network management tools, such as
CiscoWorks2000, helps to ease this burden, but maintaining security is still an
issue. Because Cisco Secure ACS can comfortably handle up to 100,000 users,
the number of network administratorsthat Cisco Secure ACS supportsisrarely an
issue. If there is a large remote access population using RADIUS for AAA
support, the corporate I T team should consider separate TACACS+ authentication
using Cisco Secure ACS for the administrative team. This would isolate the
general user population from the administrative team and reduce the likelihood of
inadvertent access to network devices. If thisis not a suitable solution, using
TACACS+ for administrative (shell/exec) logins, and RADIUS for remote
network access, provides sufficient security for the network devices.
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M Basic Deployment Factors for Cisco Secure ACS

Separation of Administrative and General Users

It isimportant to keep the general network user from accessing network devices.
Even though the general user may not have any intention to “hack the system,”
inadvertent access could easily cause accidental disruption to network access.
Separation of the general user from the administrative user fallsinto the realm of
AAA and Cisco Secure ACS.

The easiest, and recommended, method to perform such separation is to use
RADIUSfor the general remote access user and TACACS+ for the administrative
user. Anissue that arisesisthat an administrator may al so require remote network
access, like the general user. If you use Cisco Secure ACS this poses no problem.
The administrator can have both RADIUS and TACACS+ configurationsin
Cisco Secure ACS. Using authorization, RADIUS users can have PPP (or other
network access protocols) set as the permitted protocol. Under TACACS+, only
the administrator would be configured to allow shell (exec) access.

For example, if the administrator is dialing into the network as a general user, a
AAA client would use RADIUS as the authenticating/authorizing protocol and
the PPP protocol would be authorized. In turn, if the same administrator remotely
connectsto a AAA client to make configuration changes, the AAA client would
use the TACACS+ protocol for authentication/authorization. Because this
administrator is configured on Cisco Secure ACS with permission for shell under
TACACS+, hewould be authorized to log in to that device. This does require that
the AAA client have two separate configurations on Cisco Secure ACS, one for
RADIUS and one for TACACS+. An example of a AAA client configuration
under 10S that effectively separates PPP and shell logins follows:

aaa new nodel

tacacs-server host ip-address

tacacs-server key secret-key

radi us-server host ip-address

radi us-server key secret-key

aaa authentication ppp default group radius

aaa authentication |ogin default group tacacs+ |oca
aaa authentication |ogin console none

aaa authorization network default group radius

aaa authorization exec default group tacacs+ none
aaa authorization command 15 default group tacacs+ none
user nane USer password password

line con O

| ogi n authentication console
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Database

Number of Users

Basic Deployment Factors for Cisco Secure ACS W

Conversely, if ageneral user attempts to use their remote accessto loginto a
network device, Cisco Secure ACS checks and approves the user’ s username and
password, but the authorization process would fail because that user would not
have credentials that allow shell/exec access to the device.

Aside from topological considerations, the database is one of the most influential
factorsinvolved in making deployment decisionsfor Cisco Secure ACS. The size
of the user base, distribution of users throughout the network, access
requirements, and type of database employed all contribute to how

Cisco Secure ACS s used.

Cisco Secure ACS is designed for the enterprise environment, comfortably
handling 100,000 users. Thisis usually more than adequate for a corporation. In
an environment that exceeds these numbers, the user base would typically be
geographically dispersed, which lends itself to the use of more than one

Cisco Secure ACS configuration. A WAN failure could render alocal network
inaccessible because of the loss of the authentication server. In addition to this
issue, reducing the number of users that a single Cisco Secure ACS handles
improves performance by lowering the number of logins occurring at any given
time and by reducing the load on the database itself.

Type of Database

Cisco Secure ACS supports a number of database options. Under the current
version, the options include using the CiscoSecure user database or using remote
authentication via any of the external databases supported. For more information
about database options, types, and features, see the “ Authentication and User
Databases” section on page 1-8, or Chapter 11, “Working with User Databases,”
or Chapter 12, “Administering External User Databases.” Each database option
has its own advantages and limitations in scalability and performance.
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Network Speed and Reliability

Network speed, also referred to as network latency, and network reliability are
also important factors in how Cisco Secure ACSis deployed. Delaysin
authentication can result in timeouts at the end user’s client side or the AAA
client.

The general rule for large, extended networks, such as a globally dispersed
corporation, is to have at least one Cisco Secure ACS deployed in each region.
Thismay not be adequate without areliable, high-speed connection between sites.
Many corporations are now using secure VPN connections between sites, using
the Internet to provide the link. This saves time and money, but does not provide
the speed and reliability that a dedicated framerelay or T1 link would provide. If
authentication is critical to maintain business functionality, as in the case with a
store having cash registers linked via a wireless LAN, the loss of the WAN
connection to a remote Cisco Secure ACS could be catastrophic.

The sameissue can be applied to an external database used by Cisco Secure ACS.
The database should be deployed in proximity near enough to the

Cisco Secure ACSinstallation to ensure reliable and timely access. Using alocal
Cisco Secure ACS with a remote database can result in the same problems as
using aremote Cisco Secure ACS. Another possible problem in this scenario is
that a user may experience timeout problems. The AAA client would be able to
contact Cisco Secure ACS, but Cisco Secure ACSwould wait for areply from the
external user database that might be delayed or never arrive. If the

Cisco Secure ACS were remote, the AAA client would time out and try an
alternative method to authenticate the user, but in the latter caseitislikely theend
user client would time out first.

Suggested Deployment Sequence

While there is no single, one-size-fits-all process for all Cisco Secure ACS
deployments, you should consider foll owing the sequence, keyed to the high-level
functions represented in the navigation toolbar. Also bear in mind that many of
these deployment activities are iterative in nature; you may find that you
repeatedly return to such tasks as interface configuration as your deployment
proceeds.
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Configure Administrator s—You should configure at | east one administrator
at the outset of deployment; otherwise, there is not remote administrative
access and all configuration activity must be done from the server. You
should also have a detailed plan for establishing and maintaining an
administrative policy.

For more information about setting up administrators, see Chapter 10,
“Setting Up and Managing Administrators and Policy.”

Configure the Cisco Secure ACSHTML Interface—You can configure
Cisco Secure ACSHTML interface to show only those features and controls
that you intend to use. This makes using Cisco Secure ACS less difficult than
it would be if you had to contend with multiple parts of the HTML interface
that you did not plan to use. The price of this convenience can sometimes be
frustration that features and controls do not appear because you failed to
configure them in the Interface Configuration section. For guidance on
configuring the HTML interface, seethe “Interface Design Concepts” section
on page 3-2.

For information about configuring particular aspects of the HTML interface,
see the following sections of the interface configuration chapter:

— User Data Configuration Options, page 3-3
— Advanced Options, page 3-4
Protocol Configuration Options for TACACS+, page 3-7

Protocol Configuration Options for RADIUS, page 3-10

Configure System—There are more than a dozen functions within the
System Configuration section to be considered, from setting the format for
the display of dates and password validation to configuring settings for
database replication and RDBM S synchronization. These functions are
detailed in Chapter 8, “Establishing Cisco Secure ACS System
Configuration.” Of particular note during initial system configuration is
setting up the logs and reports to be generated by Cisco Secure ACS; for
more information, see Chapter 9, “Working with Logging and Reports.”

Configure Networ k—You control distributed and proxied AAA functionsin
the Network Configuration section of the HTML interface. From here, you
establish theidentity, location, and grouping of AAA clientsand servers, and
determine what authentication protocols each is to employ. For more
information, see Chapter 4, “ Setting Up and Managing Network
Configuration.”
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« Configure External User Database—During this phase of deployment you
must decide whether and how you intend to implement an external database
to establish and maintain user authentication accounts. Typically, this
decision is made according to your existing network administration
mechanisms. For information about the types of databases Cisco Secure ACS
supports and instructions for establishing them, see Chapter 11, “Working
with User Databases.”

Along with the decision to implement an external user database (or
databases), you should have detailed plans that specify your requirements for
Cisco Secure ACS database replication, backup, and synchronization. These
aspects of configuring CiscoSecure user database management are detailed in
Chapter 8, “Establishing Cisco Secure ACS System Configuration.”

« Configure Shared Profile Components—With most aspects of network
configuration already established and before configuring user groups, you
should configure your Shared Profile Components. When you set up and
name the network access restrictions and command authorization sets you
intend to employ, you lay out an efficient basis for specifying user group and
single user access privileges. For more information about Shared Profile
Components, see the Chapter 5, “ Setting Up and Managing Shared Profile
Components.”

» Configure Groups—Having previously configured any external user
databases you intend to employ, and before configuring your user groups, you
should decide how to implement two other Cisco Secure ACS features
related to external user databases: unknown user processing and database
group mapping. For more information see the “Unknown User Processing”
section on page 12-1 and the “ Database Group Mappings” section on
page 12-10. Then, you are ableto configure your user groups with acomplete
plan of how Cisco Secure ACS is to implement authorization and
authentication. For moreinformation, seethe“ Setting Up and Managing User
Groups” section on page 6-1.
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» Configure User s—With groups established, you can establish user accounts.
It is useful to remember that a particular user can belong to only one user
group, and that settings made at the user level override settings made at the
group level. For more information, see the Chapter 7, “ Setting Up and
Managing User Accounts.”

« Configure Reports—Using the Reports and Activities section of the
Cisco Secure ACSHTML interface, you can specify the nature and scope of
logging that Cisco Secure ACS performs. For more information, see
Chapter 9, “Working with Logging and Reports.”
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CHAPTER 3

Setting Up the Cisco Secure ACS
HTML Interface

Ease of useisthe overriding design principle of the HTML interface in the
Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS). Cisco Secure ACS presents intricate concepts of network
security from the perspective of an administrator. The Interface Configuration
section of Cisco Secure ACS enables you to configure the Cisco Secure ACS
HTML interface—you can tailor the interface to simplify the screens you will use
by hiding the features that you do not use and by adding fields for your specific
configuration.

This chapter presents the details of configuring the Cisco Secure ACS interface
through four topics:

» User Data Configuration Options, page 3-3

- Advanced Options, page 3-4

« Protocol Configuration Options for TACACS+, page 3-7
» Protocol Configuration Options for RADIUS, page 3-10

Whileit islogical to begin your Cisco Secure ACS configuration efforts
here—configuring the interface—we al so recommend that you return to this
section to review and confirm your initial settings. Sometimes a section of the
HTML interface that you initially believed should be hidden from view may later
require configuration from within this section.
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M Interface Design Concepts

Je

ﬁ If asection of the Cisco Secure ACSHTML interface appearsto be “missing”
or “broken” return to the Interface Configuration section and confirm that the
particular section has been activated.

Interface Design Concepts

Before you begin to configure the Cisco Secure ACS HTML interface for your
particular configuration, it is helpful to understand afew basic precepts of the
system’s operation. The information in the following sections is necessary for
effective interface configuration.

User-to-Group Relationship

A user can belong to only one group at atime. Aslong as there are no conflicting
attributes, users inherit group settings.

Note  If auser profile has an attribute configured differently from the same attribute
in the group profile, the user setting always overrides the group setting.

If auser has a unique configuration requirement, you can make that user a part of
a group and set unique requirements on the User Setup page, or you can assign
that user to his or her own group.

Per-User or Per-Group Features

You can configure most features at both group and user levels, with the following
exceptions:

» User level only—Static | P address, password, and expiration

» Group level only—Password aging and time-of-day/day-of-week
restrictions
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User Data Configuration Options

User Data Configuration Options

The Configure User Defined Fields page enables you to add (or edit) up to five
fieldsfor recording information on each user. The fields you define in this section
subsequently appear in the Supplementary User Information section at the top of
the User Setup page. For example, you could add the user’s company name,
telephone number, department, billing code, and so on. You can also include these
fieldsin the accounting logs. For more information about the accounting logs, see
the “ About Cisco Secure ACS Logs and Reports” section on page 9-4. For
information on the data fields that comprise these options, see the “User-Defined
Attributes” section on page G-34.

Defining New User Data Fields

Step 1

Step 2
Step 3
Step 4
Step 5

Tip

To configure new user data fields, follow these steps:

Click Interface Configuration and then click User Data Configuration.

Result: The Configure User Defined Fields page appears. Check boxesin the
Display column indicate which fields are configured to appear in the
Supplementary User Information section at the top of the User Setup page.

Select a check box in the Display column.

In the corresponding Field Title box, type atitle for the new field.

To configure another field, repeat step 2 and step 3.

When you have finished configuring new user data fields, click Submit.

You can change the title of afield by editing the text in the Field Title box and
then clicking Submit.
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Advanced Options

This feature enables you to determine which advanced features

Cisco Secure ACS displays. You can simplify the pages displayed in other areas
of the Cisco Secure ACS HTML interface by hiding advanced features that you
do not use. Many of these options do not appear if they are not enabled.

A

Caution  Disabling an advanced option in the Interface Configuration section does not
affect anything except the display of that function in the CSACSHTML
interface. Settings made while an advanced option was active (sel ected)
remain in effect when that advanced option is no longer displayed in the
interface (de-selected). Further, the interface displays any advanced option
that is enabled or has non-default values, even if you have configured that
advanced option to be hidden. If you later disable the option or deleteitsvalue,
Cisco Secure ACS hides the advanced option.

The advanced option features include the following:

« Per-User TACACS+/RADIUS Attributes—When selected, this feature
enables TACACS+/RADIUS attributesto be set at a per-user level, in addition
to being set at the group level.

» User-Level Network Access Restriction Sets—When selected, this feature
enables the Shared Profile Component network access restrictions (NARS)
options on the User Setup page. These options allow you to apply previously
configured, named, I1P-based and CLID/DNIS-based NARs at the user level.
For information on defining a NAR, or NAR set, within Shared Profile
Components, see the “ Shared Network Access Restrictions Configuration”
section on page 5-7.

» User-Level Network Access Restrictions—When selected, this feature
enables the two sets of options for defining user-level, 1 P-based and
CLI/DNIS-based NARs on the User Setup page.

» User-Level Downloadable ACL s—When selected, this feature enables the
Downloadable ACL s section on the User Setup page.

- Default Time-of-Day/Day-of-Week Specification—When selected, this
feature enables the default time-of-day/day-of -week access settings grid on
the Group Setup page.
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Group-Level Network Access Restriction Sets—When selected, this
feature enables the Shared Profile Component NAR options on the Group
Setup page. These options allow you to apply previously configured, named,
IP-based and CLID/DNIS-based NARs at the group level. For information on
defining aNAR, or NAR set, within Shared Profile Components, see the
“Shared Network Access Restrictions Configuration” section on page 5-7.

Group-L evel Network Access Restrictions—When selected, this feature
enables the two sets of options for defining group-level, |P-based and
CLI/DNIS-based NARs on the on the Group Setup page.

Group-L evel Downloadable ACL s—When sel ected, thisfeature enablesthe
Downloadable ACL s section on the Group Setup page.

Group-L evel Password Aging—When selected, this feature enables the
Password Aging section on the Group Setup page. The Password Aging
feature enables you to force users to change their passwords.

M ax Sessions—When selected, thisfeature enablesthe Max Sessions section
on the User Setup and Group Setup pages. The Max Sessions option sets the
maximum number of simultaneous connections for a group or a user.

Usage Quotas—When selected, this feature enables the Usage Quotas
sections on the User Setup and Group Setup pages. The Usage Quotas option
sets one or more quotas for usage by a group or a user.

Distributed System Settings—When selected, thisfeature displaysthe AAA
server and proxy table on the Network Interface page. If the tables are not
empty and have information other than the defaults in them, they always

appear.

Remote L ogging—When selected, this feature enables the Remote L ogging
feature in the Logging page of the System Configuration section.

Cisco Secure ACS Database Replication—When selected, this feature
enables the Cisco Secure ACS database replication information on the
System Configuration page.

RDBM S Synchr onization—When sel ected, thisfeature enablesthe RDBM S
(Relational Database Management System) Synchronization option on the
System Configuration page. If RDBMS Synchronization is configured, this
option always appears.

| P Pools—When selected, this feature enables the |P Pools Address
Recovery and I P Pools Server options on the System Configuration page.
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« Network Device Groups—When selected, this option enables network
device groups (NDGs). When NDGs are enabled, the Network Configuration
section and parts of the User Setup and Group Setup pages change to enable
you to manage groups of network devices (AAA clients or AAA servers).
This feature is useful if you have many devices to administer.

« Voiceover IP (VoI P) Group Settings—When selected, this feature enables
the Vol P option on the Group Setup page.

« Voice-over-IP (Vol P) Accounting Configur ation—When selected, this
feature enables the Vol P Accounting Configuration option on the System
Configuration page. This option is used to determine the logging format of
RADIUS Vol P accounting packets.

- ODBC Logging—When selected, this feature enables the ODBC logging
sections on the L ogging page of the System Configuration section.

Setting Advanced Options for the Cisco Secure ACS User
Interface

To set advanced options for the Cisco Secure ACSHTML interface, follow these
steps:

Stepl  Click Interface Configuration.
Step2  Click Advanced Options.
Result: The Advanced Options table appears.

Step3  Select each option that you want displayed (enabled) in the Cisco Secure ACS
HTML interface.

A

Caution  Disabling an advanced option in the Interface Configuration section does not
affect anything except the display of that function in the Cisco Secure ACS
interface. Settings made while an advanced option was active (sel ected)
remain in effect when that advanced option is no longer displayed in the
interface (de-sel ected).
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Step4  When you have finished making selections, click Submit.

Result: Cisco Secure ACS alters the contents of various sections of the HTML
interface according to the selections made.

Protocol Configuration Options for TACACS+

The TACACS+ (Cisco) section details the configuration of the Cisco Secure ACS
HTML interface for TACACS+ settings. The interface settings enable you to
display or hide TACACS+ administrative and accounting options. You can
simplify the HTML interface by hiding the features that you do not use.

The TACACS+ (Cisco) section comprises three distinct areas, as follows:

Tip The default interface setting presents a single column of check boxes, at the
group level only, for selecting TACACS+ Services Settings and New Service
Settings. To view two columns of check boxes that enable you to configure
settings at the Group level or the User level, you must have enabled the
Per-user TACACS+/RADIUS Attributes option on the Advanced Options
page of Interface Configuration section.

 TACACSH+ Services Settings—In this areais alist of the most commonly
used services and protocols for TACACS+. You select each TACACS+
service that you want to appear as a configurable option on either the User
Setup page or Group Setup page.

- New Services—Inthisareayou can enter any services or protocols particular
to your network configuration.

« Advanced Configuration Options—In this area you can add more detailed
information for even more tailored configurations.
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The four items you can choose to hide or display are as follows:

— Advanced TACACS+ Features—This option displays or hides the
Advanced TACACS+ Options section on the User Setup page. These
options include Privilege Level Authentication and Outbound Password
Configuration for SENDPASS and SENDAUTH clients, such as routers.

— Display a Time-of-Day accessgrid for every TACACS+ servicewhere
you can override the default Time-of-Day settings—If this option is
selected, a grid appears on the User Setup page that enables you to
override the TACACS+ scheduling attributes on the Group Setup page.

You can control the use of each TACACS+ service by the time of day and
day of week. For example, you can restrict Exec (Telnet) access to
business hours but permit PPP-1P access at any time.

The default setting isto control time-of-day accessfor all services as part
of authentication. However, you can override the default and display a
time-of-day access grid for every service. This keeps user and group
setup easy to manage, while making this feature available for the most
sophisticated environments. This feature applies only to TACACS+
because TACACS+ can separate the authentication and authorization
processes. RADIUS time-of-day access applies to all services. If both
TACACS+ and RADIUS are used simultaneously, the default
time-of-day access applies to both. This provides a common method to
control access regardless of the access control protocol.

— Display awindow for each service selected in which you can enter
customized TACACS+ attributes—If this option is selected, an area
appears on the User Setup and Group Setup pages that enables you to
enter custom TACACS+ attributes.

Cisco Secure ACS can also display a custom command field for each
service. Thistext field enables you to make specialized configurations to
be downloaded for a particular service for users in a particular group.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
m. 78-13751-01, Version. 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.




| Chapter3 Setting Up the Cisco Secure ACS HTML Interface

Protocol Configuration Options for TACACS+ W

You can use this feature to send many TACACS+ commands to the
access device for the service, provided that the device supports the
command, and that the command syntax is correct. This feature is
disabled by default, but you can enable it the same way you enable
attributes and time-of-day access.

— Display enable Default (Undefined) Service Configuration—If this
check box is selected, an area appears on the User Setup and Group Setup
pages that enables you to permit unknown TACACS+ services, such as

CDP.
S
Note  This option should be used by advanced system administrators
only.
A
Note  Customized settings at the user level take precedence over settings at the
group level.

Setting Options for TACACS+

This procedure enables you to display or hide TACACS+ administrative and
accounting options. It is unlikely that you will use every service and protocol
available for TACACS+. Displaying each would make setting up a user or group
cumbersome. To simplify setup, you can use the TACACS+ (Cisco 10S) Edit
page to customize the services and protocols that appear.

To configure the user interface for TACACS+ options, follow these steps:

Note  The Cisco Secure ACS HTML interface displays any protocol option that is
enabled or has non-default values, even if you have configured that protocol
option to be hidden. This behavior prevents Cisco Secure ACS from hiding
active settings. If you later disable the option or delete its value,

Cisco Secure ACS hides the protocol option.

Stepl  Click Interface Configuration.
Step2  Click TACACS+ (Cisco 10S).

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version. 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 3 Setting Up the Cisco Secure ACS HTML Interface |

W Protocol Configuration Options for RADIUS

Step 3

Step 4

Step 5

Step 6

Result: The TACACS+ (Cisco) page of the Interface Configuration section
appears.

Inthe TACACS+ Services table, select the check box for each TACACS+ service
you want displayed on the applicable setup page.

To add new services and protocols, follow these steps:

a. Inthe New Services section of the TACACS+ Services table, typein any
Service and Protocol to be added.

b. Select the appropriate check box to select those that should be displayed for
configuration either under User Setup, or Group Setup, or both.

In the Advanced Configurations Options section, select the check boxes of the
display options you want to enable.

When you have finished setting TACACS+ interface display options, click
Submit.

Result: The selections made in this procedure determine what TACACS+ options
Cisco Secure ACS displays in other sections of the HTML interface.

Protocol Configuration Options for RADIUS

This section details the configuration of the Cisco Secure ACS HTML interface
for RADIUS settings. The interface settings enable you to display or hide various
RADIUS administrative and accounting options. You can simplify the HTML
interface by hiding the features that you do not use.

Provided that you have the corresponding AAA clients configured, the User
Interface section displays the following RADIUS protocol configuration
selections:

» (IETF) RADIUS Settings—This pagelistsall attributesavailablefor (IETF)
RADIUS.

These standard (IETF) RADIUS attributes are available for any network
device configuration when using RADIUS. If you want to use |IETF attribute
number 26, the vendor-specific attribute (VSA), select Interface
Configuration and then RADIUS for the vendors whose network devices you
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use. Attributes for (IETF) RADIUS and the V SA for each RADIUS network
device vendor supported by Cisco Secure ACS appear in User Setup or Group
Setup.

The RADIUS (IETF) attributes are shared with RADIUS VSASs. You
must configure the first RADIUS attributes from RADIUS (IETF) for
the RADIUS vendor.

The Tags to Display Per Attribute option (located under Advanced
Configuration Options) enables you to specify how many values to display
for tagged attributes on the User Setup and Group Setup pages. Examples of
tagged attributes include [064] Tunnel-Type and [069] Tunnel -Password.

For detailed procedural information, see the “ Setting Protocol Configuration
Options for (IETF) RADIUS’ section on page 3-12.

RADIUS (Cisco | OS/PI X) Settings—This section allows you to enable the
specific attributes for RADIUS (Cisco |OS/PIX). For detailed procedural
information, see the “ Setting Protocol Configuration Options for RADIUS
(Cisco 10S/PIX)” section on page 3-14.

RADIUS (Ascend) Settings—This section allows you to enable the
RADIUS vendor-specific attributes for RADIUS (Ascend). For detailed
procedures, see the “ Setting Protocol Configuration Options for RADIUS
(Ascend)” section on page 3-14.

RADIUS (Cisco VPN 3000) Settings—This section allowsyou to enablethe
RADIUS vendor-specific attributes for RADIUS (Cisco VPN 3000). For
detailed procedures, see the “ Setting Protocol Configuration Options for
RADIUS (Cisco VPN 3000)” section on page 3-15.

RADIUS (Cisco VPN 5000) Settings—This section allows you to enable the
RADIUS vendor-specific attributes for RADIUS (Cisco VPN 5000). For
detailed procedures, see the “ Setting Protocol Configuration Options for
RADIUS (Cisco VPN 5000)” section on page 3-16.

RADIUS (Microsoft) Settings—This section allows you to enable the
RADIUS vendor-specific attributes for RADIUS (Microsoft). For detailed
procedures, see the “ Setting Protocol Configuration Options for RADIUS
(Microsoft)” section on page 3-17.
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« RADIUS (Nortel) Settings—This section allows you to enable the RADIUS
vendor-specific attributesfor RADIUS (Nortel). For detailed procedures, see
the “ Setting Protocol Configuration Options for RADIUS (Nortel)” section
on page 3-18.

« RADIUS (Juniper) Settings—This section allows you to enable the
RADIUS vendor-specific attributes for RADIUS (Juniper). For detailed
procedures, see the “ Setting Protocol Configuration Options for RADIUS
(Juniper)” section on page 3-19.

« RADIUS (Cisco BBSM) Settings—This section allows you to enable the
RADIUS vendor-specific attributesfor RADIUS (Cisco BBSM). For detailed
procedures, see the “ Setting Protocol Configuration Options for RADIUS
(Cisco BBSM)” section on page 3-20.

While Cisco Secure ACS ships with these listed VSAs prepackaged, it also
enables you to define and configure custom attributes for any V SA set not already
contained in Cisco Secure ACS. If you have configured a custom VSA and a
corresponding AAA client, from the Interface Configuration section you can
select the custom V SA and then set the options for how particular attributes
appear as configurable options on the User Setup or Group Setup page. For
information about creating user-defined RADIUS V SAs, see the “User-Defined
RADIUS Vendors and VSA Sets” section on page E-27.

Radius (Cisco Aironet) is not listed in Internet Configuration because there is no
configuration required.

Setting Protocol Configuration Options for (IETF) RADIUS

This procedure enablesyou to hide or display any of the standard (IETF) RADIUS
attributes for configuration from other portions of the Cisco Secure ACSHTML
interface.

Note  If the Per-user TACACS+/RADIUS Attributes check box in Interface
Configuration: Advanced Optionsis selected, a User check box appears
alongside the Group check box for each attribute.
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Note  Each selected IETF RADIUS attribute must be supported by all network
devices using RADIUS.

To set protocol configuration optionsfor (IETF) RADIUS attributes, follow these
steps:

Stepl  Click Interface Configuration.
Step2  Click RADIUS (IETF).
Result: The RADIUS (IETF) page appears.

Step3  For each IETF RADIUS attribute that you want to appear as a configurable option
on the User Setup or Group Setup page, select the corresponding check box.

S

Note  Each attribute selected must be supported by your RADIUS network
devices.

S

Note  Attributes marked “*” are sent from the AAA client to the RADIUS
server and hence cannot be configured in the RADIUS setup screens.

Step4  To specify how many valuesto display for tagged attributes on the User Setup and
Group Setup pages, select the Tagsto Display Per Attribute option, and then
select avalue from the corresponding list. Examples of tagged attributes are
[064] Tunnel-Type and [069] Tunnel-Password.

Step5  When you have finished selecting the attributes, click Submit at the bottom of the
page.

Result: Each IETF RADIUS attribute that you selected appears as a configurable
option on the User Setup or Group Setup page, as applicable.
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Setting Protocol Configuration Options for RADIUS (Cisco
|0S/PIX)

This procedure allows you to enable the Cisco IOS/PIX RADIUS VSA. Selecting
this attribute displays an entry field under User Setup and/or Group Setup in
which any TACACS+ commands can be entered to fully leverage TACACS+ in
a RADIUS environment.

Note  If the Per-user TACACS+/RADIUS Attributes check box in Interface
Configuration: Advanced Optionsis selected, a User check box appears
alongside the Group check box for each attribute.

To set protocol configuration options for the Cisco RADIUS attribute follow
these steps:

Stepl  Click Interface Configuration.
Step2  Click RADIUS (Cisco |0S/PIX).
Result: The RADIUS (Cisco 10S/PIX) page appears.

Step3  Select the check box for either User or Group, or both, next to attribute number
26, the VSA for Cisco.

Step4  Click Submit at the bottom of the page.

Result: According to your selections, the attribute for the Cisco RADIUS VSA
appears on the User Setup or Group Setup pages, or both, as a configurable option
with afield in which you can enter TACACS+ commands.

Setting Protocol Configuration Options for RADIUS (Ascend)

This procedure enables you to hide or display RADIUS (Ascend) attributes for
configuration from other portions of the Cisco Secure ACS HTML interface.
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Note  If the Per-user TACACS+/RADIUS Attributes check box on the Advanced
Options page of Interface Configuration is selected, a User check box appears
alongside the Group check box for each attribute.

To set protocol configuration options for RADIUS (Ascend) attributes, follow
these steps:

Stepl  Click Interface Configuration.
Step2  Click RADIUS (Ascend).
Result: The Edit RADIUS (Ascend) page appears, listing extended attributes.

Step3  For each RADIUS (Ascend) attribute that you want to appear as a configurable
option on the User Setup or Group Setup page, select the corresponding check
box.

S
Note  Each attribute selected must be supported by your RADIUS network
devices.

Step4  Click Submit at the bottom of the page.

Setting Protocol Configuration Options for RADIUS
(Cisco VPN 3000)

This procedure enables you to hide or display RADIUS (Cisco VPN 3000
Concentrator) attributes for configuration from other portions of the
Cisco Secure ACS HTML interface.

The RADIUS (Cisco VPN 3000 Concentrator) page lists all the attributes
available for Cisco VPN 3000 Concentrator RADIUS.

Note  If the Per-user TACACS+/RADIUS Attributes check box on the Advanced
Options page of Interface Configuration is selected, a User check box appears
alongside the Group check box for each attribute.
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Step 1
Step 2

Step 3

Step 4

To set protocol configuration options for RADIUS (Cisco VPN 3000) attributes,
follow these steps:

Click Interface Configuration.
Click RADIUS (Cisco VPN 3000).
Result: The RADIUS (Cisco VPN 3000 Concentrator) edit page appears.

Select the check box for either User or Group, or both, for each RADIUS (Cisco
VPN 3000) service you want to appear as a configurable option on the User Setup
or Group Setup page.

~
Note  Each attribute selected must be supported by the Cisco VPN 3000
Concentrator RADIUS network devices.

When you have finished selecting the attributes, click Submit at the bottom of the
page.

Setting Protocol Configuration Options for RADIUS
(Cisco VPN 5000)

This procedure enables you to hide or display RADIUS (Cisco VPN 5000
Concentrator) attributes for configuration from other portions of the
Cisco Secure ACSHTML interface.

The RADIUS (Cisco VPN 5000 Concentrator) page lists all the attributes
available for Cisco VPN 5000 Concentrator RADIUS.

~
Note  If the Per-user TACACS+RADIUS Attributes check box on the Advanced
Options page of Interface Configuration is selected, a User check box appears
alongside the Group check box for each attribute.
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Step 1
Step 2

Step 3

Step 4

Protocol Configuration Options for RADIUS

To set protocol configuration options for RADIUS (Cisco VPN 5000) attributes,
follow these steps:

Click Interface Configuration.
Click RADIUS (Cisco VPN 5000).
Result: The RADIUS (Cisco VPN 3000 Concentrator) edit page appears.

Select the check box for either User or Group, or both, for each RADIUS (Cisco
VPN 5000) service you want to appear as a configurable option on the User Setup
or Group Setup page.

~
Note  Each attribute selected must be supported by the Cisco VPN 5000
Concentrator RADIUS network devices.

Click Submit at the bottom of the page.

Setting Protocol Configuration Options for RADIUS (Microsoft)

Note

Step 1
Step 2

This procedure enables you to hide or display RADIUS (Microsoft) attributes for
configuration from other portions of the Cisco Secure ACS HTML interface.

The RADIUS (Microsoft) page lists all the attributes available for Microsoft
RADIUS.

If the Per-user TACACS+/RADIUS Attributes check box on the Advanced
Options page of Interface Configuration is selected, a User check box appears
alongside the Group check box for each attribute.

To set protocol configuration options for RADIUS (Microsoft) attributes, follow
these steps:

Click Interface Configuration.
Click RADIUS (Microsoft).
Result: The RADIUS (Microsoft) edit page appears.
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Step3  Select the check box for either User or Group, or both, for each RADIUS
(Microsoft) service you want to appear as a configurable option on the User Setup
or Group Setup page.

S,
Note  Each attribute selected must be supported by the Microsoft RADIUS
VSA.

Step4  Click Submit at the bottom of the page.

Setting Protocol Configuration Options for RADIUS (Nortel)

This procedure enables you to hide or display RADIUS (Nortel) attributes for
configuration from other portions of the Cisco Secure ACS HTML interface.

The RADIUS (Nortel) page lists all the attributes available for Nortel RADIUS.

Note If the Per-user TACACS+/RADIUS Attributes check box on the Advanced
Options page of Interface Configuration is selected, a User check box appears
alongside the Group check box for each attribute.

To set protocol configuration options for RADIUS (Nortel) attributes, follow
these steps:

Stepl  Click Interface Configuration.
Step2  Click RADIUS (Nortel).
Result: The RADIUS (Nortel) edit page appears.
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Step3  Select the check box for either User or Group, or both, for each RADIUS (Nortel)
service you want to appear as a configurable option on the User Setup or Group

Setup page.

S,

Note  Each attribute selected must be supported by the Nortel RADIUS
VSA.

Step4  Click Submit at the bottom of the page.

Setting Protocol Configuration Options for RADIUS (Juniper)

This procedure enables you to hide or display RADIUS (Juniper) attributes for
configuration from other portions of the Cisco Secure ACS HTML interface.

The RADIUS (Juniper) page lists all the attributes available for Juniper RADIUS.

Note If the Per-user TACACS+/RADIUS Attributes check box on the Advanced
Options page of Interface Configuration is selected, a User check box appears
alongside the Group check box for each attribute.

To set protocol configuration options for RADIUS (Juniper) attributes, follow
these steps:

Stepl  Click Interface Configuration.
Step2  Click RADIUS (Juniper).
Result: The RADIUS (Juniper) edit page appears.
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Step3  Select the check box for either User or Group, or both, for each RADIUS
(Juniper) service you want to appear as a configurable option on the User Setup
or Group Setup page.

S,
Note  Each attribute selected must be supported by the Juniper RADIUS
VSA.

Step4  Click Submit at the bottom of the page.

Setting Protocol Configuration Options for RADIUS (Cisco BBSM)

This procedure enables you to hide or display the RADIUS (Cisco BBSM)
attribute for configuration from other portions of the Cisco Secure ACSHTML
interface.

The RADIUS (Cisco BBSM) page lists the attribute available for Building
Broadband Service Manger (BBSM) RADIUS.

Note  If the Per-user TACACS+/RADIUS Attributes check box on the Advanced
Options page of Interface Configuration is selected, a User check box appears
alongside the Group check box for each attribute.

To set protocol configuration options for RADIUS (Cisco BBSM) attributes,
follow these steps:

Stepl  Click Interface Configuration.
Step2  Click RADIUS (Cisco BBSM).
Result: The RADIUS (Cisco BBSM) edit page appears.

Step3  Select the check box for either User or Group, or both, for the service you want
to appear as a configurable option on the User Setup or Group Setup page.

Step4  Click Submit at the bottom of the page.
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CHAPTER I

Setting Up and Managing Network
Configuration

This chapter details concepts and procedures for configuring the
Cisco Secure ACS network and establishing a distributed system.

The appearance of the opening page you see when you click Network
Configuration differs according to the network configuration selections you' ve
made in the Interface Configuration section. The four tables that may appear in
this section are as follows:

« AAA Clients—Thistable lists each AAA client that is configured on the
network, together with its |P address and associated protocol.

If you are using network device groups (NDGs), thistable does not appear on
theinitial page, but is accessed through the Network Device Group table. For
more information about this interface configuration, see the “ Advanced
Options” section on page 3-4.

 AAA Servers—Thistable lists each AAA server that is configured on the
network together with its IP Address and associated type.

This table does not appear unless you have enabled the Distributed System
Settings feature in Interface Configuration.

If you are using NDGs, this table does not appear on the initial page, but is
accessed through the Network Device Groups table. For more information
about this interface configuration, see the “ Advanced Options” section on

page 3-4.
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« Network Device Groups—This table lists the name of each NDG that has
been configured, and the number of AAA clients and AAA servers assigned
to each NDG. If you are using NDGs, the AAA Clientstable and AAA
Servers table do not appear on the opening page. To configure a AAA client
or AAA server, you must click the name of the NDG to which the deviceis
assigned. If the newly configured device is not assigned to an NDG, it
automatically belongs to the (Not Assigned) group.

Thistable appears only when you have configured the interface to use NDGs.
For more information about this interface configuration, see the “ Advanced
Options’ section on page 3-4.

« Proxy Distribution Table—You can use the Proxy Distribution Table to
configure proxy capabilities including “domain” stripping. For more
information, see the “Proxy Distribution Table Configuration” section on
page 4-25.

This table appears only when you have configured the interface to enable
Distributed Systems Settings. For more information about this interface
configuration, see the “Advanced Options” section on page 3-4.

This chapter includes sections that provide the concepts and proceduresrelated to
each of these tables, as follows:

« AAA Client Configuration, page 4-8

« AAA Server Configuration, page 4-15

« Network Device Group Configuration, page 4-20
« Proxy Distribution Table Configuration, page 4-25

About Distributed Systems

Cisco Secure ACS can be used in a distributed system; that is, multiple

Cisco Secure ACS servers and authentication, authorization, and accounting
(AAA) servers can be configured to communicate with one another as primary,
backup, client, or peer systems. This enables you to use powerful features such as
the following:

e Proxy
« Fallback on failed connection
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» CiscoSecure database replication
« Remote and centralized logging

AAA Servers in Distributed Systems

“AAA server” isthe generic term for an access control server (ACS), and the two
terms are often used interchangeably. AAA servers are used to determine who can
access the network and what services are authorized for each user. The

AAA server stores a profile containing authentication and authorization
information for each user. Authentication information validates user identity, and
authorization information determines what network servicesauser is permitted to
use. A single AAA server can provide concurrent AAA services to many dial-up
access servers, routers, and firewalls. Each network device can be configured to
communicate with a AAA server. This makes it possible to centrally control
dial-up access, as well as to secure network devices from unauthorized access.

These types of access control have unique authentication and authorization
requirements. With Cisco Secure ACS, system administrators can use avariety of
authentication methods that are used with different degrees of authorization
privileges.

Completing the AAA functionality, Cisco Secure ACS serves as a central
repository for accounting information. Each user session granted by

Cisco Secure ACS can be fully accounted for, and its accounting information can
be stored in the server. This accounting information can be used for billing,
capacity planning, and security audits.

Note  If thefields mentioned in this section do not appear in your Cisco Secure ACS
HTML interface, enable them by clicking I nterface Configuration, clicking
Advanced Options, and then selecting the Distributed System Settings
check box.

Default Distributed System Settings

You use both the AAA Serverstable and the Proxy Distribution Table to establish
distributed system settings. The parameters configured within these tables create
the foundation to enable multiple Cisco Secure ACS servers to be configured to
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work with one another. Each table contains a Cisco Secure ACS entry for itself.

Inthe AAA Serverstable, the only AAA server initially listed isitself; the Proxy
Distribution Tablelistsaninitial entry of (Default), which displays how the local
Cisco Secure ACS is configured to handle each authentication request locally.

You can configure additional AAA serversinthe AAA Serverstable. Thisenables
these devices to become available in the HTML interface so that they can be
configured for other distributed features such as proxy, CiscoSecure user database
replication, remote logging, and RDBM S synchronization. For information about
configuring additional AAA servers, see the “Adding and Configuring a AAA
Server” section on page 4-16.

Proxy in Distributed Systems

Proxy is a powerful feature that enables you to use Cisco Secure ACS for
authentication in a network that uses more than one AAA server. Using proxy,
Cisco Secure ACS automatically forwards an authentication request froma AAA
client to another AAA server. After the request has been successfully
authenticated, the authorization privileges that have been configured for the user
on the remote AAA server are passed back to the original Cisco Secure ACS,
where the AAA client applies the user’s profile information for that session.

Proxy isuseful in the provision of serviceto users, such asbusinesstravelers, who
dial in to a network device other than the one they normally use and would
otherwise be authenticated by a“foreign” AAA server. To use proxy, you must
first click I nterface Configuration, click Advanced Options, and then select the
Distributed System Settings check box.

Whether, and where, an authentication request isto be forwarded is defined in the
Proxy Distribution Table on the Network Configuration page. You can use
multiple Cisco Secure ACS servers throughout your network. For information
about configuring the Proxy Distribution Table, seethe “Proxy Distribution Table
Configuration” section on page 4-25.

Cisco Secure ACS employs character strings defined by the administrator to
determine whether an authentication request should be processed locally or
forwarded, and to where. When an end user dials in to the network device and
Cisco Secure ACS finds a match for the character string defined in the Proxy
Distribution Table, Cisco Secure ACS forwards the authentication request to the
associated remote AAA server.
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Note

Proxy in Distributed Systems

When a Cisco Secure ACS receives a TACACS+ authentication request
forwarded by proxy, any Network Access Restrictions for TACACS+ requests
are applied to the | P address of the forwarding AAA server, not to the IP
address of the originating AAA client.

In anetwork that uses more than one type of RADIUS protocol,

Cisco Secure ACS accepts only IETF attributes. All other attributes, such as
proprietary attributes, are not interpreted. If the AAA protocol for RADIUS s
configured uniformly with the same attributes, all attributes are recognized.

For example, a Cisco Secure ACS receives an authentication request for
mary.smith@corporate.com, where “ @corporate.com” is a character string
defined in the server’ s distribution table as being associated with another specific
AAA server. The Cisco Secure ACS server receiving the authentication request
for mary.smith@corporate.com then forwards the request to the AAA server with
which the character string isassociated. The entry in the Proxy Distribution Table
defines the association.

Administrators with geographically dispersed networks can configure and
manage the user profiles of employees within their immediate location or
building. This enables the administrator to manage the policies of just their users
and allows all authentication requests from other users within the company to be
forwarded to their respective AAA server for authentication. Not every user
profile needs to reside on every AAA server. This saves administration time and
server space, and facilitates end users receiving the same privileges regardl ess of
which access device they connect through.

Fallback on Failed Connection

You can configure the order in which Cisco Secure ACS checks remote
AAA servers upon the failure of the network connection to the primary
AAA server. If an authentication request cannot be sent to the first listed server,
because of a network failure for example, the next listed server is checked. This
continues, in order, down the list until a AAA server handles the authentication
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request. If Cisco Secure ACS cannot connect to any server in the list,
authentication fails. Failed connections are detected by failure of the nominated
server to respond within a specified time period. That is, the request is timed out.

Character String

Cisco Secure ACS forwards authentication requests using a configurable set of
characters with a delimiter, such as dots (.), slashes (/), backslashes (\), and
hyphens (-). When configuring the Cisco Secure ACS character string to match,
you must specify whether the character string isthe prefix or suffix. For example,
you can use “domain.us’ as a suffix character string in username* domain.us,
where * represents any delimiter. An example of a prefix character string is
domain* username, where the * would be used to detect the “\” character.

Stripping

Stripping allows Cisco Secure ACS to remove, or strip, the matched character
string from the username. When you enable stripping, Cisco Secure ACS
examines each authentication request for matching information. When

Cisco Secure ACS finds a match by character string in the Proxy Distribution
Table, as described above, Cisco Secure ACS strips off the character string if you
have configured it to do so. For example, in the proxy example that follows, the
character string that accompanies the username establishes the ability to forward
the request to another AAA server. If the user must enter the user ID of

mary @corporate.com to be forwarded correctly to the AAA server for
authentication, Cisco Secure ACS might find a match on the “ @corporate.com”
character string, and strip the “ @corporate.com”, leaving a username of just
“mary” which may be the username format that the destination AAA Server
requires to identify the correct entry in its database.

Proxy in an Enterprise

This section presents a scenario of proxy used in an enterprise system. Mary isan
employee with an office in the corporate headquarters in Los Angeles. Her
username is mary @l a.corporate.com. When Mary needs access to the network,
she accesses the network locally and authenticates her username and password.
Because Mary worksin the Los Angeles office, her user profile, which defines her
authentication and authorization privileges, resides on the local Los Angeles
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AAA server. However, Mary occasionally travels to a division within the
corporation in New York, where she still needs to access the corporate network to
get her e-mail and other files. When Mary isin New York, she dialsinto the New
York office and logs in as mary @corporate.com. Her username is not recognized
by the New York Cisco Secure ACS, but the Proxy Distribution Table contains an
entry, “la’, to forward the authentication request to the Los Angeles

Cisco Secure ACS. Because Mary’s username and password information reside
on that AAA server, when she authenticates correctly, the authorization
parameters assigned to her are applied by the AAA client in the New York office.

Remote Use of Accounting Packets

When proxy is employed, Cisco Secure ACS can dispatch AAA accounting
packets in one of three ways:

« Logthem locally
« Forward them to the destination AAA server
« Logthem locally and forward copies to the destination AAA server

Sending accounting packets to the remote Cisco Secure ACS offers several
benefits. When Cisco Secure ACSis configured to send accounting packetsto the
remote AAA server, theremote AAA server logs an entry in the accounting report
for that session on the destination server. Cisco Secure ACSalso cachestheuser’s
connection information and adds an entry in the List Logged on Users report. You
can then view the information for users that are currently connected. Because the
accounting information is being sent to the remote AAA server, even if the
connection fails, you can view the Failed Attempts report to troubleshoot the
failed connection.

Sending the accounting information to the remote AAA server also enables you
to usethe Max Sessionsfeature. The Max Sessions feature uses the Start and Stop
recordsin the accounting packet. If theremote AAA serverisaCisco Secure ACS
and the Max Sessions feature is implemented, you can track the number of
sessions allowed for each user or group.

You can also choose to have Voice over |P (Vol P) accounting information logged
remotely, either appended to the RADIUS Accounting log, in a separate Vol P
Accounting log, or both.
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Other Features Enabled by System Distribution

Beyond basic proxy and fallback features, configuring a Cisco Secure ACS to
interact with distributed systems enables several other featuresthat are beyond the
scope of this chapter. These features include the following:

» Replication—For more information, see the “ CiscoSecure Database
Replication” section on page 8-6.

« RDBMS synchronization—For more information, see the “RDBMS
Synchronization” section on page 8-24.

» Remote and centralized logging—For more information, see the “Remote
Logging” section on page 9-29.

AAA Client Configuration

In this guide we use the term AAA client comprehensively to signify the device
through which or to which service access is being attempted. Thisisthe RADIUS
or TACACSH+ client device, and may comprise network access servers (NA Ses),
PIX Firewalls, routers, or any other RADIUS or TACACS+ hardware/software
client.

Details on working with AAA clients are given in the following three procedures:;
« Adding and Configuring a AAA Client, page 4-9
- Editing an Existing AAA Client, page 4-12
- Deleting a AAA Client, page 4-14
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Adding and Configuring a AAA Client

Step 1

Step 2

Step 3

Step 4

Tip

Step 5

You can use this procedure to add and configure a AAA client.
To add a AAA client, follow these steps:

In the navigation bar, click Network Configuration.
Result: The Network Configuration section opens.
Do one of the following:

a. If you are using NDGs, click the name of the NDG to which the AAA client
isto be assigned. Then, click Add Entry below the AAA Clients table.

b. Toadd a AAA client when you have not enabled NDGs, click Add Entry
below the AAA Clients table.

Result: The Add AAA Client page appears.
In the AAA Client Hostname box, type the name assigned to this AAA client.
>

Note  Thisfield does not appear if you are configuring an existing AAA
client.

Inthe AAA Client IP Address box, typethe AAA client’s|P address or addresses.

If you want to designate more than one AAA client with asingle AAA client
entry in Cisco Secure ACS, you can specify the |P addressfor each AAA client
to be represented by this AAA client entry. To separate each | P address, press
Enter. You can also use the wildcard asterisk (*) for an octet in the | P address.
For example, if you want every AAA client in your 192.168.13.1 Class C
network to be represented by asingle AAA client entry, enter 192.168.13.* in
the AAA Client IP Address box.

In the Key box, type the shared secret that the AAA client and Cisco Secure ACS
use to encrypt the data.
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~

Note  For correct operation, the identical key must be configured on the
AAA client and Cisco Secure ACS. Keys are case sensitive. Because
the shared secrets are not synchronized in any way, it is easy to make
mistakes when entering them upon both devices. Such mistakes will
cause the AAA server to discard all packets from the client because it
must treat the client as a potential intruder and a threat to the
network’ s security.

Step6  If you are using NDGs, from the Network Device Group list, select the name of
the NDG to which this AAA client should belong, or select Not Assigned to set
this AAA client to be independent of NDGs.

~

Note  To enable NDGs, click Interface Configuration, click Advanced
Options, and then select the Network Device Groups check box.

Step7  From the Authenticate Using list, select the network security protocol used by the
AAA client. Select either one of the following options, or any other custom
RADIUS VSA that you have configured:

« TACACSH+ (Cisco | OS)—Select this option to use TACACS+, which is the
standard choice when using Cisco Systems access servers, routers, and
firewalls.

« RADIUS (Cisco Aironet)—Select this option if the network deviceisa
Cisco Aironet device that supports authentication via Cisco Secure ACS,
such as an Access Point 340 or 350. When configured to use the RADIUS
(Cisco Aironet) authentication protocol, Cisco Secure ACS first attempts to
to authenticate a user by using LEAP; if thisfails, Cisco Secure ACS fails
over to EAP-TLS.

~

Note  Aironet authentication is limited to users whose recordsreside in
either the CiscoSecure user database, a Windows NT/2000 user
database, or an ODBC user database.
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AAA Client Configuration

« RADIUS (Cisco BBM S)—Select this option if the network device isa Cisco
BBMS network device supporting authentication via RADIUS.

« RADIUS(IETF)—Select thisoptionif you are using devicesusing RADIUS
from more than one manufacturer and want to use standard IETF RADIUS
attributes. Thisis also the protocol to select if you want EAP-TL S to be used
with Cisco Aironet AAA clients.

« RADIUS(Ciscol OS/PI X)—Thisoption enablesyou to pack commands sent
to aCisco I0S AAA client. The commands are defined in the Group Setup
section. Select this option for RADIUS environments in which key
TACACS+ functions are required to support Cisco |OS equipment.

- RADIUS (Cisco VPN 3000)—Select this option if the network deviceis a
Cisco VPN 3000 series Concentrator.

« RADIUS (Cisco VPN 5000)—Select this option if the network deviceis a
Cisco VPN 5000 series Concentrator.

 RADIUS (Ascend)—Select this option if the network device is an Ascend
network device supporting authentication via RADIUS.

« RADIUS (Juniper)—Select this option if the network device is a Juniper
network device supporting authentication via RADIUS.

« RADIUS (Nortel)—Select this option if the network device is a Nortel
network device supporting authentication via RADIUS.

Note  The preceding list of protocol options represents those that
Cisco Secure ACS ships with. For information about creating
user-defined RADIUS VSAS, see the “User-Defined RADIUS
Vendors and VSA Sets” section on page E-27.

To enable single connection from a AAA client, rather than a new one for every
TACACS+ reguest, select the Single Connect TACACS+ AAA Client (Record
stop in accounting on failure) check box. In single connection, multiple requests
from asingle client are multiplexed over a single session.

~

Note If your connection is unreliable, do not use this feature.
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Step9  To enable Watchdog packets, select the L og Update/Watchdog Packets from
this AAA Client check box. Watchdog packets are interim packets sent
periodically during a session. They serve to enable an approximation of session
length if the AAA client fails and, thereby, no stop packet is received to mark the
end of the session.

Step 10  To allow RADIUS tunneling accounting packets (tunnel reject/start/stop and
tunnel link reject/start/stop) to belogged inthe RADIUS Accounting reports of
Reportsand Activity, select the Log RADIUStunneling Packetsfrom thisAAA
Client check box.

Step 11  To save your changes and apply them immediately, click Submit + Restart.

S

Note  Restarti ng the service clears the Logged-in User report and
temporarily interrupts all Cisco Secure ACS services. This affectsthe
Max Sessions counter.

Tip To save your changes and apply them later, click Submit. When you are ready
to implement the changes, click System Configuration, click Service
Control, and then click Restart.

Editing an Existing AAA Client

You can use this procedure to edit the settings for a AAA client.

Note  You can not directly edit the name of aAAA client; rather, you must delete the
AAA client entry and then re-establish the entry with the corrected name.

To edit a AAA client, follow these steps:

Stepl  Inthe navigation bar, click Network Configuration.

Result: The Network Configuration section opens.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

AAA Client Configuration

Do one of the following:

a. If you are using NDGs, click the name of the NDG to which the AAA client
is assigned. Then, click the name of the AAA client.

b. ToeditaAAA client when you have not enabled NDGs, click the name of the
AAA client from the AAA Client Hostname column of the AAA Clients
table.

Result: The AAA Client Setup For Name page appears.

In the AAA Client IP Address box, type the corrected | P address assigned to the
AAA client, as applicable.

In the Key box, type the corrected shared secret, as applicable.
>

Note  For correct operation, the identical key must be configured on the
AAA client and Cisco Secure ACS. Keys are case sensitive.

If you are using NDGs, from the Network Device Group list, correct the selection
of the name of the NDG to which this AAA client should belong, as applicable.
To set this AAA client to be independent of NDGs, select Not Assigned.

From the Authenticate Using list, correct the selection of the network security
protocol, as applicable.

S

Note  The previous procedure includes detailed information about these
security protocols.

Change the status of any of the following three options, as applicable:
« Single Connect TACACS+ NAS
« Log Update/Watchdog Packets from this Access Server
« Log RADIUStunneling Packets from this Access Server
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Step8  To save your changes and apply them immediately, click Submit + Restart.

e

Tip To save your changes and apply them later, click Submit. When you are ready
to implement the changes, click System Configuration, click Service
Control, and then click Restart.

S
Note  Restarting the service clears the Logged-in User report and

temporarily interrupts all Cisco Secure ACS services. This affectsthe
Max Sessions counter.

Deleting a AAA Client

To delete a AAA client, follow these steps:

Step1  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration section opens.
Step2 Do one of the following:

a. If you are using NDGs, click the name of the NDG to which the AAA client
is assigned. Then, click the AAA client hosthame in the AAA Clients table.

b. To delete a AAA client when you have not enabled NDGs, click the AAA
client hostname in the AAA Clients table.

Result: The AAA Client Setup for Name page appears.

Step3  To delete the AAA client and have the deletion take effect immediately, click
Delete + Restart.
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AAA Server Configuration

~

Note  Restarting the service clears the Logged-in User report and
temporarily interrupts all Cisco Secure ACS services. As an
alternative to restarting when you delete a AAA client, you can click
Delete. However, when you do this, the change does not take effect
until you restart the system, which you can do by clicking System
Configuration, clicking Service Control, and then clicking Restart.

Result: A confirmation dialog box appears.
Click OK.
Result: Cisco Secure ACS performs arestart and the AAA client is deleted.

AAA Server Configuration

Tip

This section presents procedures for configuring AAA serversin the
Cisco Secure ACS. For additional information about AAA servers, see the AAA
Serversin Distributed Systems, page 4-3.

To configuredistributed system featuresfor agiven Cisco Secure ACS server, you
must first define the other AAA server(s).

If the AAA Serverstable does not appear, click Interface Configuration, click
Advanced Options, and then select the Distributed System Settings check box.

Details on working with AAA servers are given in the following procedures:
« Adding and Configuring a AAA Server, page 4-16
« Editing a AAA Server Configuration, page 4-18
- Deleting a AAA Server, page 4-20
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Adding and Configuring a AAA Server

To add and configure a AAA server, follow these steps:

Step1  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration section opens.
Step2 Do one of the following:

a. If you are using NDGs, click the name of the NDG to which the AAA server
isto be assigned. Then, click Add Entry below the [name] AAA Servers
table.

b. To add a AAA server when you have not enabled NDGs, below the AAA
Serverstable, click Add Entry.

Result: The Add AAA Server page appears.

Step3  If thisisanew AAA Server, inthe AAA Server Name box, type a name for the
remote AAA server.

Step4  Inthe AAA Server IP Address box, type the IP address assigned to the remote
AAA server.

Step5  Inthe Key box, type the shared secret that the remote AAA server and the
Cisco Secure ACS use to encrypt the data.

S
Note  Thekey iscasesensitive. If the keysbetweenthetwo AAA serversare

not identical when authentication is forwarded, the request is
incorrectly encrypted and authentication fails.

Step6  From the Network Device Group list, select the NDG to which this AAA Server
belongs.

~

Note  To enable NDGs, click Interface Configuration, click Advanced
Options, and then click Network Device Groups.

Step7  To enable Watchdog packets, select the L og Update/Watchdog Packets from
thisremote AAA Server check box. Watchdog packets are interim packets sent
periodically during a session. They serve to enable an approximation of session
length in the event that no stop packet is received to mark the end of the session.
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Step 9

AAA Server Configuration

Inthe AAA Server Type list, select the protocol the remote AAA server is
configured to use:

RADIUS—Select this option if the remote AAA server is configured using
any type of RADIUS protocol.

TACACS+—Select thisoption if the remote AAA server is configured using
the TACACS+ protocol.

Cisco Secure ACS for Windows 2000/NT—Select this option if the remote
AAA server is another Cisco Secure ACS. This enables you to configure
featuresthat are only available with other Cisco Secure ACS servers, such as
CiscoSecure user database replication and remote logging.

S,

Note  Theremote Cisco Secure ACS must be using Version 2.1 or later.

The Traffic Type list defines the direction in which traffic to and from the remote
AAA server isallowedto flow from thislocal Cisco Secure ACS. From the Traffic
Type list, select one of the following options:

Inbound—The selected AAA server accepts requests that have been
forwarded to it and does not forward the request to another AAA server.
Select this option if you do not want to allow any authentication requests to
be forwarded from the remote AAA server.

Outbound—The selected AAA server sends out authentication requests but
does not receive them. If a Proxy Distribution Table entry is configured to
proxy authentication requests to a AAA server that is configured for
Outbound, the authentication request is not sent.

Inbound/Outbound—The specified AAA server forwards and accepts
authentication requests. This allows the selected server to handle
authentication requests in any manner defined in the distribution tables.
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Step10 To save your changes and apply them immediately, click Submit + Restart.

e

Tip To save your changes and apply them later, click Submit. When you are ready
to implement the changes, click System Configuration, click Service
Control, and then click Restart.

S
Note  Restarting the service clears the Logged-in User report and

temporarily interrupts all Cisco Secure ACS services. This affectsthe
Max Sessions counter and resets it to zero.

Editing a AAA Server Configuration

Use this procedure to edit the settings for a AAA server that you have previously
configured.

S

Note  You cannot edit the name of an existing AAA server. TorenameaAAA server,
you must delete the existing AAA server and then add anew server entry with
the new name.

Tip For detailed information on the AAA server settings, see the “Adding and
Configuring a AAA Server” section on page 4-16.
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AAA Server Configuration

To edit a AAA server configuration, follow these steps:

Stepl  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration section opens.
Step2 Do one of the following:

a. If you are using NDGs, click the name of the NDG to which the AAA server
is assigned. Then, in the AAA Servers table, click the name of the AAA
server to be edited.

b. If you have not enabled NDGs, in the AAA Serverstable, click the name of
the AAA server to be edited.

Result: The AAA Server Setup for X page appears.
Step3  Enter or select new settings for one or more of the following fields:
- AAA Server |IP Address
- Key
» Log Update/Watchdog Packets from this remote AAA Server
« AAA Server Type
- Traffic Type
Step4  To save your changes and apply them immediately, click Submit + Restart.

Tip To save your changes and apply them later, click Submit. When you are ready
to implement the changes, click System Configuration, click Service
Control, and then click Restart.

)
Note  Restarting the service clears the Logged-in User report and

temporarily interrupts all Cisco Secure ACS services. This affectsthe
Max Sessions counter and resets it to zero.
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Deleting a AAA Server

To delete a AAA server, follow these steps:

Step1  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration section opens.
Step2 Do one of the following:

a. If you areusing NDGs, click the name of the NDG to which the AAA Server
is assigned. Then, click the AAA Server Name in the AAA Servers table.

b. If you have not enabled NDGs, click the AAA Server Name in the AAA
Servers table.

Result: The AAA Server Setup for X page appears.

Step3  To delete the AAA server and have the deletion take effect immediately, click
Delete + Restart.

~

Note  Restarting the service clears the Logged-in User report and
temporarily interrupts all Cisco Secure ACS services. As an
alternative to restarting when you delete a AAA server, in the
preceding step you can click Delete. However, when you do this, the
change does not take effect until you restart the system, which you can
do by clicking System Configuration, clicking Service Control, and
then clicking Restart.

Result: A confirmation dialog box appears.
Step4  Click OK.
Result: Cisco Secure ACS performs a restart and the AAA server is deleted.

Network Device Group Configuration

Network Device Grouping is an advanced feature that enables you to view and
administer a collection of network devices as asingle logical group. To simplify
administration, you can assign each group a convenient name that can be used to
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refer to all devices within that group. This creates two levels of network devices
within Cisco Secure ACS—single discrete devices such as an individual router or
network access server, and an NDG; that is, a collection of routers or AAA
Servers.

This section contains the following procedures for working with NDGs:
« Adding a Network Device Group, page 4-21
« Assigning an Unassigned AAA Client or AAA Server to an NDG, page 4-22
» Reassigning a AAA Client or AAA Server to an NDG, page 4-23
» Renaming a Network Device Group, page 4-23
« Deleting a Network Device Group, page 4-24

Adding a Network Device Group

Step 1

Step 2

Tip

Step 3

Tip

You can assign users or groups of usersto NDGs. For more information, see one
of the following:

» Setting TACACS+ Enable Password Options for a User, page 7-34
- Setting Enable Privilege Options for a User Group, page 6-18
To add an NDG, follow these steps:

In the navigation bar, click Network Configuration.
Result: The Network Configuration section opens.
Beneath the Network Device Groups table, click Add Entry.

If the Network Device Groups table does not appear, click I nterface
Configuration, click Advanced Options, and then select Network Device
Groups.

In the Network Device Group Name box, type the name of the new NDG.

The maximum name length is 19 characters. Quotation marks (") and commas
(,) are not allowed. Spaces are allowed.
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Step4  Click Submit.
Result: The Network Device Groups table displays the new NDG.

Step5  To populate the newly established NDG with AAA clients or AAA servers,
perform one or more of the following procedures, as applicable:

- Adding and Configuring a AAA Client, page 4-9

» Assigning an Unassigned AAA Client or AAA Server to an NDG, page 4-22
» Reassigning a AAA Client or AAA Server to an NDG, page 4-23

« Adding and Configuring a AAA Server, page 4-16

Assigning an Unassigned AAA Client or AAA Server to an NDG

You use this procedure to assign an unassigned AAA client or AAA server to an
NDG. A prerequisite to performing this procedure is that you have already
configured the client or server and it appearsin the Not Assigned AAA Clients or
Not Assigned AAA Servers table.

To assign a network device to an NDG, follow these steps:

Step1  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration section opens.
Step2  Inthe Network Device Groups table, click Not Assigned.

Tip If the Network Device Groups table does not appear, click I nterface
Configuration, click Advanced Options, and then select the Networ k
Device Groups check box.

Step3  Click the name of the network device you want to assign to an NDG.
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Step4  Fromthe Network Device Groupslist, select the NDG to which you want to assign
the AAA client or AAA server.

Step5  Click Submit.
Result: The client or server is assigned to an NDG.

Reassigning a AAA Client or AAA Server to an NDG

To reassign a AAA client or AAA server to anew NDG, follow these steps:

Stepl  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration section opens.

Step2  Inthe Network Device Groups table, click the name of the network device's
current group.

Step3  Ineither the AAA Clientstable or AAA Serverstable, as applicable, click the
name of the client or server you want to assign to anew NDG.

Step4  From the Network Device Group list, select the NDG to which you want to
reassign the network device.

Step5  Click Submit.
Result: The network device is assigned to a different NDG.

Renaming a Network Device Group

To rename an NDG, follow these steps:

Stepl  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration section opens.

Step2  Inthe Network Device Groups table, click the NDG to be renamed.
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Je

Tip If the Network Device Groups table does not appear, click I nterface
Configuration, click Advanced Options, and then select the Networ k
Device Groups check box.

Step3 At the bottom of the page, click Rename.

Result: The Rename Network Device Group page appears.
Step4  Inthe Network Device Group Name box, type the new name.
Step5  Click Submit.

Result: The name of the NDG is changed.

Deleting a Network Device Group
To delete an NDG, follow these steps:
Stepl  Inthe navigation bar, click Network Configuration.

Result: The Network Configuration section opens.
Step2  Inthe Network Device Groups table, click the NDG to be deleted.

Tip If the Network Device Groups table does not appear, click I nterface
Configuration, click Advanced Options, and then select the Networ k
Device Groups check box.

Step3 At the bottom of the page, click Delete Group.
Result: A confirmation dialog box appears.
Step4  Click OK.
Result: The name of the NDG is changed.
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Proxy Distribution Table Configuration

This section begins with a description of the Proxy Distribution Table and then
details the following Proxy Distribution Table configuration procedures:

« Adding a New Proxy Distribution Table Entry, page 4-26

» Sorting the Character String Match Order of Distribution Entries, page 4-28
« Editing a Proxy Distribution Table Entry, page 4-28

» Deleting a Proxy Distribution Table Entry, page 4-29

About the Proxy Distribution Table

e

Tip

If you have Distributed Systems Settings enabled, when you click Networ k
Configuration, you will see the Proxy Distribution Table.

To enable Distributed Systems Settings in the Cisco Secure ACS, click
Inter face Configuration, click Advanced Options, and then select the
Distributed System Settings check box.

The Proxy Distribution Table comprises entries that show the character strings on
whichto proxy, the AAA Serversto proxy to, whether to strip the character string,
and where to send the accounting information (L ocal/Remote, Remote, or Local).
For more information about the proxy feature, see the “Proxy in Distributed
Systems” section on page 4-4.

Theentriesyou define and placein the Proxy Distribution Table can be considered
turnstilesfor each authentication request that Cisco Secure ACSreceivesfrom the
AAA client. How the authentication request is defined in the Proxy Distribution
Table depends on where it is to be forwarded. If a match to an entry in the Proxy
Distribution Table that contains proxy information is found, Cisco Secure ACS
forwards the request to the appropriate AAA server.

The Character String column in the Proxy Distribution Table always contains an
entry of “(Default)”. The “(Default)” entry matches authentication requests
received by thelocal Cisco Secure ACS server that do not match any other defined
character strings. While you cannot change the character string definition for the
“(Default)” entry, you can change the distribution of authentication requests
matching the “(Default)” entry. At installation, the AAA server associated with
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the “ (Default)” entry isthe local Cisco Secure ACS server. It can sometimes be
easier to define strings that match authentication requests to be processed locally
rather than defining strings that match authentication requests to be processed
remotely. In such a case, associating the “ (Default)” entry with aremote AAA
server permits you to configure your Proxy Distribution Table with the more
easily written entries.

Adding a New Proxy Distribution Table Entry

To create a Proxy Distribution Table entry, follow these steps:

Stepl  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration page opens.
Step2  Below the Proxy Distribution Table, click Add Entry.

)

Note  If the Proxy Distribution Table does not appear, you must enable it by
clicking Interface Configuration, clicking Advanced Options, and
then selecting the Distributed System Settings check box.

Step3  Inthe Character String box, type the string of characters, including the delimiter
to forward on when users dial in to be authenticated. For example,.uk.

~

Note  Angle brackets (< and >) cannot be used.

Step4  From the Position list, select Prefix if the character string you typed appears at
the beginning of the username or Suffix if the character string appears at the end
of the username.

Step5  From the Strip list, select Yesif the character string you entered is to be stripped
off the username, or select No if it is to be left intact.

Step6  Inthe AAA Servers column, select the AAA server you want to use for proxy.
Click —> (right arrow button) to move it to the Forward To column.
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Tip You can also select additional AAA servers to use for backup proxy in the
event the prior serversfail. To set the order of AAA servers, in the Forward To
column, click the name of the applicable server and click Up or Down to move
it into the position you want.

Tip If the AAA server you want to useis not listed, click Network
Configuration, click AAA Servers, click Add Entry and complete the
applicable information.

Step7  From the Send Accounting Information list, select one of the following areas to
which to report accounting information:

» Local—Keep accounting packets on the local Cisco Secure ACS.
» Remote—Send accounting packets to the remote Cisco Secure ACS.

« Local/Remote—Keep accounting packets on the local Cisco Secure ACS
and send them to the remote Cisco Secure ACS.

Tip Thisinformation is especially important if you are using the Max Sessions
feature to control the number of connections a user is allowed. Max Sessions
depends on accounting start and stop records, and where the accounting
information is sent determines wherethe Max Sessions counter istracked. The
Failed Attempts|og and the Logged in Usersreport are al so affected by where
the accounting records are sent.

Step8  When you have finished, click Submit or Submit + Restart.
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Sorting the Character String Match Order of Distribution Entries

You can use this procedure to set the priority by which Cisco Secure ACS
searches character string entries in the Proxy Distribution Table when users dial
in.

To determine the priority order by which Cisco Secure ACS searches entriesin
the Proxy Distribution Table, follow these steps:

Stepl  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration page opens.
Step2  Below the Proxy Distribution Table, click Sort Entries.

Tip To be able to sort the entries, you must have already configured at least two
unigue Proxy Distribution Table entries in addition to the default table entry.

Step3  Select the character string entry to reorder, and then click Up or Down to move
its position to reflect the search order you want.

Step4  When you have finished sorting, click Submit or Submit + Restart.

Editing a Proxy Distribution Table Entry

To edit a Proxy Distribution Table entry, follow these steps:

Step1  Inthe navigation bar, click Network Configuration.
Result: The Network Configuration page opens.

Step2  Inthe Character String column of the Proxy Distribution Table, click the
distribution entry you want to edit.

Result: The Edit Proxy Distribution Entry page appears.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
IEII 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.




| Chapter4  Setting Up and Managing Network Configuration

Step 3

Tip

Step 4

Proxy Distribution Table Configuration

Edit the entry as necessary.

For information about the parameters that make up a distribution entry, seethe

“Adding a New Proxy Distribution Table Entry” section on page 4-26.

When you have finished editing the entry, click Submit or Submit + Restart.

Deleting a Proxy Distribution Table Entry

Step 1

Step 2

Step 3

Step 4

To delete a Proxy Distribution Table entry, follow these steps:

In the navigation bar, click Network Configuration.
Result: The Network Configuration page opens.

In the Character String column of the Proxy Distribution Table, click the
distribution entry you want to delete.

Result: The Edit Proxy Distribution Entry page appears.
Click Delete.

Result: A confirmation dialog box appears.

Click OK.

Result: Cisco Secure ACS deletes the distribution entry from the Proxy
Distribution Table.
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CHAPTER 5

Setting Up and Managing Shared
Profile Components

The Shared Profile Components section enables administrators to develop and
name reusabl e, shared sets of authorization components which may be applied to
one or more users or groups of users and referenced by name within their profiles.
These comprise network accessrestrictions (NARS), command authori zation sets,
and downloadable PIX ACLs.

The Shared Profile Components section of Cisco Secure Access Control Server
for Windows NT/2000 Servers Version 3.0 (Cisco Secure ACS) addresses the
scalability of selective authorization. Shared profile components can be
configured once and then applied to many users or groups. Without this ability,
flexible and comprehensive authorization could only be accomplished by
explicitly configuring the authorization of each user group for each possible
command on each possible device. The creation and application of these named
shared profile components (access restrictions, command sets, and ACLS) make
it unnecessary to repeatedly enter long lists of devices or commands when
defining network access parameters.

Shared profile components also provide the means for one device to issue a
command on behalf of another device or devices. Their scalability extends to the
following capabilities:

- A meansto determine the list of commands a user could issue against one or
more devices in the network

» A meansto determine the list of devices on which a particular user may
execute a particular command.
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This chapter contains the following sections:
- Downloadable PIX ACLs, page 5-2
» Network Access Restrictions, page 5-6
- Command Authorization Sets, page 5-12

Downloadable PIX ACLs

This section includes a description of downloadable PIX ACLs followed by
detailed instructions regarding their configuration and management.

About Downloadable PIX ACLs

Downloadable PIX ACLsenableyou to enter an ACL once, in Cisco Secure ACS,
and then load that ACL to any number of PIX Firewalls that authenticate using
the Cisco I0OS/PIX protocol. Thisis far more efficient than directly entering the
ACL into each PIX Firewall viaits CLI. No additional configuration of the

PIX Firewall is necessary after it has been configured to undertake authorization
using RADIUS.

The ACL Definitions that you enter into Cisco Secure ACS consist of one or
more PIX ACL commands, with each command on a separate line. Using standard
RADIUS Cisco AV-pairs permitsyou to enter amaximum of 4 kilobytes of ACLs;
whereas, the downloadable PIX ACLs can be of unlimited size. In entering the
ACL definitionsin the ACS HTML interface, do not use keyword and name
entries; in all other respects, use standard PIX ACL command syntax and
semantics. An example of the format you should use to enter ACL Definitions
follows:

permit tcp any host 11.0.0. 254
permit udp any host 11.0.0. 254
pernmit icnmp any host 11.0.0. 254
permit tcp any host 11.0.0. 253

See the “Command Reference” section of your PIX Firewall configuration guide
for detailed ACL definition information.
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Downloadable PIXACLs W

ACLs entered into the Cisco Secure ACS are protected by whatever backup or
replication regime you have established for the Cisco Secure ACS. After you
configure an ACL as a named shared profile component, you can include that
ACL in any Cisco Secure ACS user, or user group, profile. When

Cisco Secure ACS returns an attribute with a named ACL as part of auser’s
session RADIUS access accept packet, the PIX Firewall appliesthat ACL to that
user’s session. Cisco Secure ACS employs a versioning stamp for ensuring that
the PIX Firewall has cached the latest ACL version. If a PIX Firewall responds
that it does not have the current version of the named ACL in its cache (that is,
the ACL is new or has changed), Cisco Secure ACS automatically uploads the
ACL update to the PIX Firewall cache.

After you configure a downloadable PIX ACL, it can be applied against any
number of single users or user groups.

Downloadable PIX ACL Configuration

This section contains the following procedures:
» Adding a Downloadable PIX ACL, page 5-3
« Editing a Downloadable PIX ACL, page 5-4
« Deleting a Downloadable PIX ACL, page 5-5

Adding a Downloadable PIX ACL

Step 1

Step 2
Step 3

Step 4

To add a downloadable PIX ACL, follow these steps:

In the navigation bar, click Shared Profile Components.
Result: The Shared Profile Components page appears.
Click Downloadable PIX ACLs.

Click Add.

Result: The Downloadable PIX ACLSs page appears.

In the Name: box, type the name of the new PIX ACL.
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S

Note  The name of a PIX ACL may contain up to 32 characters. The name
may contain spaces; but it may not contain leading, trailing, or
multiple spaces, or the following characters: - [ ]/ —

Step5  Inthe Description: box, type a description of the new PIX ACL.
Step6  Inthe ACL Definitions box, type the new PIX ACL definitions.

S

Note  Inentering the ACL definitionsin the ACS HTML interface, you do
not use keyword and name entries; rather, you begin with a
permit/deny keyword. For an exampl e of the proper format of the ACL
definitions, see the “About Downloadable PIX ACLS’ section on

page 5-2.

Step7  When you have completed specifying the PIX ACL, click Submit.

Result: Cisco Secure ACS enters the new PIX ACL, which takes effect
immediately. That is, it is available to be sent to any PIX Firewall that is
attempting authentication of a user who has that ACL name as part of his or her
user or group profile. For information on assigning a user or agroup to a PIX
ACL, seethe “Assigning a PIX ACL to a User” section on page 7-22 or the
“Assigning a Downloadable PIX ACL to a Group” section on page 6-27,
respectively.

Editing a Downloadable PIX ACL

To edit a downloadable PIX ACL, follow these steps:

Stepl  Inthe navigation bar, click Shared Profile Components.
Result: The Shared Profile Components page appears.
Step2  Click Downloadable PIX ACLs.
Result: The Downloadable PIX ACLs table appears.
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Step 3

Step 4
Step 5

Downloadable PIXACLs W

In the Name column, click the PIX ACL you want to edit.

Result: The Downloadable PIX ACLs page appears with information displayed
for the selected filter.

Edit the Name or Description or ACL Definitions information, as applicable.
When you have finished editing the information for the PIX ACL, click Submit.

Result: Cisco Secure ACS re-enters the PIX ACL with the new information,
which takes effect immediately.

Deleting a Downloadable PIX ACL

Step 1

Step 2
Step 3

Step 4

Step 5

Before You Begin

You should remove a PIX ACL’s association with any user, or user group, profile
before deleting it.

To delete a PIX ACL, follow these steps:

In the navigation bar, click Shared Profile Components.
Result: The Shared Profile Components page appears.

Click Downloadable PIX ACLs.

Click the name of the downloadable PIX ACL you want to edit.

Result: The Downloadable PIX ACLSs page appears with information displayed
for the selected PIX ACL.

At the bottom of the page, click Delete.

Result: A dialog box warns you that you are about to delete a PIX ACL.
To confirm that you intend to delete the PIX ACL, click OK.

Result: The selected PIX ACL is deleted.
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Network Access Restrictions

This section includes a description of NARs followed by detailed instructions
regarding shared NAR access configuration and management.

About Network Access Restrictions

NARs enable you to define additional authorization conditions that must be met
before a user can gain access to the network. Cisco Secure ACS supports two
basic types of network access restrictions:

» |P-based restrictions where the originating request relates to an existing |P
address

« Non-IP-based filters for all other cases where automatic number
identification (ANI) may be used

A non-1P-based NAR is alist of permitted or denied “calling”/“point of access”
locations that you can employ in restricting a AAA client when you do not have
an | P-based connection established. The non-1P-based NAR generally uses the
calling line ID (CLI) number and the Dialed Number Identification Service
(DNI'S) number.

However, you can use the non-IP-based filter even when the AAA client does not
use a Cisco 10S release that supports CLI or DNIS by entering a |P address in
place of the CLI. In another exception to entering a CLI, you can enter a MAC
address to permit or deny; for example when you are using a Cisco Aironet AAA
client. Likewise, you could enter athe Cisco Aironet AP MAC address in place
of the DNIS. The format of what you specify in the CLI box—be it CLI, IP
address, or MAC address—must match the format of what you receive from your
AAA client. You can determine this format from your RADIUS Accounting Log.

When specifying a NAR you may use asterisks (*) as wildcards for any value, or
as part of any value to establish arange. Cisco Secure ACS also accepts comma
separated values in NAR definitions. All the values/conditionsin a NAR
specification must be met for the NAR to restrict access; that is, the values are
“ANDed".
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When an authentication request isforwarded by proxy to a Cisco Secure ACS,
any NARs for TACACS+ requests are applied to the | P address of the
forwarding AAA server, not to the | P address of the originating AAA client.

You can define a NAR for, and apply it to, asingle, particular user or user group.
For more information on this, see the “ Setting Network Access Restrictions for a
User” section on page 7-12 or the “ Setting Network Access Restrictions for a
User Group” section on page 6-7. However, in the Shared Profile Components
section of Cisco Secure ACS you can create and name a shared NAR without
directly citing any user or user group. You give the shared NAR a name that can
be referenced in other parts of the Cisco Secure ACS HTML interface. Then,
when you set up users or user groups, you can select none, one, or multiple shared
restrictions to be applied. When you specify the application of multiple shared
NARSs to a user or user group, you choose one of two access criteria: either “All
selected filters must permit”, or “Any one selected filter must permit”.

Shared access restrictions are kept in the CiscoSecure user database and can be
backed up/restored by the Cisco Secure ACS backup and restore features and
replicated to secondary Cisco Secure ACS servers along with other
configurations.

Shared Network Access Restrictions Configuration

You can configure multiple shared NARSs to restrict access to particular AAA
clients, all AAA clients, or to named NDGs.

This section contains the following procedures:
« Adding a Shared Network Access Restriction, page 5-8
« Editing a Shared Network Access Restriction, page 5-10
- Deleting a Shared Network Access Restriction, page 5-12

| 78-13751-01, Version 3.0

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide ]

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter5  Setting Up and Managing Shared Profile Components |

B Network Access Restrictions

Adding a Shared Network Access Restriction

To add a shared NAR, follow these steps:

Stepl  Inthe navigation bar, click Shared Profile Components.
Result: The Shared Profile Components page appears.
Step2  Click Network Access Restrictions.
Step3  Click Add.
Result: The Network Access Restriction page appears.
Step4  Inthe Name box, type a name for the new shared NAR.

~

Note  Thename can contain up to 32 characters. Leading and trailing spaces
are not allowed. Names cannot contain the following four special
characters: [ ],/

Step5  Inthe Description box, type a description of the new shared NAR.
Step6  To permit or deny access based on |P addressing, follow these steps:

Note  This step is performed for 1 P-based restrictions where an | P connection exists.
For other restriction types, see the “ About Network Access Restrictions’
section on page 5-6.

a. Select the Define | P-based access descriptions check box.

b. To specify whether you are listing addresses that are permitted or denied,
from the Table Defines list, select the applicable value.
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c. Select or type the applicable information in each of the following boxes:

« AAA Client—Select All AAA clients, or the name of the network device
group (NDG), or theindividual AAA client, to which accessis permitted
or denied.

» Port—Type the number of the port to which to permit or deny access.
You can use the wildcard asterisk (*) to permit or deny accessto all ports
on the selected AAA client.

- Src|P Address—Type the IP address to filter on when performing
access restrictions. You can type multiple entries separated by a comma
or use the wildcard asterisk (*) to specify all 1P addresses.

d. Click enter.

Result: The AAA client, port, and address information appears as aline item
in the table.

e. To enter additional IP-based line items, repeat Steps c and d.

Step7  To permit or deny access based on calling location or values other than an
established IP address, follow these steps:

a. Select the Define CLI/DNIS based access restrictions check box.

b. To specify whether you are listing addresses that are permitted or denied,
from the Table Defines list, select the applicable value.

c. To specify the applicability of thisNAR, from the AAA Client list, select one
of the following values:

e The name of the NDG
« The name of the particular AAA client
- All AAA clients

e

ﬁ Only NDGs that you have previously configured appear in the list.
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d. To specify the information that this NAR should filter on, fill in the following
boxes, as applicable:

L

Tip You can type an asterisk (*) asawild card to specify “all” either as avalue or
within arange.

» Port—Type the number of the port to filter on.

e CLI—Typethe CLI number to filter on. You can also use this box to
restrict access based on values other than CLIs, such as an | P address or
MAC address; for information, see the “About Network Access
Restrictions” section on page 5-6.

« DNIS—Type the number being dialed into to filter on.
e. Click enter.
Result: The information specifying the NAR line item appears in the table.
f. To enter additional non-1P based NAR line items, repeat Steps C through E.
Step8  When you are finished defining the shared NAR, click Submit.

Result: Cisco Secure ACS savesthe named shared NAR and listsit in the Network
Access Restriction Sets table.

Editing a Shared Network Access Restriction

To edit a shared network access restriction, follow these steps:

Stepl  Inthe navigation bar, click Shared Profile Components.
Result: The Shared Profile Components page appears.
Step2  Click Network Access Restrictions.
Result: The Network Access Restrictions table appears.
Step3  Inthe Name column, click the shared NAR you want to edit.

Result: The Network Access Restriction page appears with information displayed
for the selected filter.
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Step4  To edit the Name or Description of the filter, type and delete information, as
applicable.

Step5  To edit alineitem in the IP-based access restrictions table, follow these steps:
a. Double-click the line item to be edited.

Result: Information for the lineitem is removed from the table and written to
the boxes below the table.

b. Edit the information, as applicable.

c. Click enter.

Result: The edited information for this line item is written to the | P-based
access restrictions table.

Step6  Toremove aline item from the | P-based access restrictions table, follow these
steps:
a. Select thelineitem.
b. Below thetable, click remove.
Result: The line item is removed from the IP-based access restrictions table.
Step7  Toedit alineitem in the CLI/DNIS access restrictions table, follow these steps:

a. Double-click the line item to be edited.
Result: Information for the line item isremoved from the table and written to
the boxes below the table.

b. Edit the information, as applicable.

c. Click enter.

Result: The edited information for this line item is written to the CLI/DNIS
access restrictions table.

Step8  Toremove alineitem from the CLI/DNIS access restrictions table, follow these
steps:
a. Select thelineitem.
b. Below thetable, click remove.
Result: The line item is removed from the CLI/DNIS access restrictions table.
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Step9  When you have finished editing the line items that make up the filter, click
Submit.

Result: Cisco Secure ACS re-enters the filter with the new information, which
takes effect immediately.

Deleting a Shared Network Access Restriction

To delete a shared network access restriction, follow these steps:

Stepl  Inthe navigation bar, click Shared Profile Components.
Result: The Shared Profile Components page appears.

Step2  Click Network Access Restrictions.

Step3  Click the Name of the shared NAR you want to delete.

Result: The Network Access Restriction page appears with information displayed
for the selected NAR.

Step4 At the bottom of the page, click Delete.

Result: A dialog box warns you that you are about to delete a shared NAR.
Step5  To confirm that you intend to delete the shared NAR, click OK.

Result: The selected shared NAR is deleted.

Command Authorization Sets

This section includes a description of command authorization sets and pattern
matching followed by detailed instructions regarding their configuration and
management.
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About Command Authorization Sets

Command authorization sets provide a central mechanism to control the
authorization of each command on each network device. Thisgreatly enhancesthe
scalability and manageability of setting authorization restrictions. In

Cisco Secure ACS, the default command authorization sets include the Shell
Command Authorization Sets and the PIX Command Authorization Sets. Other
Cisco network management applications, such as CiscoWorks2000, may be
enabled to instruct ACS to support additional command authorization set types.

To offer fine-grained control of network devices, by administrators, using a Telnet
administration session, a network device using TACACS+ can request
authorization for each command line before its execution. Cisco Secure ACS
administrators can define a set of commands, which are either permitted or denied
for execution by aparticular user on agiven device. Cisco Secure ACS has further
enhanced this capability as follows:

» Reusable Named Command Authorization Sets—You can create a named
set of device commands without directly citing any user or user group. The
administrator can define a number of device command sets, each of which
delineates different access profiles. For example, a“help desk” device
command set could permit access to high level browsing commands, such as
“show run”, and deny any configuration commands. An “All network
engineers” command set could contain alimited list of permitted device
commands for any network engineer in the enterprise. The “Local Network
Engineers’ command set could permit all device commands, including
| P-address configuration.

- Finer Configuration Granularity—You can create associations between
named command authorization sets and NDGs. Thus, you are able to define
different access profiles for users depending on which network devices they
access. You can associate the same named command authorization set with
more than one NDG and use it for more than one user group.

Cisco Secure ACS enforces data integrity. Named command authorization
sets are kept in the CiscoSecure user database and can be backed up/restored
by the Cisco Secure ACS backup and restore features and replicated to
secondary Cisco Secure ACS servers along with other configuration.
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For information on assigning command authorization sets, see the following
procedures:

« Shell Command Authorization Sets—See either of the following:

— Configuring a Shell Command Authorization Set for a User Group,
page 6-30

— Configuring a Shell Command Authorization Set for a User, page 7-26
« PIX Command Authorization Sets—See either of the following:

— Configuring a PIX Command Authorization Set for a User Group,
page 6-32

— Configuring a PIX Command Authorization Set for a User, page 7-29

About Pattern Matching

For permit/deny command arguments, Cisco Secure ACS applies pattern
matching. That is, the argument per mit foo matches any argument that contains
the string foo. Thus, for example, per mit foo would allow not only the argument
foo but also the arguments anyfoo and foobar.

To limit the extent of pattern matching you can add the following expressions:

- dollarsign ($)—Expresses that the argument must end with what has gone
before. Thus per mit foo$ would match against foo or anyfoo, but not foobar.

» caret (*)—Expresses that the argument must begin with what follows. Thus
per mit ~foo would match against foo or foobar, but not against anyfoo.

You can combine these expressions to specify absolute matching. In the example
given, you would use per mit ~foo$ to ensure that only foo was permitted, and not
anyfoo or foobar.

Command Authorization Sets Configuration

This section contains the following procedures:
» Adding a Command Authorization Set, page 5-15
» Editing a Command Authorization Set, page 5-17
« Deleting a Command Authorization Set, page 5-17
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Adding a Command Authorization Set

To add a command authorization set, follow these steps:

Stepl  Inthe navigation bar, click Shared Profile Components.

Result: The Shared Profile Components page lists the command authorization set
types available. These always include Shell Command Authorization Sets and
PIX Command Authorization Sets.

Step2  Click one of the listed command authorization set types, as applicable.
Result: The selected Command Authorization Sets table appears.
Step3  Click Add.
Result: The applicable Command Authorization Set page appears.
Step4  Inthe Name box, type a hame for the command authorization set
)
Note  The set name can contain up to 32 characters. Names cannot contain
the following special characters:

#H2"*><
Leading and trailing spaces are not allowed.

Step5  Inthe Description box, type a description of the command authorization set.

Step6  To specify how Cisco Secure ACS is to handle unmatched commands, select
either the Permit or Deny option, as applicable.

Tip The default setting is Deny.
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Step7  For each command you want to enter as part of this command authorization set,
follow these steps:

a. Inthebox just above the Add Command button, type acommand that isto be
part of the set.

~

Note  Enter only the command portion of the command/argument string
here. Arguments are added only after the command is listed. For
example, with the command/argument string “show run” you
would type only the command show.

b. Click Add Command.
Result: The typed command is added to the command list box.

¢. To add an argument to a command, in the command list box, select the
command and then type the argument in the box to the right of the command.

S

Note  Thecorrect format for argumentsis <permit | deny> <argument>.
For example, with the command show already listed, you might
enter permit run as the argument.

Tip You can list several arguments for a single command by pressing Enter
between arguments.

d. To allow arguments, which you have not listed, to be effective with this
command, select the Permit Unmatched Args check box.

Step8  When you are finished adding commands and associated arguments, click
Submit.

Result: Cisco Secure ACS displaysthe name and description of the new command
authorization set in the applicable Command Authorization Sets table.
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Editing a Command Authorization Set

Step 1

Step 2

Step 3

Step 4

Step 5

To edit acommand authorization set, follow these steps:

In the navigation bar, click Shared Profile Components.

Result: The Shared Profile Components page lists the command authorization set
types available.

Click a command authorization set, as applicable.
Result: The selected Command Authorization Sets table appears.
From the Name column, click the name of the set you want to change.

Result: Information for the selected set appears on the applicable Command
Authorization Set page.

Do any or all of the following:

a. Tochangethe set’s Name or Description, edit the words in the corresponding
box.

b. Toremove acommand from the set, from the Matched Commands list, select
the command, and then click Remove Command.

c. To edit acommand’s arguments, from the command list box, select the
command and then type changes to the arguments in the box to the right of
the command list box.

When you have finished editing the set, click Submit.

Deleting a Command Authorization Set

Step 1

Step 2

To delete a command authorization set, follow these steps:

In the navigation bar, click Shared Profile Components.

Result: The Shared Profile Components page lists the command authorization set
types available.

Click a command authorization set, as applicable.
Result: The selected Command Authorization Sets table appears.
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Step3  From the Name column, click the name of the command set you want to delete.

Result: Information for the selected set appears on the applicable Command
Authorization Set page.

Step4  Click Delete.

Result: A dialog box warns you that you are about to delete an command
authorization set.

Step5  To confirm that you intend to delete that command authorization set, click OK.

Result: Cisco Secure ACS displays the applicable Command Authorization Sets
table. The command authorization set no longer listed.
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CHAPTER 6

Setting Up and Managing User Groups

This chapter provides information about setting up and managing user groupsin
the Cisco Secure Access Control Server for Windows NT/2000 Servers

Version 3.0 (Cisco Secure ACS) to control authorization. Cisco Secure ACS
enables you to group together network users for more efficient administration.
You can establish up to 500 different groups to effect different levels of
authorization. Cisco Secure ACS also supports external database group mapping;
that is, if your external user database distinguishes user groups, these groups can
be mapped into Cisco Secure ACS. And if the external database does not support
groups, you can map all users from that database to a Cisco Secure ACS user
group. For information about external database mapping, see the “ Database
Group Mappings” section on page 12-10.

Before you configure Group Setup, it isimportant to understand how this section
functions. Cisco Secure ACS dynamically builds the Group Setup section
interface depending on the configuration of your network devices and the security
protocols being used. That is, what you see under Group Setup is affected by two
factors:

» Your system configuration
« Your settings in the Interface Configuration section
This chapter contains the following sections:

e User Group Setup Features and Functions, page 6-2—This section is an
overview of the features you find within Group Setup.

« Common User Group Settings, page 6-3—This section details procedures
that you typically would perform regardless of your particular network
security configuration.
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« Configuration-specific User Group Settings, page 6-15—This section
details procedures that you would perform only as applicable to your
particular network security configuration.

« Group Setting Management, page 6-48—This section includes basic
administrative procedures, such as determining the usersin a group or
renaming a group.

User Group Setup Features and Functions

The Group Setup section of the Cisco Secure ACSHTML interfaceisthe
centralized location for operations regarding user group configuration and
administration. For information about network device groups (NDGs), see the
“Network Device Group Configuration” section on page 4-20.

Default Group

If you have not configured group mapping for an external user database,

Cisco Secure ACS assigns users who are authenticated by the Unknown User
Policy to the Default Group the first time they log in. The privileges and
restrictions for the default group are applied to first-time users. If you have
upgraded from a previous version of Cisco Secure ACS and kept your database
information, Cisco Secure ACS retains the group mappings you configured
before upgrading.

Group TACACS+ Settings

Cisco Secure ACS enables a full range of settings for TACACS+ at the group
level. If a AAA client has been configured to use TACACS+ as the security
control protocol, you can configure standard service protocols, including PPP I P,
PPPLCP, ARAP, SLIP, and Shell(exec), to be applied for the authorization of each
user who belongs to a particular group.

Note  You can also configure TACACS+ settings at the individual user level.
User-level settings always override group level settings.
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Cisco Secure ACS also enables you to enter and configure new TACACS+
services. For information about how to configure a new TACACS+ service to
appear on the group setup page, see the “Protocol Configuration Options for
TACACS+” section on page 3-7.

You can use the Shell Command Authorization Set feature to configure TACACS+
group settings. This feature enables you to apply shell commands to a particular
user group in the following ways:

Assign a shell command authorization set, which you have previously
configured, for any network device.

Assign a shell command authorization set, which you have previously
configured, to particular NDGs.

Permit or deny specific shell commands, which you define, on a per-group
basis.

For more information about shell command authorization sets, see Chapter 5,
“Setting Up and Managing Shared Profile Components.”

Common User Group Settings

This section presents the basic activities you perform when configuring a new
user group. This section contains the following procedures:

Enabling Vol P Support for a User Group, page 6-4

Setting Default Time of Day Access for a User Group, page 6-5
Setting Callback Options for a User Group, page 6-6

Setting Network Access Restrictions for a User Group, page 6-7
Setting Max Sessions for a User Group, page 6-11

Setting Usage Quotas for a User Group, page 6-13
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Enabling VoIP Support for a User Group
~

Note  If thisfeature does not appear, click I nterface Configuration, click

Advanced Options, and then select the Voice-over-1P (Vol P) Group
Settings check box.

Perform this procedure to enable support for the null password function of VolP.
This enables users to authenticate (session or telephone call) on only the user ID
(telephone number).

When you enable VoI P at the group level, all usersin this group become Vol P
users, and the user IDs are treated similarly to atelephone number. Vol P users do
not need to enter passwords to authenticate.

A

Caution  Enabling Vol P disables password authentication and most advanced settings,
including password aging and protocol attributes.

To enable Vol P support for a group, follow these steps:

Step1  Inthe navigation bar, click Group Setup.
Result: The Group Setup Select page opens.

Step2  From the Group list, select the group you want to configure for Vol P support, and
then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.

Step3  Inthe Voice-over-I1P Support table, select the check box labeled Thisisa
Voice-over-1P (Vol P) group - and all users of thisgroup are Vol P users.

Step4  To save the group settings you have just made, click Submit.
For more information, see the “Saving Changes to User Group Settings” section
on page 6-50.

Step5  To continue, and specify other group settings, perform other procedures in this
chapter, as applicable.
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Setting Default Time of Day Access for a User Group
A

Note  If thisfeature does not appear, click I nterface Configuration, click
Advanced Options. Then select the Default Time-of-Day / Day-of-Week
Specification check box.

To define the times during which users in a particular group are allowed, or not
allowed access, follow these steps:

Step1  Inthe navigation bar, click Group Setup.
Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.
Result: The Group Settings page displays the name of the group at its top.

Step3  Inthe Default Time-of-Day Access Settings table, select the Set as default
Access Times check box.

~
Note  You must select the Set as default Access Times check box, to limit
access based on time or day.

Result: Times at which the system allows access are highlighted in green on the
day and hour matrix.

Note  The default sets accessibility during all hours.

Step 4 In the day and hour matrix, click the times at which you do not want to allow
access to members of this group.

Tip Clicking times of day on the graph desel ects those times; clicking again
reselects them.
At any time, you can click Clear All to clear all hours, or you can click Set
All to select all hours.
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Step5  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step6  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Setting Callback Options for a User Group

Callback isacommand string that is passed back to the access server. You can use
callback strings to initiate amodem to call the user back on a specific number for
added security or reversal of line charges. There are three options, as follows:

» No callback allowed—Disables callback for this group’s users. Thisisthe
default setting.

- Dialup client specifies callback number—Allows the dialup client to
specify the callback number. The dialup client must support RFC 1570, PPP
L CP Extensions.

« Use Microsoft NT/2000 Callback settings (where possible)—Uses the
Microsoft Windows NT/2000 callback settings. Note that, if auser’s
Windows account resides in a remote domain, the domain in which
Cisco Secure ACSresides must have atwo-way trust with that domain for the
Microsoft NT/2000 callback settings to operate for that user.

To set callback options for a user group, follow these steps:

Stepl  Inthe navigation bar, click Group Setup.
Result: The Group Setup Select page opens.
Step2  Select agroup from the Group list, and then click Edit Settings.
Result: The Group Settings page displays the name of the group at its top.
Step3  Inthe Callback table, select one of the following three options:
« No callback allowed
« Dialup client specifies callback number
» Use Microsoft NT/2000 Callback settings (where possible)
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To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Setting Network Access Restrictions for a User Group

The Network Access Restrictions table in the Advanced Settings area of Group
Setup enables you to apply network access restrictions (NARS) in three distinct
ways:

» Apply existing shared NARs by hame

- Define IP-based group access restrictions to permit or deny accessto a
specified AAA client or to specified ports on a AAA client when an |P
connection has been established

» Define CLI/DNIS-based group NARSs to permit or deny access to either, or
both, the calling line ID (CLI1) number or the Dialed Number Identification
Service (DNIS) number used

~
ﬁe You can also use the CLI/DNIS-based access restrictions area to

specify other values. For more information, see the “About Network
Access Restrictions” section on page 5-6.

Typically, you define (shared) NARs from within the Shared Components section
so that these restrictions can be applied to more than one group or user. For more
information, seethe“ Shared Network Access Restrictions Configuration” section
on page 5-7. You must have enabled the Group-Level Shared Network Access
Restriction check box on the Advanced Options page of the Interface
Configuration section for this set of options to appear in the Cisco Secure ACS
HTML interface.

However, Cisco Secure ACS also enables you to define and apply a NAR for a
single group from within the Group Setup section. You must have enabled the
Group-Level Network Access Restriction setting under the Advanced Options
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page of the Interface Configuration section for single group | P-based filter options
and single group CLI/DNIS-based filter options to appear in the
Cisco Secure ACS HTML interface.

Note  When an authentication request is forwarded by proxy to a Cisco Secure ACS
server, any NARs for TACACS+ requests are applied to the I P address of the
forwarding AAA server, not to the I P address of the originating AAA client.

To set NARs for a user group, follow these steps:

Step1  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step3  To apply apreviously configured shared NAR to this group, follow these steps:

S,

Note  Toapply ashared NAR, you must previously have configured it under
Network Access Restrictions in the Shared Profile Components
section. For more information, see the “ Shared Network Access
Restrictions Configuration” section on page 5-7.

a. Select the check box labeled Only Allow network access when.

b. To specify whether one or all shared NARs must apply for a member of the
group to be permitted access, select one of the following two options:

» All selected shared NARS result in permit
« Any one selected shared NAR resultsin permit

c. Select ashared NAR name in the Shared NAR list and then click —> (right
arrow button) to move the name into the Selected Shared NARs list.

e

Tip To view the server details of the shared NARs you have selected to apply, you
can click on either View |P NAR or View CLID/DNIS NAR, as applicable.
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Step4  To define and apply a NAR, for this particular user group, that permits or denies
this group’ s access based on | P address, or | P address and port, follow these steps:

Tip You should define most NARs from within the Shared Components section so
that the restrictions can be applied to more than one group or user. For more
information, see the “ Shared Network Access Restrictions Configuration”
section on page 5-7.

a. Inthe Network Access Restrictions table, select the Define | P-based access
restrictions check box.

b. To specify whether the subsequent listing specifies permitted or denied |P
addresses, from the Table Defineslist, select either Per mitted Calling/Point
of Access Locations or Denied Calling/Point of Access L ocations.

c. Select or enter the information in the following boxes:

« AAA Client—Select either All AAA Clients or the name of the NDG or
the name of theindividual AAA client to which to permit or deny access.

» Port—Type the number of the port to which to permit or deny access.
You can use the wildcard asterisk (*) to permit or deny accessto all ports
on the selected AAA client.

» Address—Typethe IP address or addresses to filter on when performing
access restrictions. You can use the wildcard asterisk (*).

d. Click Enter.

Result: The specified the AAA client, port, and address information appears
in the NAR Access Control list.

Step5  To permit or deny this user group’s access based on calling location or values
other than an established IP address, follow these steps:

a. Select the Define CL1/DNIS-based access restrictions check box.

b. To specify whether the subsequent listing specifies permitted or denied
values, from the Table Defines list, select one of the following:

- Permitted Calling/Point of Access L ocations
« Denied Calling/Point of Access L ocations

c. Fromthe AAA Client list, select either All AAA Clients or the name of the
NDG or the name of the particular AAA client to which to permit or deny
access.
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d. Complete the following boxes:

S

Note  You must make an entry in each box. You can use the wildcard
asterisk (*) for all or part of avalue. The format you use must
match the format of the string you receive from your AAA client.
You can determine this format from your RADIUS Accounting
Log.

« PORT—Type the number of the port to which to permit or deny access.
You can use the wildcard asterisk (*) to permit or deny accessto all ports.

e CLI—Typethe CLI number to which to permit or deny access. You can
use thewildcard asterisk (*) to permit or deny access based on part of the
number or all numbers.

Tip Thisis also the selection to use if you want to restrict access based on other
values, such as a Cisco Aironet client’s MAC address. For more information,
see the “About Network Access Restrictions” section on page 5-6.

- DNIS—Type the DNIS number to restrict access based on the number
into which the user will be dialing. You can use the wildcard asterisk (*)
to permit or deny access based on part of the number or all numbers.

Tip Thisis also the selection to use if you want to restrict access based on other
values, such asa Cisco Aironet AP’ sMAC address. For more information, see
the “ About Network Access Restrictions” section on page 5-6.

e. Click Enter.

Result: The information, specifying the AAA client, Port, CLI, and DNIS
appearsin the list.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
lﬂﬂ. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.




| Chapter6 Setting Up and Managing User Groups

Step 6

Step 7

Common User Group Settings Il

To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Setting Max Sessions for a User Group

S

Note

If this feature does not appear, click I nterface Configuration, click
Advanced Options. Then select the Max Sessions check box.

Perform this procedure to define the maximum number of sessions available to a
group, or to each individual user in a group, or both. The settings are as follows:

- Sessions available to group—Sets the maximum number of total
simultaneous connections for the entire group.

» Sessions available to users of this group—Sets the maximum number of
total simultaneous connections for each user in this group.

As an example, Sessions available to group is set to 10 and Sessions available
to users of this group is set to 2. If each user is using the maximum 2
simultaneous sessions, no more than 5 users can log in.

A sessionisany type of connection supported by RADIUS or TACACSH+, such
as PPP, NAS prompt, Telnet, ARAP, IPX/SLIP.

The default setting for group Max Sessionsis Unlimited for both the group and
the user within the group.
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To configure the max sessions settings for a user group, follow these steps:

Stepl  Inthe navigation bar, click Group Setup.
Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.
Result: The Group Settings page displays the name of the group at its top.

Step3  Inthe Max Sessions table, under Sessions available to group, select one of the
following two options:

» Unlimited—Select to allow this group an unlimited number of simultaneous
sessions. (This effectively disables Max Sessions.)

« n—Type the maximum number of simultaneous sessions to allow this group.

Step4  Inthelower portion of the Max Sessions table, under Sessions available to users
of this group, select one of the following two options:

« Unlimited—Select to allow each individual in this group an unlimited
number of simultaneous sessions. (This effectively disables Max Sessions.)

- n—Type the maximum number of simultaneous sessions to allow each
individual in this group.

>

Note  Settings made in User Setup override group settings. For more
information, see the “ Setting Max Sessions Options for a User”
section on page 7-17.

Step5  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step6  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Setting Usage Quotas for a User Group

~

Note

If this feature does not appear, click I nterface Configuration, click
Advanced Options. Then select the Usage Quotas check box.

Perform this procedure to define usage quotas for members of a group. Session
guotas affect each user of agroup individually, not the group collectively. You can
set quotas for a given period in two ways:

- By total duration of session
» By the total number of sessions

If you make no selections in the Usage Quotas section for a group, no usage
guotas are enforced on users assigned to that group, unless you configure usage
guotas for the individual users.

The Usage Quotas section on the Group Settings page does not show usage
statistics.

Usage statistics are available only on the settings page for an individual user.
For more information, see the “ Setting User Usage Quotas Options” section
on page 7-19.

When a user exceeds his assigned quota, Cisco Secure ACS denies that user
access upon attempting to start a session. If aquotais exceeded during a session,
Cisco Secure ACS allows the session to continue.

You can reset the usage quota counters for all users of a group from the Group
Settings page. For more information about resetting usage quota counters for a
whole group, see the “ Resetting Usage Quota Counters for a User Group” section
on page 6-49.
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Je

Tip To support time-based quotas, we recommend enabling accounting update
packets on all AAA clients. If update packets are not enabled, the quotais
updated when the user logs off. If the AAA client through which the user is
accessing your network fails, the quotais not updated. In the case of multiple
sessions, such as with ISDN, the quotais not updated until all sessions
terminate, which meansthat a second channel will be accepted even if the first
channel has exhausted the user’s quota.

To set user usage quotas for a user group, follow these steps:

Stepl  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step3  To define usage quotas based on duration of sessions, follow these steps:

a. Inthe Usage Quotas table, select the Limit User to x hours per time unit
check box.

b. Type the number of hours to which you want to limit group membersin the
to x hour s box.
Use decimal values to indicate minutes. For example, a value of 10.5 would
equal ten hours and 30 minutes.

c. Select the period for which the quotais effective from the following:
e per Day—From 12:01 a.m. until midnight
« per Week—From 12:01 a.m. Sunday until midnight Saturday

- per Month—From 12:01 a.m. on the first of the month until midnight on
the last day of the month

« Total—An ongoing count of hours, without an end
Step4  To define user session quotas based on number of sessions, follow these steps:

a. Inthe Usage Quotas table, select the Limit each user of this group to x
sessions check box.

b. Type the number of sessions to which you want to limit usersin the to x
sessions box.
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c. Select the period for which the session quota is effective from the following:

per Day—From 12:01 a.m. until midnight
per Week—From 12:01 a.m. Sunday until midnight Saturday

per Month—From 12:01 a.m. on thefirst of the month until midnight on
the last day of the month

Total—An ongoing count of session, without an end

Step5  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step6  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuration-specific User Group Settings

This section details procedures that you perform only as applicable to your
particular network security configuration. For instance, if you have no token
server configured, you do not have to set token card settings for each group.

This section contains the following procedures:

» Setting Token Card Settings for a User Group, page 6-17

» Setting Enable Privilege Options for a User Group, page 6-18

» Enabling Password Aging for the CiscoSecure User Database, page 6-20
« Enabling Password Aging for Users in Windows Databases, page 6-25

- Setting IP Address Assignment Method for a User Group, page 6-26

- Assigning a Downloadable PIX ACL to a Group, page 6-27

» Configuring TACACS+ Settings for a User Group, page 6-28

» Configuring a Shell Command Authorization Set for aUser Group, page 6-30

» Configuring a PIX Command Authorization Set for a User Group, page 6-32
» Configuring IETF RADIUS Settings for a User Group, page 6-34
» Configuring Cisco IOS/PIX RADIUS Settings for a User Group, page 6-36
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« Configuring Ascend RADIUS Settings for a User Group, page 6-37

« Configuring Cisco VPN 3000 Concentrator RADIUS Settings for a User
Group, page 6-38

« Configuring Cisco VPN 5000 Concentrator RADIUS Settings for a User
Group, page 6-39

- Configuring Microsoft RADIUS Settings for a User Group, page 6-41

» Configuring Nortel RADIUS Settings for a User Group, page 6-42

» Configuring Juniper RADIUS Settings for a User Group, page 6-44

« Configuring Cisco BBSM RADIUS Settings for a User Group, page 6-45

Note ~ RADIUS (Cisco Aironet) is not an option since there are no Cisco
Aironet-specific VSAs. The length of user session timeouts is controlled by
IETF RADIUS attribute 27, Session-Timeout.

Note  When a vendor-specific variety of RADIUS is configured for use by network
devices, the RADIUS (1ETF) attributes are avail able because they are the base
set of attributes, used as the first 74 attributes for all RADIUS vendors.

The content of these subsections is dynamic and based on two factors as follows:

- For aparticular protocol to be listed, a AAA client must be configured to
authenticate using that protocol. For more information, see the “AAA Client
Configuration” section on page 4-8.

- Thespecific attributesfor aparticular protocol must be configured for display
at the group level. For more information, see the “ Protocol Configuration
Options for TACACS+” section on page 3-7 or the “Protocol Configuration
Options for RADIUS” section on page 3-10.
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Setting Token Card Settings for a User Group

~

Note

A

If this section does not appear, configure atoken server. Then click External
User Databases, click Database Configuration, and then add the applicable
token card server.

Perform this procedure to allow atoken to be cached. This means users can use a
second B channel without having to enter a second one-time password (OTP).

Caution

Step 1

Step 2

Step 3

Thisoptionisfor usewith token caching only for ISDN terminal adapters. You
should fully understand token caching and ISDN concepts and principles
before implementing this option. Token caching allows you to connect to
multiple B channels without having to provide a token for each channel
connection. Token card settings are applied to all usersin the selected group.

Options for token caching include the following:

« Session—You can select Session to cache the token for the entire session.
This allows the second B channel to dynamically go in and out of service.

» Duration—You can select Duration and specify a period of time to have the
token cached (from the time of first authentication). If this time period
expires, the user cannot start a second B channel.

« Session and Duration—You can select both Session and Duration so that, if
the session runs longer than the duration value, a new token is required to
open a second B channel. Type a value high enough to allow the token to be
cached for the entire session. If the session runs longer than the duration
value, anew token is required to open a second B channel.

To set token card settings for a user group, follow these steps:

In the navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
From the Jump To list at the top of the page, choose Token Cards.
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Step4  Inthe Token Card Settings table, to cache the token for the entire session, select
Session.

Step5  Alsointhe Token Card Settings table, to cache the token for a specified time
period (measured from the time of first authentication) follow these steps:

a. Select Duration.

b. Type the duration length in the box.

c. Select the unit of measure, either Seconds, Minutes or Hours.
Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Setting Enable Privilege Options for a User Group
~

Note If this section does not appear, configure the interface to display advanced
TACACS+ settings. Click I nterface Configuration, click TACACS+ (Cisco).
At the bottom of the pagein the Advanced Configuration Optionstable, select
the Advanced TACACS+ features check box.

Perform this procedure to configure group-level TACACS+ enable parameters.
The three possible TACACS+ enable options are as follows:

» No Enable Privilege—(default) Select this option to disallow enable
privileges for this user group.

« Max Privilege for Any AAA Client—Select this option to select the
maximum privilegelevel for thisuser group for any AAA client on which this
group is authorized.

» Define max Privilege on a per-network device group basis—Select this
option to define maximum privilege levelsfor aNDG. To use this option, you
create alist of device groups and corresponding maximum privilege levels.
See your AAA client documentation for information about privilege levels.
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Note  To define levelsin this manner, you must have configured the option
in Interface Configuration; if you have not done so already, click
Interface Configuration, click Advanced Settings, and then select
the Networ k Device Groups check box.

If you are using NDGs, this option lets you easily configure the NDG for
enable-level mapping rather than having to do it for each user in the group.

To set enable privilege options for a user group, follow these steps:

In the navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
From the Jump To list at the top of the page, choose Enable Options.

Do one of the following:

a. Todisallow enable privileges for this user group, select the No Enable
Privilege option.

b. To set the maximum privilegelevel for thisuser group, for any ACS onwhich
this group is authorized, select the Max Privilege for Any Access Server
option. Then select the maximum privilege level from the list.

c. To define this user group’s maximum privilege level for aNDG, select the
Define max Privilege on a per-network device group basis option. Then,
from the lists, select the NDG and a corresponding privilege level. Finally,
click Add Association.

Result: The association of NDG and maximum privilege level appearsin the
table.

To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Enabling Password Aging for the CiscoSecure User Database

The password aging feature of Cisco Secure ACS enables you to force users to
change their passwords under one or more of the following conditions:

» After aspecified number of days (age-by-date rules)
» After aspecified number of logins (age-by-uses rules)

» Thefirst time anew user logsin (password change rule)

Varieties of Password Aging Supported by Cisco Secure ACS

Cisco Secure ACS supports three distinct password aging mechanisms, as
follows:

»  Windows NT/2000 Passwor d Aging—Users must be in the
Windows NT/2000 database and be using the Windows Dial-up Networking
(DUN) client. For information on the requirements and configuration of this
password aging mechanism, see the “Enabling Password Aging for Usersin
Windows Databases” section on page 6-25.

« Password Aging for Device-hosted Sessions—Users must be in the
CiscoSecure user database, the AAA client must be running TACACS+, and
the connection must use Telnet.

» Password Aging for Transit Sessions—Users must be in the CiscoSecure
user database. Users must be using the Windows 95/98/ME, Windows NT
3.51, Windows NT 4.0, Windows 2000 DUN client, or another PPP dialup
client. Further, the end-user client must have CiscoSecure Authentication
Agent (CAA) installed in Windows 95/98/ME or Windows NT/2000.

e

% The CAA software is available at http://www.cisco.com.

Also, to run password aging for transit sessions, the AAA client can be
running either RADIUS or TACACS+; and the AAA client must be using
Cisco 10S Release 11.2.7 or later and be configured to send a “watchdog”
accounting packet (aaa accounting new-info update) with the IP address of
the calling station. (Watchdog packets are interim packets sent periodically
during a session. They enable an approximation of session lengthin the event
that the AAA client fails and, thereby, no stop packet is received to mark the
end of the session.)
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Cisco Secure ACS supports password aging using the RADIUS protocol under
MS CHAP versions 1 and 2. Cisco Secure ACS does not support password aging
over Telnet connections using the RADIUS protocol.

Caution

If auser employing a RADIUS connection tries to make a Telnet connection
tothe AAA client during or after the password aging warning or grace period,
the change password option does not appear, and the user’ s account is expired.

Password Aging Feature Settings

This section details only the Password Aging for Device-hosted Sessions and
Password Aging for Transit Sessions mechanisms. For information on the
Windows NT/2000 Password Aging mechanism and the Windows 2000 DUN
client, see the “Enabling Password Aging for Usersin Windows Databases”
section on page 6-25.

The password aging feature in Cisco Secure ACS has the following major and
minor options:

- Apply age-by-date rules—Selecting this check box configures
Cisco Secure ACS to determine password aging by date. The age-by-date
rules contain the following settings:

— Active period—The number of days userswill be allowed to log in
before being prompted to change their passwords. For example, if you
enter 20, users can use their passwords for 20 days without being
prompted to change them. The default Active period is 20 days.

— Warning period—The number of days users will be notified to change
their passwords. The user’s existing password can be used, but the
Cisco Secure ACS presents awarning indicating that the password must
be changed and displays the number of days left before the password
expires. For example, if you enter 5 in this box and 20 in the Active
period box, users will be notified to change their passwords on the 21st
through 25th days.

— Grace period—The number of days to provide as the users’ grace
period. The grace period allows a user to log in once to change the
password. The existing password can be used one last time after the
number of days specified in the active and warning period fields has been
exceeded. Then, adialog box warns the user that the account will be

| 78-13751-01, Version 3.0

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 6  Setting Up and Managing User Groups |

W Configuration-specific User Group Settings

disabled if the password is not changed, and enables the user to change
it. Continuing with the examples above, if you allow a 5-day grace
period, a user who did not log in during the active and warning periods
would be permitted to change passwords up to and including the 30th
day. However, even though the grace period is set for 5 days, a user is
allowed only one attempt to change the password when the password is
in the grace period. Cisco Secure ACS displays the “last chance”
warning only once. If the user does not change the password, this login
isstill permitted, but the password expires, and the next authenticationis
denied. An entry islogged in the Failed-Attempts log, and the user must
contact an administrator to have the account reinstated.

~

Note  All passwords expire at midnight, not the time at which they were set.

« Apply age-by-uses rules—Selecting this check box configures
Cisco Secure ACSto determine password aging by the number of logins. The
age-by-uses rules contain the following settings:

— Issuewarning after x logins—The number of the login upon which
Cisco Secure ACS begins prompting users to change their passwords.
For example, if you enter 10, users are allowed to log in 10 times without
a change-password prompt. On the 11th login, they are prompted to
change their passwords.

Je

ﬁ To alow usersto log in an unlimited number of times without changing their
passwords, type -1.

— Requirechange after x logins—The number of the login upon which to
notify users that they must to change their passwords. Continuing with
the previous example, if this number is 12, users receive prompts
requesting them to change their passwords on their 11th and 12th logins.
On the 13th login, they receive a prompt telling them that they must
changetheir passwords. If users do not change their passwords now, their
accounts expire and they cannot log in. This number must be greater than
the I'ssue warning after x login number.
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To allow usersto log in an unlimited number of times without changing their
passwords, type -1.

« Apply password change rule—Selecting this check box forces new usersto
change their password the first time they log in.

» Generategreetingsfor successful logins—Selecting this check box enables
a “Greetings’ message to display whenever users log in successfully viathe
CAA client. The message contains up-to-date password information specific
to this user’s account.

The password aging rules are not mutually exclusive; aruleis applied for each
check box that is selected. For example, users can be forced to change their
passwords every 20 days, and every 10 logins, and to receive warnings and grace
periods accordingly.

If no options are checked, passwords never expire.

Unlike most other parameters, which have corresponding settings at the user level,
password aging parameters are configured only on a group basis.

Userswho fail authentication because they have not changed their passwords and
have exceeded their grace periods are logged in the Failed Attempts log. The
accounts are expired and appear in the Accounts Disabled list.

Before You Begin

« Verify that your AAA client is running the TACACS+ or RADIUS protocaol.
(TACACS+ only supports password aging for device-hosted sessions.)

« Set up your AAA client to perform authentication and accounting using the
same protocol, either TACACS+ RADIUS.

» Setupyour AAA client to use Cisco |0S Release 11.2.7 or later and to send
a watchdog accounting packet (aaa accounting new-info update) with the IP
address of the calling station.

To set password aging rules for a user group, follow these steps:

In the navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
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Step3  From the Jump To list at the top of the page, choose Password Aging.
Result: The Password Aging Rules table appears.

Step4  To set password aging by date, select the Apply age-by-date r ules check box and
type the number of days for the following options, as applicable:

» Active period
» Warning period
» Grace period

Step5  To set password aging by use, select the Apply age-by-usesrules check box and
type the number of logins for each of the following options, as applicable:

» Issue warning after x logins
» Require change after x logins

Step6  To force the user to change the password on the first login after an administrator
has changed it, select the Apply password change rule check box.

Step7  To enable a“Greetings’ message display, select the Generate greetings for
successful logins check box.

Step8  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step9  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Enabling Password Aging for Users in Windows Databases

Tip

The Windows NT/2000 Password Aging mechanism is separate and distinct from
the other Cisco Secure ACS password aging mechanisms. For information on the
requirements and settings for the password aging mechanisms that control users
in the CiscoSecure user database, see the “Enabling Password Aging for the
CiscoSecure User Database” section on page 6-20. Requirements for
implementing the Windows NT/2000 Password Aging mechanism include the
following:

« Communication between Cisco Secure ACS and the AAA client must use
RADIUS.

« The AAA client must support MS CHAP password aging in addition to MS
CHAP authentication.

e Users must be in a Windows NT/2000 database.
e Users must use the Windows DUN client.

« You must enable MS CHAP version 1 or MS CHAP version 2, or both, in the
Windows NT/2000 configuration within the External User Databases section.
(Cisco 10S devices support password aging only in MS CHAP version 2.)

For information on enabling MS CHAP for password changes, see the
“Configuring a Windows NT/2000 External User Database” section on

page 11-13. For information on enabling MS CHAP in System Configuration,
see the “Global Authentication Setup” section on page 8-73.

You can run both the Windows NT/2000 Password Aging and the
Cisco Secure ACS Password Aging for Transit Sessions mechanisms,
concurrently, provided that the users authenticate from the two different
databases.

Users whose Windows accounts reside in “remote” domains (that is, not the
domain within which Cisco Secure ACSis running) can only use the
Windows-based password aging if they supply their domain name.
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The methods and functionality of Windows password aging differ according to
whether you are using Windows NT or Windows 2000, and whether you employ
Active Directory (AD) or Security Accounts Manager (SAM). Setting password
aging for users in the Windows NT/2000 database is only one part of the larger
task of setting security policies in Windows. For comprehensive information on
Windows procedures, refer to your Windows NT/2000 system documentation.

Setting IP Address Assignment Method for a User Group

Perform this procedure to configure the way Cisco Secure ACS assigns IP
addresses to the users in the group. The four possible methods are as follows:

» No IP address assignment—No I P address is assigned to this group.

- Assigned by dialup client—Use the IP address that is configured on the
dialup client’s network settings for TCP/IP.

» Assigned from AAA Client pool—The IP address is assigned by an |P
address pool assigned on the AAA client.

« Assigned from AAA server pool—The IP address is assigned by an |P
address pool assigned on the AAA server.

To set an | P address assignment method for a user group, follow these steps:

Step1  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

Step2  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.

Step3  From the Jump To list at the top of the page, choose IP Address Assignment.
Step4  Inthe IP Assignment table, do one of the following:

a. Select No | P address assignment.

b. Select Assigned by dialup client.

c. Select Assigned from AAA Client pool. Then, type the AAA client IP pool
name.

d. Select Assigned from AAA pool. Then, select the AAA server |P pool hame
in the Available Pools list and click —> (right arrow button) to move the
name into the Selected Pools list.
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Note If thereis more than one pool in the Selected Pools list, the users
in this group are assigned to the first available pool in the order
listed.

Tip To change the position of a pool in the list, select the pool name and click Up
or Down until the pool isin the position you want.

Step5  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step6  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Assigning a Downloadable PIX ACL to a Group

The Downloadable ACL sfeature enables you to assign a PIX Access Control List
(ACL) at the group level.

Note  You must have established one or more PIX ACLs before attempting to assign
one. For instructions on how to add adownloadable PIX ACL using the Shared
Profile Components section of the Cisco Secure ACSHTML interface, seethe
“Adding a Downloadable PIX ACL" section on page 5-3.

Tip The Downloadable ACL s table does not appear if it has not been enabled. To
enable the Downloadable ACL s table, click I nterface Configuration, click
Advanced Options, and then select the Group-L evel Downloadable ACL s
check box.
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To assign a downloadable PIX ACL to agroup, follow these steps:

Stepl  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step3  From the Jump To list at the top of the page, choose Downloadable ACL s.
Step4  Under the Downloadable ACLs section, click the Assign PIX ACL check box.
Step5  Select aPIX ACL from the list.
Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuring TACACS+ Settings for a User Group

Perform this procedure to configure and enabl e the service/protocol parametersto
be applied for the authorization of each user who belongs to the group. For
information on how to configure settings for the Shell Command Authorization
Set, see the “Configuring a Shell Command Authorization Set for a User Group”
section on page 6-30.

Note  To display or hide additional services or protocols, click I nterface
Configuration, click TACACS+ (Cisco 10S), and then select or clear items
in the group column, as applicable.
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To configure TACACS+ settings for a user group, follow these steps:

Stepl  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step3  From the Jump To list at the top of the page, choose TACACS+.

Result: The system displays the TACACS+ Settings table section.

Step4  To configure services and protocols in the TACACS+ Settings table to be
authorized for the group, follow these steps.

a. Select the check box next to the service/protocol (for example, PPP IP).

b. Under each service/protocol that you selected in the previous step, select
attributes and then type in the corresponding values, as applicable, to further
define authorization for that service/protocol.

For more information about attributes, see Appendix C, “TACACS+
Attribute-Value Pairs,” or your AAA client documentation.

Tip For access control lists (ACLSs) and IP address pools, the name of the ACL or
pool as defined on the AAA client should be entered. (An ACL isalist of
Cisco |0S commands used to restrict access to or from other devices and users
on the network.)

~

Note  Leavethe box blank if the default (as defined on the AAA client)
should be used.

S

Note  You can define and download an ACL. Click Interface
Configuration, click TACACS+ (Cisco 10S), and then select
Display a window for each service selected in which you can
enter customized TACACS+ attributes. A box opens under each
service/protocol in which you can define an ACL.
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Step5  To allow all servicesto be permitted unless specifically listed and disabled, you
can select the Default (Undefined) Services check box under the Checking this
option will PERMIT all UNKNOWN Services table.

A

Warning  This is an advanced feature and should only be used by administrators who
understand the security implications.

Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuring a Shell Command Authorization Set for a User Group

Use this procedure to specify the shell command authorization set parameters for
agroup. There are four basic options:

« None—No authorization for shell commands

« Assign aShell Command Authorization Set for any networ k device—One
shell command authorization set is assigned, and it applies to all network
devices

« Assign a Shell Command Authorization Set on a per Network Device
Group Basis—Enables you to associate particular shell command
authorization sets to be effective on particular NDGs

« Per Group Command Authorization—Enables you to permit or deny
specific Cisco 10S commands and arguments at the group level

S
Note  Thisfeature requires that you have previously configured a shell command

authorization set. For detailed steps, see the “Command Authorization Sets
Configuration” section on page 5-14.
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To specify shell command authorization set parameters for a user group, follow
these steps:

Stepl  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step3  From the Jump To list at the top of the page, choose TACACS+.

Result: The system displays the TACACS+ Settings table section.

Step4  Usethe vertical scroll bar to scroll to the Shell Command Authorization Set
feature area.

Step5  To prevent the application of any shell command authorization set, select (or
accept the default of) the None option.

Step6  To assign a particular shell command authorization set to be effective on any
configured network device, follow these steps:

a. Select the Assign a Shell Command Authorization Set for any network
device option.

b. Then, from the list directly below that option, select the shell command
authorization set you want applied to this group.

Step7  To create associations that assign a particular shell command authorization set to
be effective on a particular NDG, for each association, follow these steps:

a. Select the Assign a Shell Command Authorization Set on a per Networ k
Device Group Basis option.

b. Select aDevice Group and a corresponding Command Set.
c. Click Add Association.

Result: The associated NDG and shell command authorization set appear in
the table.

Step8  To define the specific Cisco |OS commands and arguments to be permitted or
denied at the group level, follow these steps:

a. Select the Per Group Command Authorization option.

b. Under Unmatched Cisco 10S commands, select either Per mit or Deny.
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If you select Permit, users can issue all commands not specifically listed. If
you select Deny, users can issue only those commands listed.

To list particular commands to be permitted or denied, select the Command
check box and then type the name of the command, define itsargumentsusing
standard permit or deny syntax, and select whether unlisted arguments should
be permitted or denied.

Warning  This is a powerful, advanced feature and should be completed by an
administrator skilled with Cisco 10S commands. Correct syntax is the
administrator’s responsibility. For information on how Cisco Secure ACS
employs pattern matching in command arguments, see the “About Pattern
Matching” section on page 5-14.

Tip To enter several commands, you must click Submit after specifying a
command. A new command entry box appears below the box you just
compl eted.

Configuring a PIX Command Authorization Set for a User Group

Use this procedure to specify the PIX command authorization set parameters for
auser group. There are three basic options:

None—No authorization for PIX commands

Assign a PIX Command Authorization Set for any network device—One
PIX command authorization set is assigned, and it applies all network devices

Assign a PIX Command Authorization Set on a per Network Device
Group Basis—Particular PIX command authorization sets are to be effective
on particular NDGs
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Before You Begin

« Ensurethat a AAA client has been configured to use TACACS+ as the
security control protocol.

« Inthe TACACS+ (Cisco) section of Interface Configuration, ensure that the
PIX Shell (pixShell) option is selected in the Group column.

- Ensure that you have previously configured one or more PIX command
authorization sets. For detailed steps, see the “ Command Authorization Sets
Configuration” section on page 5-14.

To specify PIX command authorization set parameters for a user group, follow
these steps:

In the navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
From the Jump To list at the top of the page, choose TACACS+.

Result: The system displays the TACACS+ Settings table section.

Scroll down to the PIX Command Authorization Set feature area within the
TACACS+ Settings table.

To prevent the application of any PIX command authorization set, select (or
accept the default of) the None option.

To assign a particular PIX command authorization set to be effective on any
configured network device, follow these steps:

a. Select the Assign a PIX Command Authorization Set for any network
device option.

b. From thelist directly below that option, select the PIX command
authorization set you want applied to this user group.
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Step7  To create associations that assign a particular PIX command authorization set to
be effective on a particular NDG, for each association, follow these steps:

a. Select the Assign a PIX Command Authorization Set on a per Network
Device Group Basis option.

b. Select a Device Group and an associated Command Set.
c. Click Add Association.

Result: The associated NDG and PIX command authorization set appear in
the table.

~

Note  Toremoveor edit an existing PIX command authorization set association, you
can select the association from the list and then click Remove Association.

Configuring IETF RADIUS Settings for a User Group

These parameters appear only when both the following are true:

« A AAA client has been configured to use one of the RADIUS protocolsin
Network Configuration.

« Group-level RADIUS attributes have been enabled in Interface
Configuration: RADIUS (IETF).

RADIUS attributes are sent as a profile for each user from Cisco Secure ACS to
the requesting AAA client. To display or hide any of these attributes, see the
“Protocol Configuration Options for RADIUS" section on page 3-10. For alist
and explanation of RADIUS attributes, see Appendix D, “RADIUS Attributes.”
For more information about how your AAA client uses RADIUS, refer to your
AAA client vendor documentation.
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To configure IETF RADIUS attribute settings to be applied as an authorization for
each user in the current group, follow these steps:

Stepl  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step2  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step3  From the Jump To list at the top of the page, choose RADIUS (IETF).

Step4  For each IETF RADIUS attribute you need to authorize for the current group,
select the check box next to the attribute and then further define the authorization
for the attribute in the field or fields next to it.

Step5  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step6  To configure the vendor-specific attributes (V SAs) for any RADIUS network
device vendor supported by Cisco Secure ACS, see the appropriate section:

» Configuring Cisco IOS/PIX RADIUS Settings for a User Group, page 6-36
» Configuring Ascend RADIUS Settings for a User Group, page 6-37

» Configuring Cisco VPN 3000 Concentrator RADIUS Settings for a User
Group, page 6-38

» Configuring Cisco VPN 5000 Concentrator RADIUS Settings for a User
Group, page 6-39

« Configuring Microsoft RADIUS Settings for a User Group, page 6-41

« Configuring Nortel RADIUS Settings for a User Group, page 6-42

» Configuring Juniper RADIUS Settings for a User Group, page 6-44

» Configuring Cisco BBSM RADIUS Settings for a User Group, page 6-45

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Configuring Cisco I0S/PIX RADIUS Settings for a User Group

The Cisco IOS/PIX RADIUS parameters appear only when both the following
aretrue:

« A AAA client has been configured to use RADIUS (Cisco IOS/PIX) in
Network Configuration.

» Group-level RADIUS (Cisco |0S/PI X) attributes have been enabled in
Interface Configuration: RADIUS (Cisco |0S/PIX).

Cisco |OS/PIX RADIUS represents only the Cisco VSAs. You must configure
both the IETF RADIUS and Cisco |OS/PIX RADIUS attributes.

Note  To hide or display Cisco IOS/PIX RADIUS attributes, see the “ Setting
Protocol Configuration Options for RADIUS (Cisco |OS/PIX)” section on
page 3-14.

To configure and enable Cisco I0S/PIX RADIUS attributes to be applied as an
authorization for each user in the current group, follow these steps:

Stepl  Before you configure Cisco IOS/PIX RADIUS attributes, be sure your IETF
RADIUS attributes are configured properly. For more information about setting
IETF RADIUS attributes, seethe“ Configuring IETF RADIUS Settingsfor aUser
Group” section on page 6-34.

Step2  For the Cisco attributes, determine the attributes to be authorized for the group by
selecting the check box next to the attribute, and then type the commands (such
as TACACS+ commands) to be packed as a RADIUS VSA.

Step3  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step4  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Configuring Ascend RADIUS Settings for a User Group

Step 1

Step 2

Step 3

Step 4
Step 5

The Ascend RADIUS parameters appear only when both the following are true:

« A AAA client has been configured to use RADIUS (Ascend) or RADIUS
(Cisco 10S/PIX) in Network Configuration.

» Group-level RADIUS (Ascend) attributes have been enabled in Interface
Configuration: RADIUS (Ascend).

Ascend RADIUS represents only the Ascend proprietary attributes. You must
configure both the IETF RADIUS and Ascend RADIUS attributes. Proprietary
attributes override |ETF attributes.

The default attribute setting displayed for RADIUS is Ascend- Renot e- Addr .

To hide or display Ascend RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Ascend)” section on page 3-14.

To configure and enable Ascend RADIUS attributes to be applied as an
authorization for each user in the current group, follow these steps:

Confirm that your IETF RADIUS attributes are configured properly. For more
information about setting IETF RADIUS attributes, see the “Configuring IETF
RADIUS Settings for a User Group” section on page 6-34.

In the navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
From the Jump To list at the top of the page, choose RADIUS (Ascend).

Inthe Ascend RADIUS Attributes table, determine the attributes to be authorized
for the group by selecting the check box next to the attribute. Be sure to further
define the authorization for that attribute in the field next to it. For more
information about attributes, see Appendix D, “RADIUS Attributes,” or your
AAA client documentation.
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Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuring Cisco VPN 3000 Concentrator RADIUS Settings for a
User Group

The Cisco VPN 3000 Concentrator RADIUS attribute configurations appear only
if both the following are true:

- A AAA client has been configured to use RADIUS (Cisco VPN 3000) in
Network Configuration.

» Group-level RADIUS (Cisco VPN 3000) attributes have been enabled on the
RADIUS (Cisco VPN 3000) page of the Interface Configuration section.

Cisco VPN 3000 Concentrator RADIUS represents only the Cisco VPN 3000
Concentrator V SAs. You must configure both the IETF RADIUS and Cisco VPN
3000 Concentrator RADIUS attributes.

Note  To hide or display Cisco VPN 3000 Concentrator RADIUS attributes, see the
“Setting Protocol Configuration Options for RADIUS (Cisco VPN 3000)”
section on page 3-15.

To configure and enable Cisco VPN 3000 Concentrator RADIUS attributes to be
applied as an authorization for each user in the current group, follow these steps:

Stepl  Confirm that your IETF RADIUS attributes are configured properly.

For more information about setting IETF RADIUS attributes, see the
“Configuring IETF RADIUS Settings for a User Group” section on page 6-34.

Step2  Inthe navigation bar, click Group Setup.
Result: The Group Setup Select page opens.
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Step 4
Step 5

Step 6

Step 7

Configuration-specific User Group Settings W

From the Group list, select a group, and then click Edit Settings.
Result: The Group Settings page displays the name of the group at its top.
From the Jump To list at the top of the page, choose RADIUS (Cisco VPN 3000).

In the Cisco VPN 3000 Concentrator RADIUS Attributes table, determine the
attributes to be authorized for the group by selecting the check box next to the
attribute. Further define the authorization for that attribute in the field next to it.

For more information about attributes, see Appendix D, “RADIUS Attributes,” or
the documentation for network devices using RADIUS.

To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuring Cisco VPN 5000 Concentrator RADIUS Settings for a

User Group

Note

The Cisco VPN 5000 Concentrator RADIUS attribute configurations display only
when both the following are true;

« A network device has been configured to use RADIUS (Cisco VPN 5000) in
Network Configuration.

» Group-level RADIUS (Cisco VPN 5000) attributes have been enabled on the
RADIUS (Cisco VPN 5000) page of the Interface Configuration section.

Cisco VPN 5000 Concentrator RADIUS represents only the Cisco VPN 5000
Concentrator VSAs. You must configure both the IETF RADIUS and Cisco VPN
5000 Concentrator RADIUS attributes.

To hide or display Cisco VPN 5000 Concentrator RADIUS attributes, see the
“Setting Protocol Configuration Options for RADIUS (Cisco VPN 5000)”
section on page 3-16.

| 78-13751-01, Version 3.0

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide ]

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 6  Setting Up and Managing User Groups |

W Configuration-specific User Group Settings

To configure and enable Cisco VPN 5000 Concentrator RADIUS attributes to be
applied as an authorization for each user in the current group, follow these steps:

Stepl  Confirm that your IETF RADIUS attributes are configured properly.

For more information about setting IETF RADIUS attributes, see the
“Configuring IETF RADIUS Settings for a User Group” section on page 6-34.

Step2  Inthe navigation bar, click Group Setup.
Result: The Group Setup Select page opens.
Step3  From the Group list, select a group, and then click Edit Settings.
Result: The Group Settings page displays the name of the group at its top.
Step4  From the Jump To list at the top of the page, choose RADIUS (Cisco VPN 5000).

Step5  Inthe Cisco VPN 5000 Concentrator RADIUS Attributes table, select the
attributes that should be authorized for the group by selecting the check box next
to the attribute. Further define the authorization for each attributein the field next
toit.

For more information about attributes, see Appendix D, “RADIUS Attributes,” or
the documentation for network devices using RADIUS.

Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Configuring Microsoft RADIUS Settings for a User Group

Note

Step 1

Step 2

Step 3

Step 4

Microsoft RADIUS provides V SAs supporting MPPE, which is an encryption
technology developed by Microsoft to encrypt PPP links. These PPP connections
can beviaadial-in line, or over a VPN tunnel. The Microsoft RADIUS attribute
configurations appear only when both the following are true:

« A network device has been configured in Network Configuration that uses a
RADIUS protocol that supports the Microsoft RADIUS VSA.

» Group-level Microsoft RADIUS attributes have been enabled onthe RADIUS
(Microsoft) page of the Interface Configuration section.

The following Cisco Secure ACS RADIUS protocols support the Microsoft
RADIUS VSA:

« Cisco IOS/PIX
- Cisco VPN 3000
« Ascend

Microsoft RADIUS represents only the Microsoft V SA. You must configure both
the IETF RADIUS and Microsoft RADIUS attributes.

To hide or display Microsoft RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Microsoft)” section on page 3-17.

To configure and enable Microsoft RADIUS attributes to be applied as an
authorization for each user in the current group, follow these steps:

Confirm that your IETF RADIUS attributes are configured properly.

For more information about setting IETF RADIUS attributes, see the
“Configuring IETF RADIUS Settings for a User Group” section on page 6-34.

In the navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
From the Jump To list at the top of the page, choose RADIUS (Microsoft).
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Step5  Inthe Microsoft RADIUS Attributes table, specify the attributes to be authorized
for the group by selecting the check box next to the attribute. Where applicable,
further define the authorization for that attribute in the field next to it. For more
information about attributes, see Appendix D, “RADIUS Attributes,” or the
documentation for network devices using RADIUS.

~
Note  The MS-CHAP-MPPE-Keys attribute value is generated by
Cisco Secure ACS; there is no value to set in the HTML interface.

Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuring Nortel RADIUS Settings for a User Group

The Nortel RADIUS attribute configurations appear only when both the following
aretrue:

« A network device has been configured in Network Configuration that uses a
RADIUS protocol that supports the Nortel RADIUS VSA.

« Group-level Nortel RADIUS attributes have been enabled on the RADIUS
(Nortel) page of the Interface Configuration section.

Nortel RADIUS represents only the Nortel VSA. You must configure both the
IETF RADIUS and Nortel RADIUS attributes.

Note  To hide or display Nortel RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Nortel)” section on page 3-18.
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To configure and enable Nortel RADIUS attributes to be applied as an
authorization for each user in the current group, follow these steps:

Stepl  Confirm that your IETF RADIUS attributes are configured properly.

For moreinformation about setting IETF RADIUS attributes, see the Configuring
IETF RADIUS Settings for a User Group, page 6-34.

Step2  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step3  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step4  From the Jump To list at the top of the page, choose RADIUS (Nortel).

Step5  Inthe Nortel RADIUS Attributes table, specify the attributes to be authorized for
the group by selecting the check box next to the attribute. Where applicable,
further define the authorization for that attribute in the field next to it. For more
information about attributes, see Appendix D, “RADIUS Attributes,” or the
documentation for network devices using RADIUS.

~
Note  The MS-CHAP-MPPE-Keys attribute value is generated by
Cisco Secure ACS; there is no value to set in the HTML interface.

Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Configuring Juniper RADIUS Settings for a User Group

Juniper RADIUS represents only the Juniper V SAs. You must configure both the
IETF RADIUS and Juniper RADIUS attributes.

~

Note  To hide or display Juniper RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Juniper)” section on page 3-19.

To configure and enable Juniper RADIUS attributes to be applied as an
authorization for each user in the current group, follow these steps:

Stepl  Confirm that your IETF RADIUS attributes are configured properly.

For more information about setting IETF RADIUS attributes, see the
“Configuring IETF RADIUS Settings for a User Group” section on page 6-34.

Step2  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step3  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step4  From the Jump To list at the top of the page, choose RADIUS (Juniper).

Step5  IntheJuniper RADIUS Attributestable, specify the attributesto be authorized for
the group by selecting the check box next to the attribute. Where applicable,
further define the authorization for that attribute in the field next to it. For more
information about attributes, see Appendix D, “RADIUS Attributes,” or the
documentation for network devices using RADIUS.

~
Note  The MS-CHAP-MPPE-Keys attribute value is generated by
Cisco Secure ACS; thereis no value to set in the HTML interface.
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Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuring Cisco BBSM RADIUS Settings for a User Group

Cisco BBSM RADIUS represents only the Cisco BBSM RADIUS VSAs. You
must configure both the IETF RADIUS and Cisco BBSM RADIUS attributes.

Note  To hideor display Cisco BBSM RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Cisco BBSM)” section on page 3-20.

To configure and enable Cisco BBSM RADIUS attributes to be applied as an
authorization for each user in the current group, follow these steps:

Stepl  Confirm that your IETF RADIUS attributes are configured properly.

For more information about setting IETF RADIUS attributes, see the
“Configuring IETF RADIUS Settings for a User Group” section on page 6-34.

Step2  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step3  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step4  From the Jump To list at the top of the page, choose RADIUS (Cisco BBSM).
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Step5  Inthe Cisco BBSM RADIUS Attributes table, specify the attribute to be
authorized for the group by selecting the check box next to the attribute. Where
applicable, further define the authorization for that attribute in the field next to it.
For more information about attributes, see Appendix D, “RADIUS Attributes,” or
the documentation for network devices using RADIUS.

~
Note  The MS-CHAP-MPPE-Keys attribute value is generated by
Cisco Secure ACS; there is no value to set in the HTML interface.

Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.

Configuring Custom RADIUS VSA Settings for a User Group

User-defined, custom Radius V SA configurations appear only when all the
following are true:

« You have defined and configured the custom RADIUS VSAs. (For
information about creating user-defined RADIUS VSAS, see the
“User-Defined RADIUS Vendors and VSA Sets” section on page E-27.)

« A network device has been configured in Network Configuration that uses a
RADIUS protocol that supports the custom VSA.

« Group-level custom RADIUS attributes have been enabled on the RADIUS
(Name) page of the Interface Configuration section.

You must configure both the IETF RADIUS and the custom RADIUS attributes.
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To configure and enable custom RADIUS attributes to be applied as an
authorization for each user in the current group, follow these steps:

Stepl  Confirm that your IETF RADIUS attributes are configured properly.

For more information about setting IETF RADIUS attributes, see the
“Configuring IETF RADIUS Settings for a User Group” section on page 6-34.

Step2  Inthe navigation bar, click Group Setup.

Result: The Group Setup Select page opens.
Step3  From the Group list, select a group, and then click Edit Settings.

Result: The Group Settings page displays the name of the group at its top.
Step4  From the Jump To list at the top of the page, choose RADIUS (custom name).

Step5  Inthe RADIUS (custom name) Attributes table, specify the attributes to be
authorized for the group by selecting the check box next to the attribute. Where
applicable, further define the authorization for that attribute in the field next toit.
For more information about attributes, see Appendix D, “RADIUS Attributes,” or
the documentation for network devices using RADIUS.

~
Note  The MS-CHAP-MPPE-Keys attribute value is generated by
Cisco Secure ACS; there is no value to set in the HTML interface.

Step6  To save the group settings you have just made, click Submit.

For more information, see the “ Saving Changes to User Group Settings” section
on page 6-50.

Step7  To continue specifying other group settings, perform other proceduresin this
chapter, as applicable.
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Group Setting Management

This section describes how to use the Cisco Secure ACS Group Setup section to
perform avariety of managerial tasks.

This section contains the following procedures:
« Listing Usersin aUser Group, page 6-48
« Resetting Usage Quota Counters for a User Group, page 6-49
» Renaming a User Group, page 6-49
» Saving Changesto User Group Settings, page 6-50

Listing Users in a User Group

To list all usersin a specified group, follow these steps:

Step1  Inthe navigation bar, click Group Setup.
Result: The Group Setup Select page opens.
Step2  From the Group list, select the group.
Step3  Click Usersin Group.
Result: The User List page opensin the display area.

Step4  To open auser account (to view, modify, or delete a user), click the name of the
user in the User List.
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Resetting Usage Quota Counters for a User Group

Step 1

Step 2
Step 3

Step 4

You can reset the usage quota counters for all members of a group, either before
or after a quota has been exceeded.

To reset usage quota counters for all members of a user group, follow these steps:

In the navigation bar, click Group Setup.
Result: The Group Setup Select page opens.
From the Group list, select the group.

In the Usage Quotas section, select the On submit reset all usage counters for
all users of this group check box.

Click Submit at the bottom of the browser page.

Result: The usage quota counters for all usersin the group are reset. The Group
Setup Select page appears.

Renaming a User Group

Step 1

Step 2
Step 3

Step 4

To rename a user group, follow these steps:

In the navigation bar, click Group Setup.

Result: The Group Setup Select page opens.

From the Group list, select the group.

Click Rename Group.

Result: The Renaming Group: Group Name page appears.

Type the new name in the Group field. Group names cannot contain angle
brackets (< or >).
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Step5  Click Submit.

)

Note  The group remainsin the same position in the list. The number value
of the group is still associated with this group name. Some utilities,
such as the database import utility, use the numeric value associated
with the group.

Result: The Select page opens with the new group name sel ected.

Saving Changes to User Group Settings

After you have completed configuration for a group, be sure to save your work.

To save the configuration for the current group, follow these steps:

Stepl  To save your changes and apply them later, click Submit. When you are ready to
implement the changes, click System Configuration, and then click Service
Control, and click Restart.

Tip To save your changes and apply them immediately, click Submit + Restart.

Result: The group attributes are applied and services are restarted. The Edit page
opens.

Note  Restarting the service clears the Logged-in User Report and temporarily
interrupts all Cisco Secure ACS services. This affects the Max Sessions
counter.

Step2  Toverify that your changeswere applied, select the group and click Edit Settings.
View the settings.
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Setting Up and Managing User
Accounts

This chapter provides information about setting up and managing user accounts
in Cisco Secure Access Control Server for Windows NT/2000 Servers
Version 3.0 (Cisco Secure ACS).

Note  Settings at the user level override settings configured at the group level.

Before you configure User Setup, it isimportant to understand how this section
functions. Cisco Secure ACS dynamically builds the User Setup section interface
depending on the configuration of your AAA client and the security protocols
being used. That is, what you see under User Setup is affected by two factors:

» Your system configuration
« Your settings in the Interface Configuration section
This chapter contains the following sections:

« User Setup Features and Functions, page 7-2—An overview of the User
Setup section functionality.

» About User Databases, page 7-3—Information regarding user databases.

» Basic User Setup Options, page 7-4—Information and step-by-step
procedures regarding the many basic settings and options that are available
when configuring a user account in the Cisco Secure ACS.
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Advanced User Authentication Settings, page 7-23—Details on the steps
necessary to configure a user account for authentication outside the system
using the TACACS+ or RADIUS protocol options.

User Management, page 7-51—Information about viewing, disabling, and
resetting user accounts.

User Setup Features and Functions

The User Setup section of the Cisco Secure ACSHTML interfaceis the
centralized location for all operations regarding user account configuration and
administration.

From within the User Setup section, you can perform the following tasks:

View alist of al usersin the CiscoSecure user database

Find a user

Add a user

Assign the user to a group, including Voice over IP (VolP) Groups
Edit user account information

Establish or change user authentication type

Configure callback information for the user

Set network access restrictions (NARs) for the user

Configure Advanced Settings

Set the maximum number of concurrent sessions (Max Sessions) for the user
Disable or re-enable the user account

Delete the user
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About User Databases

Tip

Cisco Secure ACS authenticates users against one of several possible databases,
including its CiscoSecure user database. Regardless of which database you
configure Cisco Secure ACS to use when authenticating a user, all users have
accounts within the CiscoSecure user database, and authorization of usersis
always performed against the user records in the CiscoSecure user database.

» CiscoSecure user database—Authenticates a user from the local
CiscoSecure user database. For more information, see the “ CiscoSecure User
Database” section on page 11-2.

The following authentication types appear in the HTML interface only when
the corresponding external user database has been configured in the Database
Configuration area of the External User Databases section.

- Windows NT/2000—Authenticates a user with an existing account in the
Windows NT/2000 user database located in the local domain or in domains
configured in the Windows NT/2000 user database. For moreinformation, see
the “Windows NT/2000 User Database” section on page 11-6.

+ Generic LDAP—Authenticates a user from a Generic LDAP external user
database. For more information, see the “Generic LDAP” section on
page 11-14.

« Novell NDS—Authenticates auser using Novell NetWare Directory Services
(NDS). For more information, see the “Novell NDS Database” section on
page 11-24.

- ODBC Database—A uthenticates a user from an Open Database
Connectivity-compliant database server. For more information, see the
“ODBC Database” section on page 11-30.

- LEAP Proxy RADIUS Server Database—Authenticates a user from an
LEAP Proxy RADIUS server. For more information, see the “LEAP Proxy
RADIUS Server Database” section on page 11-44.

« Token Server—Authenticates a user from a token server database.
Cisco Secure ACS supports the use of a variety of token servers for the
increased security provided by one-time passwords. For more information,
see the “Token Server User Databases” section on page 11-47
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Basic User Setup Options

This section presents the basic activities you perform when configuring a new
user. At its most basic level, configuring a new user requires only three steps, as
follows:

» Specify aname

» Specify either a method for remote password authentication or, for
authentication via the CiscoSecure user database, a password

« Submit the information

For detailed procedural information, see the “Adding a Basic User Account”
section on page 7-5.

What other procedures you perform when setting up new user accountsis a
function both of the complexity of your network and of the granularity of control
you desire. The other basic procedures detailed in this section include the
following:

» Setting Supplementary User Information, page 7-7

» Setting a Separate CHAP/MS-CHAP/ARAP Password, page 7-8
« Assigning a User to a Group, page 7-9

» Setting User Callback Option, page 7-10

- Assigning aUser to a Client IP Address, page 7-11

» Setting Network Access Restrictions for a User, page 7-12

» Setting Max Sessions Options for a User, page 7-17

» Setting User Usage Quotas Options, page 7-19

» Setting Options for User Account Disablement, page 7-21

« Assigning aPIX ACL to a User, page 7-22

Beyond these basic user setup options, there are also procedures for configuring
a user account for authentication via TACACS+ and RADIUS; these procedures
are located under the “ Advanced User Authentication Settings” section on

page 7-23.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
m. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.




| Chapter7  Setting Up and Managing User Accounts

Basic User Setup Options Il

The steps for editing user account settings are essentially identical to those
used when adding a user account but, to edit, you navigate directly to thefield
or fields to be changed. You can not edit the name associated with a user
account; to change a user name you must delete the user account and establish
another.

Bear in mind two things when setting up new user accounts:

« You must have configured a AAA client or external database to assign a user
toit

= You must enable most options from within the Interface Configuration
section for them to appear in User Setup.

Adding a Basic User Account

Step 1

Step 2

Step 3

This procedure details the minimum steps necessary to add a new user account to
the CiscoSecure user database.

To add a user account, follow these steps:

In the navigation bar, click User Setup.
Result: The User Setup Select page opens.
Type aname in the User box.

~

Note  The username can contain up to 32 characters. Names cannot contain
the following special characters:
#2"*><
Leading and trailing spaces are not allowed.

Click Add/Edit.

Result: The User Setup Edit page opens. The username being added appears at the
top of the page.
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Step 4 Ensure that the Account Disabled check box is not selected.

S,
Note  Alternatively, you can select the Account Disabled check box to

create a user account that is disabled, and enable the account at
another time.

Step5  Under Password Authentication in the User Setup table, select the applicable
authentication type from the list.

Tip The authentication types that appear reflect the databases that you have
configured in the Database Configuration area of the External User Databases
section.

Step6  Specify a single CiscoSecure PAP password by typing it in the first set of
Password and Confirm Password boxes.

Tip The CiscoSecure PAP password is also used for CHAP/MS-CHAP/ARAP if
the Separate CHAP/MS-CHAP/ARAP check box is not selected.

Tip You can configure the AAA client to ask for a PAP password first and then a
CHAP or MS-CHAP password so that when users dial in using a PAP
password, they will authenticate. For example, the following linein the AAA
client configuration file causes the AAA client to enable CHAP after PAP:
ppp authentication pap chap
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Do one of the following:

a. Tofinish configuring the user account options and establish the user account,
click Submit.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

For lengthy account configurations, you can click Submit before continuing.
Thiswill prevent loss of information you have already entered if an unforeseen
problem occurs.

Setting Supplementary User Information

Step 1

Step 2
Step 3

Supplementary User Information can contain up to five fields that you configure.
The default configuration comprises two fields: Real Name and Description.

For information about how to display and configure these optional fields, see the
“User Data Configuration Options” section on page 3-3.

To enter optional information into the Supplementary User Information table,
follow these steps:

Perform Steps 1 through 3 of the “ Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Compl ete each box that appears in the Supplementary User Info table.
Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Setting a Separate CHAP/MS-CHAP/ARAP Password

Setting a separate CHAP/MS-CHAP/ARAP password adds more security to
Cisco Secure ACS authentication. However, you must have a AAA client
configured to support the separate password.

To allow the user to authenticate using a CHAP, MS-CHAP, or ARAP password,
instead of the PAP password in the CiscoSecure user database, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Select the Separate CHAP/M S-CHAP/ARAP check box in the User Setup table.

Step3  Specify the CHAP/MS-CHAP/ARAP password to be used by typing it in each of
the second set of Password/Confirm boxes under the Separate
(CHAP/MS-CHAP/ARAP) check box.

~

Note  These Password and Confirm Password boxes are only required for
authentication by the Cisco Secure ACS database. Additionally, if a
user is assigned to a Vol P (null password) group, and the optional
password is also included in the user profile, the password is not used
until the user is re-mapped to a non-Vol P group.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Assigning a User to a Group

A user can only belong to one group in Cisco Secure ACS. The user inherits the
attributes and operations assigned to his or her group. However, in the case of
conflicting settings, the settings at the user level override the settings configured
at the group level.

By default, users are assigned to the Default Group. Users who authenticate via
the Unknown User method and who are not mapped to an existing
Cisco Secure ACS group are also assigned to the Default Group.

To assign a user to a group, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  From the Group to which user is assigned list in the User Setup table, select the
group to which you want to assign the user.

Step3 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Setting User Callback Option

Callback is a command string that is passed to the access server. You can use a
callback string to initiate a modem to call the user back on a specific number for
added security or reversal of line charges.

To set the user callback option, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Under Callback in the User Setup table, select the applicable option. Choices
include the following:

» Usegroup setting—Select if you want this user to use the setting for the
group.
< No callback allowed—Select to disable callback for this user.

« Callback using this number—Select and type the complete number,
including area code if necessary, on which to always call back this user.

« Dialup client specifies callback number—Select to enable the
Windows 95/98/M E or Windows NT/2000 dialup client to specify the
callback number.

- Use Microsoft NT/2000 callback settings—Select to use the settings
specified for Windows NT/2000 callback. Notethat, if aWindows account for
auser resides in aremote domain, the domain in which Cisco Secure ACS
resides must have a two-way trust with that domain for the Microsoft
NT/2000 callback settings to operate for that user.

N
Note  Thedial-in user must have configured software that supports
callback.
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Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Assigning a User to a Client IP Address

Step 1

Step 2

To assign a user to aclient | P address, follow these steps:

Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Under Client IP Address Assignment in the User Setup table, select the applicable
option. Choices include the following:

~

Note  The IP address assignment in User Setup overrides the |P address
assignment in Group Setup.

» Use group settings—Select this option to use the | P address group
assignment.

« No IP address assignment—Sel ect this option to override the group setting
if you do not want an IP address returned by the client.

- Assigned by dialup client—Select this option to use the |P address dialup
client assignment.

» Assign static | P address—Select this option and type the |P address in the
box, if a specific | P address should be used for this user.

S,

Note If the IP addressis being assigned from a pool of |P addresses or
by the dialup client, leave the Assign IP address box blank.
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« Assigned by AAA client pool—Select this option and type the AAA client
IP pool name in the box, if this user is to have the IP address assigned by an
IP address pool configured on the AAA client.

« Assigned from AAA pool—Select this option and type the applicable pool
nameinthebox, if thisuser isto have the | P address assigned by an | P address
pool configured onthe AAA server. Select the AAA server | P pool namefrom
the Available Pools list, and then click —> (right arrow button) to move the
name into the Selected Pools list. If there is more than one pool in the
Selected Pools list, the users in this group are assigned to the first available
pool in the order listed. To move the position of a pool in thelist, select the
pool name and click Up or Down until the pool isin the position you want.

Step3 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting Network Access Restrictions for a User

The Network Access Restrictions table in the Advanced Settings area of User
Setup enables you to apply NARs in three distinct ways:

« Apply existing shared NARs by name

» Define IP-based access restrictions to permit or deny user access to a
specified AAA client or to specified ports on a AAA client when an |P
connection has been established

« Define CLI/DNIS-based access restrictions to permit or deny user access
based on the CLI/DNIS used

~
Note  You can also use the CLI/DNIS-based access restrictions area to

specify other values. For more information, see the “ About Network
Access Restrictions” section on page 5-6.
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Typically, you define (shared) NARs from within the Shared Components section
so that these restrictions can be applied to more than one group or user. For more
information, seethe* Shared Network A ccess Restrictions Configuration” section
on page 5-7. You must have selected the User-Level Shared Network Access
Restriction check box on the Advanced Options page of the Interface
Configuration section for this set of options to appear in the Cisco Secure ACS
HTML interface.

However, Cisco Secure ACS also enables you to define and apply a NAR for a
single user from within the User Setup section. You must have enabled the
User-Level Network Access Restriction setting under the Advanced Options page
of the Interface Configuration section for single user |P-based filter options and
single user CLI/DNIS-based filter options to appear in the Cisco Secure ACS
HTML interface.

When an authentication request is forwarded by proxy to a Cisco Secure ACS,
any NARs for TACACS+ requests are applied to the | P address of the
forwarding AAA server, not to the I P address of the originating AAA client.

To set NARs for a user, follow these steps:

Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

To apply a previously configured shared NAR to this user, follow these steps:

S

Note  Toapply ashared NAR, you must previously have configured it under
Network Access Restrictions in the Shared Profile Components
section. For more information, see the “ Shared Network Access
Restrictions Configuration” section on page 5-7.

a. Select the Only Allow network access when check box.
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b. To specify whether one or all shared NARs must apply for the user to be
permitted access, select one of the following two options, as applicable:

« All selected NARS result in permit
« Any oneselected NAR resultsin permit

c. Select ashared NAR namein the NARs list, and then click —> (right arrow
button) to move the name into the Selected NARs list.

Tip To view the server details of the shared NARs you have selected to apply, you
can click either View |P NAR or View CLID/DNIS NAR, as applicable.

Step3  Todefineand apply aNAR, for this particular user, that permits or deniesthisuser
access based on IP address, or IP address and port, follow these steps:

Tip You should define most NARs from within the Shared Components section so
that they can be applied to more than one group or user. For more information,
see the “ Shared Network Access Restrictions Configuration” section on

page 5-7.

a. Inthe Network Access Restrictions table, under Per User Defined Network
Access Restrictions, select the Define | P-based access restrictions check
box.

b. To specify whether the subsequent listing specifies permitted or denied |P
addresses, from the Table Defines list, select one of the following:

- Permitted Calling/Point of Access L ocations

« Denied Calling/Point of Access L ocations
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c. Select or enter the information in the following boxes:

« AAA Client—Select All AAA Clients, or the name of a network device

group (NDG), or the name of the individual AAA client, to which to
permit or deny access.

» Port—Type the number of the port to which to permit or deny access.
You can use the wildcard asterisk (*) to permit or deny accessto all ports
on the selected AAA client.

« Address—Type the IP address or addresses to use when performing
access restrictions. You can type multiple entries separated by a comma
or use the wildcard asterisk (*).

d. Click enter.

Result: The specified AAA client, port, and address information appearsin
the table above the AAA Client list.

Step4  To permit or deny this user access based on calling location or values other than
an established | P address, follow these steps:

a. Select the Define CLI/DNI S based access restrictions check box.

b. To specify whether the subsequent listing specifies permitted or denied
values, from the Table Defines list, select one of the following:

» Permitted Calling/Point of Access L ocations

» Denied Calling/Point of Access L ocations
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c. Complete the following boxes:

S

Note  You must make an entry in each box. You can use the wildcard
asterisk (*) for all or part of avalue. The format you use must
match the format of the string you receive from your AAA client.
You can determine this format from your RADIUS Accounting
Log.

« AAA Client—Select All AAA Clients, or the name of the NDG, or the
name of the individual AAA client, to which to permit or deny access.

» PORT—Type the number of the port to which to permit or deny access.
You can use the wildcard asterisk (*) to permit or deny accessto all ports.

e CLI—Typethe CLI number to which to permit or deny access. You can
use the wildcard asterisk (*) to permit or deny access based on part of the
number.

Tip Thisis also the selection to use if you want to restrict access based on other
values such as a Cisco Aironet client’s MAC address. For more information,
see the “ About Network Access Restrictions” section on page 5-6.

» DNIS—Type the DNIS number to which to permit or deny access. Use
this to restrict access based on the number into which the user will be
dialing. You can use the wildcard asterisk (*) to permit or deny access
based on part of the number.

Tip Thisis also the selection to use if you want to restrict access based on other
values such as a Cisco Aironet AP's MAC address. For more information, see
the “ About Network Access Restrictions” section on page 5-6.

d. Click enter.

Result: The information, specifying the AAA client, port, CLI, and DNIS
appears in the table above the AAA Client list.
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Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting Max Sessions Options for a User

Note

Tip

The Max Sessions feature enables you to set the maximum number of
simultaneous connections permitted for this user. For Cisco Secure ACS
purposes, a session is considered any type of user connection supported by
RADIUS or TACACS+, for example PPP, or Telnet, or ARAP. Note, however, that
accounting must be enabled on the AAA client for Cisco Secure ACSto be aware
of asession. All session counts are based on user and group names only.

Cisco Secure ACS does not support any differentiation by type of session—all
sessions are counted as the same. To illustrate, a user with a Max Session count
of 1whoisdiaedintoaAAA client with a PPP session will be refused a
connection if that user then triesto Telnet to alocation whose accessis controlled
by the same ACS.

Each Cisco Secure ACS server holdsits own Max Sessions counts. Thereisno
mechanism for Cisco Secure ACS to share Max Sessions counts across
multiple servers. Therefore, if two Cisco Secure ACS servers are set up as a
mirror pair with the workload distributed between them, they will have
completely independent views of the Max Sessions totals.

If the Max Sessions table does not appear, click I nterface Configuration,
click Advanced Options. Then select the Max Sessions check box.
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To set max sessions options for a user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Inthe Max Sessions table, under Sessions available to user, select one of the
following three options:

+ Unlimited—Select to allow this user an unlimited number of simultaneous
sessions. (This effectively disables Max Sessions.)

» n—Select and then type the maximum number of simultaneous sessions to
allow this user.

» Usegroup setting—Select to use the Max Sessions value for the group.

Note  The default setting is Use group setting.

Note  User Max Sessions settings override the group Max Sessions settings.
For example, if the group Sales has a Max Sessions value of only 10,
but a user in the group Sales, John, has a User Max Sessions value of
Unlimited, John is still allowed an unlimited number of sessions.

Step3 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Setting User Usage Quotas Options

Tip

You can define usage quotas for individual users. You can limit users in one or
both of two ways:

» By total duration of sessions for the period selected
- By the total number of sessions for the period selected

For Cisco Secure ACS purposes, a session is considered any type of user
connection supported by RADIUS or TACACS+, for example PPP, or Telnet, or
ARAP. Note, however, that accounting must be enabled on the AAA client for
Cisco Secure ACS to be aware of a session. If you make no selections in the
Session Quotas section for an individual user, Cisco Secure ACS applies the
session quotas of the group to which the user is assigned.

If the User Usage Quotas feature does not appear, click Interface
Configuration followed by Advanced Options. Then select the Usage
Quotas check box.

The Current Usage table under the User Usage Quotas table on the User Setup
Edit page displays usage statistics for the current user. The Current Usage
table lists both online time and sessions used by the user, with columns for
daily, weekly, monthly, and total usage. The Current Usage table appears only
on user accounts that you have previously established; that is, it does not
appear during initial user setup.

For a user who has exceeded his quota, Cisco Secure ACS denies him access upon
his next attempt to start a session. If a quota is exceeded during a session,

Cisco Secure ACS allows the session to continue. If a user’s account has been
disabled because the user has exceeded usage quotas, the User Setup Edit page
displays a message stating that the account has been disabled for this reason.

You can reset the session quota counters on the User Setup page for a user. For
more information about resetting usage quota counters, see the “ Resetting User
Session Quota Counters” section on page 7-55.

To support time-based quotas, we recommend enabling accounting update packets
on all AAA clients. If update packets are not enabled, the quotais updated only
when the user logs off. If the AAA client through which the user is accessing your
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network fails, the quotais not updated. In the case of multiple sessions, such as
with ISDN, the quotais not updated until all sessions terminate, which means that
asecond channel will be accepted evenif thefirst channel has exhausted the user’s
guota.

To set usage quota options for a user, follow these steps:

Step1  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.
Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Inthe Usage Quotas table, select Use these settings.

Step3  To define a usage quota based on duration of sessions for a user, follow these
steps:
a. Select the Limit user to x hours of online time check box.

b. Type the number of hours to which you want to limit the user in the Limit
user to x hours of online time box. Use decimal values to indicate minutes.
For example, avalue of 10.5 would equal 10 hours and 30 minutes.

c. Select the period for which you want to enforce the time usage quota:
e per Day—From 12:01 a.m. until midnight
- per Week—From 12:01 am. Sunday until midnight Saturday

» per Month—From 12:01 a.m. on thefirst of the month until midnight on
the last day of the month

- Absolute—A continuous, open-ended count of hours

Step4  To define usage quotas based on the number of sessions for a user, follow these
steps:

a. Select the Limit user to x sessions check box.

b. Type the number of sessionsto which you want to limit the user in the Limit
user to x sessions box.
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c. Select the period for which you want to enforce the session usage quota:
e per Day—From 12:01 a.m. until midnight
» per Week—From 12:01 a.m. Sunday until midnight Saturday

- per Month—From 12:01 a.m. on the first of the month until midnight on
the last day of the month

- Absolute—A continuous, open-ended count of hours

Setting Options for User Account Disablement

The Account Disable feature defines the circumstances upon which a user’s
account is disabled.

Note Do not confuse this feature with account expiration due to password aging.
Password aging is defined for groups only, not for individual users. Also note
that this feature is distinct from the Account Disabled check box. For
instructions on how to disable a user account, see the “Disabling a User
Account” section on page 7-53.

Note  If the user is authenticated with a Windows NT/2000 external user database,
this expiration information is in addition to the information in the
Windows NT/2000 user account. Changes here do not alter settings configured
in Windows NT/2000.

To set options for user account disablement, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.
Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 7 Setting Up and Managing User Accounts |

W Basic User Setup Options

Step2 Do one of the following:
a. Select the Never option to keep the user account always enabled.

~

Note  Thisisthe default setting.

b. Select the Disable account if option to disable the account under specific
circumstances. Then, specify one or both of the circumstances under the
following boxes:

- Date exceeds—Select the Date exceeds: check box. Then select the
month and type the date and year on which to disable the account.

S,

Note  The default is 30 days after the user is added.

- Failed attempts exceed—Select the Failed attempts exceed check box
and then type the number of consecutive unsuccessful login attempts to
allow before disabling the account.

A

Note  The default is 5.

Step3 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Assigning a PIX ACL to a User

The Downloadable ACL sfeature enables you to assign a PIX Access Control List
(ACL) at the user level. You must have established one or more PIX ACLs before
attempting to assign one. For instructions on how to configure a downloadable
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Note

Step 1

Step 2
Step 3
Step 4

Advanced User Authentication Settings

PIX ACL using the Shared Profile Components section of the Cisco Secure ACS
HTML interface, see the “Adding a Downloadable PIX ACL” section on

page 5-3.

The Downloadable ACL s table does not appear if it has not been enabled. To
enable the Downloadable ACL s table, click Interface Configuration
followed by Advanced Options. Then select the User-L evel Downloadable
ACL s check box.

To assign a downloadable PIX ACL to a user account, follow these steps:

Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added and edited
appears at the top of the page.

Under the Downloadable ACL s section, click the Assign PIX ACL : check box.
Select a PIX ACL from the list.
Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Advanced User Authentication Settings

This section presentsthe activities you perform to configure user-level TACACS+
and RADIUS enable parameters.

This section contains the following subsections:
 TACACS+ Settings (User), page 7-24
» Advanced TACACS+ Settings (User), page 7-31
« RADIUS Attributes, page 7-36
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TACACS+ Settings (User)

The TACACS+ Settings section permits you to enable and configure the
servicel/protocol parameters to be applied for the authorization of a user. This
section contains the following procedures:

« Configuring TACACS+ Settings for a User, page 7-24

- Configuring a Shell Command Authorization Set for a User, page 7-26
» Configuring a PIX Command Authorization Set for a User, page 7-29
» Configuring the Unknown Service Setting for a User, page 7-31

Configuring TACACS+ Settings for a User

You can use this procedure to configure TACACS+ settings at the user level for
the following service/protocols:

- PPPIP
- PPPIPX

« PPP Multilink

« PPPApple Talk

- PPPVPDN

- PPPLCP

< ARAP

- Shell (exec)

» PIX Shell (pixShell)
- SLIP

You can also enable any new TACACS+ services that you may have configured.
Because having all service/protocol settings display within the User Setup section
would be cumbersome, you choose what settings to hide or display at the user
level when you perform configure the interface. For more information about
setting up new or existing TACACS+ services in the Cisco Secure ACSHTML
interface, see the “Protocol Configuration Options for TACACS+” section on

page 3-7.
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Step 2

Step 3

Step 4

e

0

Advanced User Authentication Settings

For more information about attributes, see Appendix C, “TACACS+
Attribute-Value Pairs,” or your AAA client documentation. For information on
assigning a PIX ACL, seethe “Assigning a PIX ACL to aUser” section on
page 7-22.

Before You Begin

» For the TACACS+ service/protocol configuration to be displayed, a AAA
client must have been configured to use TACACS+ as the security control
protocol.

- Inthe Advanced Options section of Interface Configuration, ensure that the
Per-user TACACS+/RADIUS Attributes check box is selected.

To configure TACACS+ settings for a user, follow these steps:

Click Interface Configuration and then click TACACS+ (Cisco 10S). In the
TACACS+ Services table, under the heading User, ensure that the check box is
selected for each service/protocol you want to configure.

Perform Steps 1 through 3 of the “ Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Scroll down to the TACACS+ Settings table and click the bolded service name
check box to enable that protocol; for example (PPP IP).

To enable specific parameters within the selected service, select the check box
next to a specific parameter and then do one of the following, as applicable:

a. Select the Enabled check box.
b. Specify avalue in the corresponding attribute box.

To specify ACLs and I P address pools, enter the name of the ACL or pool as
defined on the AAA client. Leave the box blank if the default (as defined on
the AAA client) should be used. For more information about attributes, see
Appendix C, “TACACS+ Attribute-Value Pairs,” or your AAA client
documentation. For information on assigning aPIX ACL, seethe®Assigning
aPIX ACL to aUser” section on page 7-22.

An ACL isalist of Cisco |OS commands used to restrict access to or from
other devices and users on the network.
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Step5  Toemploy custom attributesfor aparticular service, select the Custom attributes
check box under that service, and then specify the attribute/value in the box below
the check box.

Step6 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Configuring a Shell Command Authorization Set for a User

Use this procedure to specify the shell command authorization set parameters for
auser. You can choose one of five basic options:

« None—No authorization for shell commands

» Group—~For this user, the group-level shell command authorization set
applies

« Assign a Shell Command Authorization Set for any network device—One

shell command authorization set is assigned, and it applies all network
devices

« Assign a Shell Command Authorization Set on a per Network Device
Group Basis—Particular shell command authorization setsare to be effective
on particular NDGs

« Per User Command Authorization—Enablesyou to permit or deny specific
Cisco |OS commands and arguments at the user level

Before You Begin

- Ensurethat a AAA client has been configured to use TACACS+ as the
security control protocol.

« Inthe Advanced Options section of Interface Configuration, ensure that the
Per-user TACACS+/RADIUS Attributes check box is selected.
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« Inthe TACACS+ (Cisco) section of Interface Configuration, ensure that the
Shell (exec) option is selected in the User column.

« Ensure that you have previously configured one or more shell command
authorization sets. For detailed steps, see the “ Command Authorization Sets
Configuration” section on page 5-14.

To specify shell command authorization set parameters for a user, follow these
steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Scroll down to the TACACS+ Settings table and to the Shell Command
Authorization Set feature area within it.

Step3  To prevent the application of any shell command authorization set, select (or
accept the default of) the None option.

Step4  To assign the shell command authorization set at the group level, select the As
Group option.

Step5  To assign a particular shell command authorization set to be effective on any
configured network device, follow these steps:

a. Select the Assign a Shell Command Authorization Set for any network
device option.

b. Then, from the list directly below that option, select the shell command
authorization set you want applied to this user.

Step6  To create associations that assign a particular shell command authorization set to
be effective on a particular NDG, for each association, follow these steps:

a. Select the Assign a Shell Command Authorization Set on a per Network
Device Group Basis option.

b. Select aDevice Group and an associated Command Set.
c. Click Add Association.

Result: The associated NDG and shell command authorization set appear in
the table.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 7 Setting Up and Managing User Accounts |

Wl Advanced User Authentication Settings

Step7  To define the specific Cisco 10S commands and arguments to be permitted or
denied for this user, follow these steps:

a. Select the Per User Command Authorization option.
b. Under Unmatched Cisco |OS commands, select either Per mit or Deny.

If you select Permit, the user can issue all commands not specifically listed.
If you select Deny, the user can issue only those commands listed.

c. Tolist particular commands to be permitted or denied, select the Command
check box and then type the name of the command, define its argumentsusing
standard permit or deny syntax, and select whether unlisted arguments are to
be permitted or denied.

>

Warning  This is a powerful, advanced feature and should be completed by an
administrator skilled with Cisco 10S commands. Correct syntax is the
administrator’s responsibility. For information on how Cisco Secure ACS
employs pattern matching in command arguments, see the “About Pattern
Matching” section on page 5-14.

Tip To enter several commands, you must click Submit after specifying a
command. A new command entry box appears below the box you just
compl eted.

Step8 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Configuring a PIX Command Authorization Set for a User

Step 1

Step 2

Step 3

Use this procedure to specify the PIX command authorization set parameters for
auser. There are four basic options:

None—No authorization for PIX commands

Group—For this user, the group-level PIX command authorization set
applies
Assign a PIX Command Authorization Set for any network device—One

PIX command authorization set is assigned, and it applies to all network
devices

Assign a PIX Command Authorization Set on a per Network Device
Group Basis—Particular PIX command authorization sets are to be effective
on particular NDGs

Before You Begin

Ensure that a AAA client has been configured to use TACACS+ as the
security control protocol.

In the Advanced Options section of Interface Configuration, ensure that the
Per-user TACACS+/RADIUS Attributes check box is selected.

In the TACACS+ (Cisco) section of Interface Configuration, ensure that the
PIX Shell (pixShell) option is selected in the User column.

Ensure that you have previously configured one or more PIX command
authorization sets. For detailed steps, see the “Command Authorization Sets
Configuration” section on page 5-14.

To specify PIX command authorization set parameters for a user, follow these
steps:

Perform Steps 1 through 3 of the “ Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Scroll down to the TACACS+ Settings table and to the PIX Command

Authorization Set feature area within it.

To prevent the application of any PIX command authorization set, select (or
accept the default of) the None option.
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Step4  To assign the PIX command authorization set at the group level, select the As
Group option.

Step5  Toassign a particular PIX command authorization set to be effective on any
configured network device, follow these steps:

a. Select the Assign a PIX Command Authorization Set for any network
device option.

b. From the list directly below that option, select the PIX command
authorization set you want applied to this user.

Step6  To create associations that assign a particular PIX command authorization set to
be effective on a particular NDG, for each association, follow these steps:

a. Select the Assign a PIX Command Authorization Set on a per Network
Device Group Basis option.

b. Select aDevice Group and an associated Command Set.
c. Click Add Association.

Result: The associated NDG and PIX command authorization set appear in
the table.

Step7 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Configuring the Unknown Service Setting for a User

If you want TACACS+ AAA clients to permit unknown services, you can select
the Default (Undefined) Services check box under Checking this option will
PERMIT all UNKNOWN Services.

To configure the Unknown Service setting for a user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Scroll down to the table under the heading Checking this option will PERMIT all
UNKNOWN Services.

Step3  Toalow TACACS+ AAA clientsto permit unknown services for this user, select
the Default (Undefined) Services check box.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Advanced TACACS+ Settings (User)

The information presented in this section applies when you have a AAA client
with TACACS+ configured.

Je

ﬁ If the Advanced TACACS+ Settings (User) table does not appear, click
Inter face Configuration, click TACACS+ (Cisco 10S), and then click
Advanced TACACS+ Features.
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Details on configuring user options with the Advanced TACACS+ Settings are
presented in the following three procedures:

» Setting Enable Privilege Options for a User, page 7-32
» Setting TACACS+ Enable Password Options for a User, page 7-34
» Setting TACACS+ Outbound Password for a User, page 7-35

Setting Enable Privilege Options for a User

You use TACACS+ Enable Control with Exec session to control administrator
access. Typically, you use it for router management control. From the following
four basic options, you can select and specify the privilege level you want a user
to have.

» Use Group Level Setting—Sets the privileges for this user as those
configured at the group level.

« No Enable Privilege—Disallows enable privileges for this user.

~

Note  Thisisthe default setting.

« Max Privilege for any AAA Client—Enables you to select from alist the
maximum privilege level that will apply to this user on any AAA client on
which this user is authorized.

« DefineMax Privilegeon aper-Network Device Group Basis—Enablesyou
to associate maximum privilege levels to this user in one or more NDGs.

S

Note  For information about privilege levels, refer to your AAA client
documentation.

Tip You must configure NDGs from within I nterface Configuration before you can
assign user privilege levels to them.
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To select and specify the privilege level for a user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Under TACACS+ Enable Control in the Advanced TACACS+ Settings table,
select one of the four privilege options, as follows:

« Use Group Level Setting
» No Enable Privilege

S,

Note  (No Enable Privilegeisthe default setting; when setting up an new
user account, it should already be selected.)

» Max Privilege for Any Access Server
« Define Max Privilege on a per-Network Device Group Basis

Step3  If you selected Max Privilege for Any Access Server in Step 2, select the
appropriate privilege level from the corresponding list.

Step4  If you selected Define Max Privilege on a per-Network Device Group Basisin
Step 2, perform the following stepsto define the privilege levels on each NDG, as

applicable:
a. From the Device Group list, select a device group.
>
Note  You must have previously configured a device group for it to be

listed.

b. From the Privilege list, select a privilege level to associate with the selected
device group.
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c. Click Add Association.

Result: An entry appears in the table, associating the device group with a
particular privilege level.

d. Repeat Steps athrough ¢ for each device group you want to associate to this
user.

Jo

ﬁ To delete an entry, select the entry and then click Remove Associate.

Step5 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting TACACS+ Enable Password Options for a User
When setting the TACACS+ Enable Password Options for a user, you have three
options to chose from, as follows:
» Use CiscoSecure PAP password
» Use external database password
» Use separate password

To set the options for the TACACS+ Enable password, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.
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Step 2

Step 3
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Do one of the following:

a. To usethe information configured in the Password Authentication section,
select Use CiscoSecur e PAP password.

~

Note  For information about basic password setup, see the “Adding a
Basic User Account” section on page 7-5.

b. To employ an external database password, select Use external database
passwor d, and then choose from the list the database that authenticates this
user’s enable password.

S,

Note  Thelist of databases displays only the databases that you have
configured. For more information, see the “ About External User
Databases” section on page 11-4.

c. Toemploy aseparate password, click Use separ ate passwor d, and then type
and retype to confirm a control password for thisuser. This password is used
in addition to the regular authentication.

Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting TACACS+ Outbound Password for a User

The TACACS+ outbound password enables a AAA client to authenticate itself to
another AAA client via outbound authentication. The outbound authentication
can be PAP, CHAP, MS-CHAP, or ARAP, and resultsin the Cisco Secure ACS
password being given out. By default, the user’s ASCII/PAP or
CHAP/MS-CHAP/ARAP password is used. To prevent compromising inbound
passwords, you can configure a separate SENDAUTH password.
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A

Caution  Usean outbound password only if you are familiar with the use of aTACACS+
SendAuth/OutBound password.

To set a TACACS+ outbound password for a user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.
Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Type and retype to confirm a TACACS+ outbound password for this user.

Step3 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

RADIUS Attributes

You can configure user attributes for RADIUS authentication either generally, at
the IETF level, or for vendor-specific attributes (V SAs) on a vendor-by-vendor
basis. For general attributes, see the “ Setting IETF RADIUS Parameters for a
User” section on page 7-37. Cisco Secure ACS ships with many popular VSAs
already loaded and available to configure and apply. For information about
creating additional, custom RADIUS V SAs, see the “ User-Defined RADIUS
Vendors and VSA Sets” section on page E-27.

To configure the V SA for one of the RADIUS network device vendors supported
by Cisco Secure ACS, refer to the appropriate procedure as follows:

» Setting Cisco |OS/PIX RADIUS Parameters for a User, page 7-38
» Setting Ascend RADIUS Parameters for a User, page 7-39

» Setting Cisco VPN 3000 Concentrator RADIUS Parameters for a User,
page 7-41
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Setting Cisco VPN 5000 Concentrator RADIUS Parameters for a User,
page 7-42

Setting Microsoft RADIUS Parameters for a User, page 7-44
Setting Nortel RADIUS Parameters for a User, page 7-45
Setting Juniper RADIUS Parameters for a User, page 7-47
Setting BBSM RADIUS Parameters for a User, page 7-48

To configure custom V SASs, see the “ Setting Custom RADIUS Attributes for a
User” section on page 7-49.

Setting IETF RADIUS Parameters for a User

RADIUS attributes are sent as a profile for the user from Cisco Secure ACSto the
requesting AAA client.

These parameters display only if all the following are true:

A AAA client has been configured to use one of the RADIUS protocolsin
Network Configuration.

The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

User-level IETF RADIUS attributes have been enabled under RADIUS
(IETF) in the Interface Configuration section.

To display or hide any of these attributes in the HTML interface, see the
“Protocol Configuration Options for RADIUS” section on page 3-10.

For alist and explanation of RADIUS attributes, see Appendix D, “RADIUS
Attributes,” or the documentation for your particular network device using
RADIUS.

RADIUS (Cisco Aironet) is not an option since there are no Cisco
Aironet-specific VSAs. The length of user session timeouts is controlled by
IETF RADIUS attribute 27, Session-Timeout.
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To configure IETF RADIUS attribute settings to be applied as an authorization for
the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2 Inthe IETF RADIUS table, for each attribute that you need to authorize for the
current user, select the check box next to the attribute and then further define the
authorization for the attribute in the box or boxes next to it, as applicable.

Step3 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting Cisco IOS/PIX RADIUS Parameters for a User

The Cisco |OS RADIUS parameters appear only if all the following are true:

- A AAA client has been configured to use RADIUS (Cisco IOS/PIX) in
Network Configuration.

» The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

» User-level RADIUS (Cisco |OS/PIX) attributes have been enabled under
RADIUS (Cisco IOS/PIX) in the Interface Configuration section.

Cisco 10S RADIUS represents only the Cisco 10S VSAs. You must configure
both the IETF RADIUS and Cisco |OS RADIUS attributes.
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To configure and enable Cisco 10S RADIUS attributes to be applied as an
authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Before configuring Cisco |0OS RADIUS attributes, be sure your IETF RADIUS
attributes are configured properly. For more information about setting IETF
RADIUS attributes, see the “Setting IETF RADIUS Parameters for a User”
section on page 7-37.

Step3  Inthe Cisco IOS/PIX RADIUS Attributes table, to specify the attributes to be
authorized for the user, follow these steps:

a. Select the [009\001] cisco-av-pair attribute check box.

b. Type the commands (such as TACACS+ commands) to be packed as a
RADIUS VSA.

c. Continue to select and define attributes, as applicable.
Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting Ascend RADIUS Parameters for a User

The Ascend RADIUS parameters appear only if all the following are true:

« A AAA client has been configured to use RADIUS (Ascend) in Network
Configuration.

e The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

« User-level RADIUS (Ascend) attributes you intend to apply have been
enabled under RADIUS (Ascend) in the Interface Configuration section.
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Ascend RADIUS represents only the Ascend proprietary attributes. You must
configure both the IETF RADIUS and Ascend RADIUS attributes. Proprietary
attributes override |ETF attributes.

The default attribute setting displayed for RADIUS is Ascend- Renot e- Addr .

Note  To hide or display Ascend RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Ascend)” section on page 3-14.

To configure and enable Ascend RADIUS attributes to be applied as an
authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Before configuring Ascend RADIUS attributes, be sure your IETF RADIUS
attributes are configured properly. For more information about setting IETF
RADIUS attributes, see the “ Setting IETF RADIUS Parameters for a User”
section on page 7-37.

Step3  Inthe Ascend RADIUS Attributes table, to specify the attributes that should be
authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.
b. Further define the authorization for that attribute in the box next to it.
c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Setting Cisco VPN 3000 Concentrator RADIUS Parameters for a User

Step 1

Step 2

The Cisco VPN 3000 Concentrator RADIUS attribute configurations appear only
if all the following are true:

« A AAA client has been configured to use RADIUS (Cisco VPN 3000) in
Network Configuration.

e The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

» User-level RADIUS (Cisco VPN 3000) attributes you intend to employ have
been enabled under RADIUS (Cisco VPN 3000) in the Interface
Configuration section.

Cisco VPN 3000 Concentrator RADIUS represents only the Cisco VPN 3000
Concentrator VSA. You must configure both the IETF RADIUS and Cisco VPN
3000 Concentrator RADIUS attributes.

To hide or display Cisco VPN 3000 Concentrator RADIUS attributes, see the
“Setting Protocol Configuration Options for RADIUS (Cisco VPN 3000)”
section on page 3-15.

To configure and enable Cisco VPN 3000 Concentrator RADIUS attributes to be
applied as an authorization for the current user, follow these steps:

Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Before configuring Cisco VPN 3000 Concentrator RADIUS attributes, be sure
your |ETF RADIUS attributes are configured properly.

For more information about setting IETF RADIUS attributes, see the “ Setting
IETF RADIUS Parameters for a User” section on page 7-37.
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Step3  Inthe Cisco VPN 3000 Concentrator Attribute table, to specify the attributes that
should be authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.
b. Further define the authorization for that attribute in the box next to it.
c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting Cisco VPN 5000 Concentrator RADIUS Parameters for a User

The Cisco VPN 5000 Concentrator RADIUS attribute configurations display only
if al the following are true:

« A AAA client has been configured to use RADIUS (Cisco VPN 5000) in
Network Configuration.

e The Per-user TACACS+RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

» User-level RADIUS (Cisco VPN 5000) attributes you intend to employ have
been enabled under RADIUS (Cisco VPN 5000) in the Interface
Configuration section.

Cisco VPN 5000 Concentrator RADIUS represents only the Cisco VPN 5000
Concentrator VSA. You must configure both the IETF RADIUS and Cisco VPN
5000 Concentrator RADIUS attributes.

Note  To hide or display Cisco VPN 5000 Concentrator RADIUS attributes, see the
“Setting Protocol Configuration Options for RADIUS (Cisco VPN 5000)”
section on page 3-16.
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To configure and enable Cisco VPN 5000 Concentrator RADIUS attributes to be
applied as an authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Before configuring Cisco VPN 5000 Concentrator RADIUS attributes, be sure
your |ETF RADIUS attributes are configured properly. For more information
about setting IETF RADIUS attributes, see the “ Setting IETF RADIUS
Parameters for a User” section on page 7-37.

Step3  Inthe Cisco VPN 5000 Concentrator Attribute table, to specify the attributes that
should be authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.
b. Further define the authorization for that attribute in the box next to it.
c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 7 Setting Up and Managing User Accounts |

Wl Advanced User Authentication Settings

Setting Microsoft RADIUS Parameters for a User

Microsoft RADIUS provides V SAs supporting Microsoft Point-to-Point
Encryption (MPPE), which is an encryption technology developed by Microsoft
to encrypt point-to-point (PPP) links. These PPP connections can beviaadial-in
line, or over a Virtual Private Network (VPN) tunnel. The Microsoft RADIUS
attribute configurations display only if both the following are true:

« A AAA client has been configured in Network Configuration that uses a
RADIUS protocol that supports the Microsoft RADIUS VSA.

» The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

» Theuser-level RADIUS (Microsoft) attributes you intend to employ have
been enabled under RADIUS (Microsoft) in the Interface Configuration
section.

The following Cisco Secure ACS RADIUS protocols support the Microsoft
RADIUSVSA:

- CiscolOS

« Cisco VPN 3000
» Cisco VPN 5000
- Ascend

Microsoft RADIUS represents only the Microsoft VSA. You must configure both
the IETF RADIUS and Microsoft RADIUS attributes.

Note  To hide or display Microsoft RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Microsoft)” section on page 3-17.

To configure and enable Microsoft RADIUS attributes to be applied as an
authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.
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Step2  Before configuring Cisco |OS RADIUS attributes, be sure your IETF RADIUS
attributes are configured properly. For more information about setting IETF
RADIUS attributes, see the “Setting IETF RADIUS Parameters for a User”
section on page 7-37.

Step3  IntheMicrosoft RADIUS Attributes table, to specify the attributes that should be
authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.
b. Further define the authorization for that attribute in the box next to it.
c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.

~
Note The MS-CHAP-MPPE-Keys attribute value is generated by
Cisco Secure ACS,; thereisno valueto set in the HTML interface.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting Nortel RADIUS Parameters for a User

The Nortel RADIUS parameters appear only if all the following are true:

« A AAA client has been configured to use RADIUS (Nortel) in Network
Configuration.

» The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

» User-level RADIUS (Nortel) attributes you intend to apply have been enabled
under RADIUS (Nortel) in the Interface Configuration section.
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Nortel RADIUS represents only the Nortel proprietary attributes. You must
configure both the IETF RADIUS and Nortel RADIUS attributes. Proprietary
attributes override |ETF attributes.

Note  To hide or display Nortel RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Nortel)” section on page 3-18.

To configure and enable Nortel RADIUS attributes to be applied as an
authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Before configuring Nortel RADIUS attributes, be sure your IETF RADIUS
attributes are configured properly. For more information about setting IETF
RADIUS attributes, see the “ Setting IETF RADIUS Parameters for a User”
section on page 7-37.

Step3  Inthe Nortel RADIUS Attributes table, to specify the attributes that should be
authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.
b. Further define the authorization for that attribute in the box next to it.
c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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Setting Juniper RADIUS Parameters for a User

The Juniper RADIUS parameters appear only if all the following are true:

« A AAA client has been configured to use RADIUS (Juniper) in Network
Configuration.

e The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

» User-level RADIUS (Juniper) attributes you intend to apply have been
enabled under RADIUS (Juniper) in the Interface Configuration section.

Juniper RADIUS represents only the Juniper proprietary attributes. You must
configure both the IETF RADIUS and Juniper RADIUS attributes. Proprietary
attributes override |ETF attributes.

Note  To hide or display Juniper RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Juniper)” section on page 3-19.

To configure and enable Juniper RADIUS attributes to be applied as an
authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Before configuring Juniper RADIUS attributes, be sure your IETF RADIUS
attributes are configured properly. For more information about setting IETF
RADIUS attributes, see the “Setting IETF RADIUS Parameters for a User”
section on page 7-37.

Step3  Inthe Juniper RADIUS Attributes table, to specify the attributes that should be
authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.
b. Further define the authorization for that attribute in the box next to it.
c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.
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Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting BBSM RADIUS Parameters for a User

The BBSM RADIUS parameters appear only if all the following are true:

« A AAA client has been configured to use RADIUS (BBSM) in Network
Configuration.

» The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

» User-level RADIUS (BBSM) attributes you intend to apply have been
enabled under RADIUS (BBSM) in the Interface Configuration section.

BBSM RADIUS represents only the BBSM proprietary attributes. You must
configure both the IETF RADIUS and BBSM RADIUS attributes. Proprietary
attributes override |ETF attributes.

Note  To hide or display BBSM RADIUS attributes, see the “ Setting Protocol
Configuration Options for RADIUS (Cisco BBSM)” section on page 3-20.

To configure and enable BBSM RADIUS attributes to be applied as an
authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Before configuring BBSM RADIUS attributes, be sure your IETF RADIUS
attributes are configured properly. For more information about setting IETF
RADIUS attributes, see the “Setting IETF RADIUS Parameters for a User”
section on page 7-37.
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Step3  Inthe BBSM RADIUS Attributes table, to specify the attributes that should be
authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.
b. Further define the authorization for that attribute in the box next to it.
c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.

Setting Custom RADIUS Attributes for a User

Custom RADIUS parameters appear only if all the following are true:

« You have defined and configured the custom RADIUS VSAs. (For
information about creating user-defined RADIUS VSAS, see the
“User-Defined RADIUS Vendors and VSA Sets” section on page E-27.)

« A AAA client has been configured in Network Configuration that uses a
RADIUS protocol that supports the custom VSA.

» The Per-user TACACS+/RADIUS Attributes check box is selected under
Advanced Options in the Interface Configuration section.

« User-level RADIUS (custom name) attributes you intend to apply have been
enabled under RADIUS (custom name) in the Interface Configuration
section.

You must configure both the IETF RADIUS and the custom RADIUS attributes.
Proprietary attributes override IETF attributes.
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To configure and enable custom RADIUS attributes to be applied as an
authorization for the current user, follow these steps:

Stepl  Perform Steps 1 through 3 of the “Adding a Basic User Account” section on
page 7-5.

Result: The User Setup Edit page opens. The username being added or edited
appears at the top of the page.

Step2  Before configuring custom RADIUS attributes, be sure your IETF RADIUS
attributes are configured properly. For more information about setting IETF
RADIUS attributes, see the “Setting IETF RADIUS Parameters for a User”
section on page 7-37.

Step3  Inthe RADIUS custom name Attributes table, to specify the attributes that should
be authorized for the user, follow these steps:

a. Select the check box next to the particular attribute.

b. Further define the authorization for that attribute in the box next to it, as
required.

c. Continue to select and define attributes, as applicable.

For more information about attributes, see Appendix D, “RADIUS
Attributes,” or your AAA client documentation.

Step4 Do one of the following:

a. If you are finished configuring the user account options, click Submit to
record the options.

b. To continue to specify the user account options, perform other proceduresin
this chapter, as applicable.
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User Management

This section describes how to use the Cisco Secure ACS User Setup section to
perform avariety of user account managerial tasks.

This section contains the following procedures:
- Listing All Users, page 7-51

Finding a User, page 7-52

- Disabling a User Account, page 7-53

- Deleting a User Account, page 7-54

» Resetting User Session Quota Counters, page 7-55

» Resetting a User Account after Login Failure, page 7-55
» Saving User Settings, page 7-56

Listing All Users

The Cisco Secure ACS User List displays all user accounts (enabled and
disabled). The list includes, for each user, the username, status, and the group to
which the user belongs.

Usernames are displayed in the order in which they were entered into the
database. Thislist cannot be sorted.

Note  You can also generate areport of all users, sorted by groups, by using the
command-line utility, CSUtil.exe. For more information, see Appendix E,
“Cisco Secure ACS Command-Line Database Utility.”

To view alist of all user accounts, follow these steps:

Stepl  Inthe navigation bar, click User Setup.
Result: The User Setup Select page opens.
Step2  Click List All Users.
Result: In the display area on the right, the User List appears.
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Step3  To view or edit the information for an individual user, click the username in the
right window.

Result: The user’s account information appears.

Finding a User

To find a user, follow these steps:

Step1  Inthe navigation bar, click User Setup.
Result: The User Setup Select page opens.
Step2  Typethe namein the User box and then click Find.

Tip You can use wildcard characters (*) in this box.

Tip To display alist of usernames that begin with a particular letter or number,
click theletter or number in the alphanumeric list. A list of users whose names
begin with that letter or number opens in the display area on the right.

Result: The username, status (enabled or disabled), and group to which the user
belongs appear in the display area on the right.

Step3  Toview or edit theinformation for the user, click the usernamein the display area
on the right.

Result: The user’s account information appears.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
m. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.




| Chapter7  Setting Up and Managing User Accounts

User Management Il

Disabling a User Account

Step 1

Step 2
Step 3

Step 4
Step 5

This procedure details how to manually disable a user account in the CiscoSecure
user database.

To configure the conditions by which a user account will automatically be
disabled, see the “ Setting Options for User Account Disablement” section on
page 7-21.

Thisis not to be confused with account expiration due to password aging.
Password aging is defined for groups only, not for individual users.

To disable a user account, follow these steps:

In the navigation bar, click User Setup.

Result: The User Setup Select page opens.

In the User box, type the name of the user whose account is to be disabled.
Click Add/Edit.

Result: The User Setup Edit page opens. The username being edited appears at the
top of the page.

Select the Account Disabled check box.
Click Submit at the bottom of the page.
Result: The specified user account is disabled.
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Deleting a User Account
A

Caution  If you are authenticating using the Unknown User policy, you must also delete
the user account from the external user database. This prevents the username
from being automatically re-added to the CiscoSecure user database the next
time the user attemptsto log in.

To delete a user account, follow these steps:

Stepl  Click User Setup.
Result: The User Setup Select page of the HTML interface opens.
Step2  Inthe User box, type the complete username to be deleted.

)

Note  Alternatively, you can click List All Users and then select the user
from the list that appears.

Step3  Click Add/Edit.
Step4 At the bottom of the User Setup page, click Delete.

~

Note  The Delete button appearsonly when you are editing user information,
not when you are adding a username.

Result: A popup window appears that asks you to confirm the user deletion.
Step5  Click OK.
Result: The user account is removed from the CiscoSecure user database.
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Resetting User Session Quota Counters

You can reset the session quota counters for a user either before or after the user
exceeds a quota.

To reset user usage quota counters, follow these steps:

Stepl  Click User Setup.
Result: The Select page of the HTML interface opens.

Step2  Inthe User box, type the complete username of the user whose session quota
counters you are going to reset.

~

Note  Alternatively, you can click List All Users and then select the user
from the list that appears.

Step3  Click Add/Edit.

Step4  Inthe Session Quotas section, select the Reset All Counters on submit check
box.

Step5  Click Submit at the bottom of the browser page.

Result: The session quota counters are reset for this user. The User Setup Select
page appears.

Resetting a User Account after Login Failure

Perform this procedure when an account is disabled because the failed attempts
count has been exceeded during an unsuccessful user attempt to log in.

To reset a user account after login failure, follow these steps:

Stepl  Click User Setup.
Result: The User Setup Select page of the HTML interface opens.
Step2  Inthe User box, type the complete username of the account to be reset.
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~

Note  Alternatively, you can click List All Users and then select the user
from the list that appears.

Step3  Click Add/Edit.

Step4  Inthe Account Disable table, select the Reset current failed attempts count on
submit check box, and then click Submit.

Result: The Failed attempts since last successful login: counter resetsto O (zero)
and the system re-enables the account.

Note  This counter shows the number of unsuccessful login attempts since the last
time this user logged in successfully.

Note  If the user authenticates with a Windows NT/2000 external user database, this
expiration information is in addition to the information in the
Windows NT/2000 user account. Changes here do not alter settings configured
in Windows NT/2000.

Saving User Settings

After you have completed configuration for a user, be sure to save your work.
To save the configuration for the current user, follow these steps:

Stepl  To save the user account configuration, click Submit.

Step2  To verify that your changes were applied, type the username in the User box and
click Add/Edit, and then review the settings.
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CHAPTER 8

Establishing Cisco Secure ACS
System Configuration

This chapter addresses the features found in the System Configuration section of
Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS).

It contains the following topics:
- Service Control, page 8-2
- Logging, page 8-3
« Date Format Control, page 8-3
» Password Validation, page 8-4
» CiscoSecure Database Replication, page 8-6
- RDBMS Synchronization, page 8-24
» Cisco Secure ACS Backup, page 8-40
» Cisco Secure ACS System Restore, page 8-45
» Cisco Secure ACS Active Service Management, page 8-48
« |P Pools Server, page 8-52
» [P Pools Address Recovery, page 8-59
« VolP Accounting Configuration, page 8-60
» Cisco Secure ACS Certificate Setup, page 8-61
- Certification Authority Setup, page 8-70
- Global Authentication Setup, page 8-73
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Service Control

Cisco Secure ACS comprises several Windows NT/2000 services. The Service
Control page provides basic status information about the services, enables you to
configure the service log files, and to stop or restart the services. For more
information about Cisco Secure ACS services, see Appendix H,

“Cisco Secure ACS Internal Architecture.”

This section contains procedures for the following subjects:
« Determining the Status of Cisco Secure ACS Services, page 8-2
« Stopping, Starting, or Restarting Services, page 8-2

You can also configure Cisco Secure ACS servicelogs. For moreinformation, see
the “ Configuring Service Logs” section on page 9-35.

Determining the Status of Cisco Secure ACS Services

You can determine whether Cisco Secure ACS services are running or stopped by
accessing the Service Control page.

To determine the status of Cisco Secure ACS services, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click Service Control.

Result: The status of the services appears in the CiscoSecure ACS on hosthame
table, where hostname is the name of the Cisco Secure ACS server.

Stopping, Starting, or Restarting Services

You can stop, start, or restart Cisco Secure ACS servicesas needed. Thisachieves
the same result as starting and stopping Cisco Secure ACS services from within
Windows NT/2000 Control panel. This stops, starts, or restarts the

Cisco Secure ACS services except for CSAdmin, which is responsible for the
HTML interface.
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Note If the CSAdmin service needs to be restarted, you can do so using the Control
Panel Services applet; however, itisbest to allow Cisco Secure ACSto handle
the services because there are dependencies in the order in which the services
are started.

To stop, start, or restart Cisco Secure ACS services, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click Service Control.

Result: The status of the services appears in the CiscoSecure ACS on hosthame
table, where hostname is the name of the Cisco Secure ACS server.

If the services are running, the Restart and Stop buttons appear at the bottom of

the page.

If the services are stopped, the Start button appears at the bottom of the page.
Step3  Click Stop, Start, or Restart, as applicable.

Result: The status of Cisco Secure ACS services changes to the state appropriate
to the button you clicked.

Logging

Cisco Secure ACS generates comma-separated value by default, or ODBC log
filesif so configured, for the administrative and accounting events for the
protocols and options you have enabled. For more information, including
configuration steps, see Chapter 9, “Working with Logging and Reports.”

Date Format Control

Cisco Secure ACS allowsfor one of two possible date formatsin itslogs, reports,
and administrative interface. You can choose either a month/day/year format or a
day/month/year format.
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Setting the Date Format
A

Note  If you have reports that were generated before you changed the date format,
be sure to move or rename them to avoid conflicts. For example, if you are
using the month/day/year format, Cisco Secure ACS assigns the name
2001-07-12.csv to areport generated on July 12, 2001. If you subsequently
change to the day/month/year format, on December 7, 2001,

Cisco Secure ACS creates afile also named 2001-07-12.csv and overwrites
the existing file.

To set the date format, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click Date Format Control.
Result: Cisco Secure ACS displays the Date Format Selection table.
Step3  Select adate format option.
Step4  Click Submit & Restart.

Result: Cisco Secure ACS restarts its services and implements the date format
you selected.

Note  For the new date format to be seen in the HTML interface reports, you must
restart the connection to the Cisco Secure ACS server. Click the Logoff button
(abutton with an X) in the upper-right corner of the browser window.

Password Validation

The Password Validation option enables you to configure validation parameters
for user passwords. Cisco Secure ACS enforces these ruleswhen an administrator
changes a user password in the CiscoSecure user database and when a user
attemptsto change passwords using the CiscoSecure A uthentication Agent appl et.
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Password validation options apply only to user passwords stored in the
CiscoSecure user database. They do not apply to passwords in user records
kept in external user databases nor do they apply to enable or admin passwords
for Cisco |OS network devices.

Setting Password Validation Options

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

The password validation options are listed below:

- Password length between X and Y character s—Enforces that password
lengths be between the values specified in the X and Y boxes, inclusive.
Cisco Secure ACS supports passwords up to 32 characters in length.

» Password may not contain the username—Requires that a user password
does not contain the username anywhere within it.

» Password is different from the previous value—Requires a user’s new
password to be different from the previous password.

» Password must be alphanumeric—Requires a user password to contain
both letters and numbers.

To configure password validation options, follow these steps:

In the navigation bar, click System Configuration.
Click Password Validation.
Result: The Password Validation Options page appears.

In Password length between X and Y characters, type the minimum valid number
of characters for a password in the X box.

In Password length between X and Y characters, type the maximum valid number
of characters for a password in the Y box.

To disallow passwords that contain the username, select the Password may not
contain the username check box.

To require that a user’ s password must be different than the user’s previous
password, select the Password is different from the previous value check box.
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Step7  Torequire that passwords must contain both letters and numbers, select the
Password must be alphanumeric check box.

Step8  Click Submit.

Result: Cisco Secure ACS restarts its services and implements the password
validation settings you specified.

CiscoSecure Database Replication

This section provides information about the CiscoSecure Database Replication
feature, including procedures for implementing this feature and configuring the
Cisco Secure ACS serversinvolved. This section contains the following topics:

» About CiscoSecure Database Replication, page 8-6

« Important Implementation Considerations, page 8-10

- Database Replication Versus Database Backup, page 8-11
- Database Replication Logging, page 8-12

» Replication Options, page 8-13

» Implementing Primary and Secondary Replication Setups on
Cisco Secure ACS Servers, page 8-16

» Configuring a Secondary Cisco Secure ACS Server, page 8-17
« Replicating Immediately, page 8-18

» Scheduling Replication, page 8-20

» Disabling CiscoSecure Database Replication, page 8-23

- Database Replication Event Error Alert Notification, page 8-23

About CiscoSecure Database Replication

Database replication helps make your AAA environment more fault tolerant.
Database replication hel ps create mirror systems of Cisco Secure ACS servers by
duplicating parts of the primary Cisco Secure ACS server setup to one or more
secondary Cisco Secure ACS servers. You can configure your AAA clientsto use
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these secondary Cisco Secure ACS serversif the primary Cisco Secure ACS
server fails or is unreachable. With a secondary Cisco Secure ACS server whose
CiscoSecure database is a replica of the primary Cisco Secure ACS server’'s
CiscoSecure database, if the primary Cisco Secure ACS server goes out of
service, incoming requests are authenticated without network downtime, provided
that your AAA clients are configured to failover to the secondary

Cisco Secure ACS server.

Database replication allows you to do the following:

» Select the parts of the primary Cisco Secure ACS servers's configuration to
be replicated

- Control the timing of the replication process, including creating schedules
- Export selected configuration items from the primary system

» Securely transport selected configuration data from the primary
Cisco Secure ACS server to one or more secondary Cisco Secure ACS
servers

» Update the secondary Cisco Secure ACS servers to create matching
configurations

With regard to database replication, we make the following distinctions about
Cisco Secure ACS servers:

e Primary Cisco Secure ACS server—A Cisco Secure ACS server that sends
replicated CiscoSecure database components to other Cisco Secure ACS
servers.

» Secondary Cisco Secure ACS server—A Cisco Secure ACS server that
receives replicated CiscoSecure database components from a primary
Cisco Secure ACS server. In the HTML interface, these are identified as
replication partners.

A Cisco Secure ACS server can be both a primary server and a secondary server,
provided that it is not configured to be a secondary server to a Cisco Secure ACS
server for which it performs as a primary server. Bidirectional replication,
wherein an Cisco Secure ACS server both sends database components to and
receives database components from the same remote Cisco Secure ACS servetr, is
not supported.

| 78-13751-01, Version 3.0
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Note  All Cisco Secure ACS servers involved in replication must run the same
release of the Cisco Secure ACS software, including patch level. For example,
if the primary Cisco Secure ACS server is running Cisco Secure ACS
version 3.0.1, all secondary Cisco Secure ACS servers should be running
Cisco Secure ACS version 3.0.1.

Replication Process

The database replication process in this section describes the interaction between
aprimary Cisco Secure ACS server and a secondary Cisco Secure ACS server.
This process occurs between a primary Cisco Secure ACS server and each of its
secondary Cisco Secure ACS servers.

The database replication process begins when the primary Cisco Secure ACS
server compares the list of database componentsit is configured to replicate with
the list of database components each secondary Cisco Secure ACS server is
configured to replicate. The primary Cisco Secure ACS server only replicates
those database components that it is configured to send and that the secondary
Cisco Secure ACS server is configured to receive. If the secondary

Cisco Secure ACS server is not configured to receive any of the components that
the primary Cisco Secure ACS server is configured to send, the database
replication is aborted.

After the primary Cisco Secure ACS server has determined which components to
send to the secondary Cisco Secure ACS server, the replication process continues
on the primary Cisco Secure ACS server as follows:

1. The primary Cisco Secure ACS server stops its authentication and creates a
copy of the CiscoSecure database components that it is configured to
replicate. During this step, if AAA clients are configured properly, those that
usually use the primary Cisco Secure ACS server failover to another
Cisco Secure ACS server.

2. The primary Cisco Secure ACS server resumes its authentication service. It
also compresses and encrypts the copy of its database components for
transmission to the secondary Cisco Secure ACS server.

3. The primary Cisco Secure ACS server transmits the compressed, encrypted
copy of its database components to the secondary Cisco Secure ACS server.
This transmission occurs over a TCP connection, using port 2000. The TCP
session uses an encrypted, Cisco-proprietary protocol.
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After the preceding events on the primary Cisco Secure ACS server, the database
replication process continues on the secondary Cisco Secure ACS server as
follows:

1. Thesecondary Cisco Secure ACS server receives the compressed, encrypted
copy of the primary Cisco Secure ACS server’'s CiscoSecure database
components. After transmission of the database components is complete, the
secondary Cisco Secure ACS server uncompresses the database components.

2. The secondary Cisco Secure ACS server stops its authentication service and
replaces its database components with the database components it received
from the primary Cisco Secure ACS server. During this step, if AAA clients
are configured properly, those that usually use the secondary
Cisco Secure ACS server failover to another Cisco Secure ACS server.

3. The secondary Cisco Secure ACS server resumes its authentication service.

A Cisco Secure ACS server can act as both a primary server and a secondary
server. Figure 8-1 shows a cascading replication scenario. Server 1 actsonly asa
primary Cisco Secure ACS server, replicating to servers 2 and 3, which act as
secondary Cisco Secure ACS servers. After replication from server 1 to server 2
has completed, server 2 acts as a primary Cisco Secure ACS server while
replicating to servers 4 and 5. Similarly, server 3 acts as a primary

Cisco Secure ACS server while replicating to servers 6 and 7.

Figure 8-1 Cascading Database Replication
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Replication Frequency

The frequency with which your Cisco Secure ACS servers replicate can have
important implications for overall AAA performance. With shorter replication
frequencies, a secondary server is more up-to-date with the primary server. This
allows for amore current secondary Cisco Secure ACS server if the primary
Cisco Secure ACS server fails, including a more current CiscoSecure user
database.

There is a cost to having frequent replications. The greater the frequency of
replication, the higher the load on a multi-server Cisco Secure ACS architecture
and your network environment. Because Cisco Secure ACS transfers replicated
data more often, network traffic load is much higher. Also, processing load on the
synchronizing systemsisincreased. Replication consumes system resources, and
the more often replication is repeated, the greater the impact on the

Cisco Secure ACS server’s AAA performance.

This issue is more apparent with large databases or frequently changing
databases. Database replication isanon-incremental, destructive backup. In other
words, it completely replaces the database and configuration on the secondary
Cisco Secure ACS server every time it isrun. Therefore, if the database being
transferred is large, the amount of data being transferred can be substantial, and
the processing overhead can also be large.

Important Implementation Considerations

Several important points bear consideration when implementing the CiscoSecure
Database Replication feature:

» Cisco Secure ACS only supports database replication to other
Cisco Secure ACS servers. All Cisco Secure ACS servers participating in
CiscoSecure database replication must run the same version and patch level
of Cisco Secure ACS.

« Only suitably configured, valid Cisco Secure ACS hosts can be secondary
Cisco Secure ACS servers. To add a secondary Cisco Secure ACS server,
configure the Cisco Secure ACS server in the AAA Serverstablein the
Network Configuration section. When a Cisco Secure ACS server isadded to
the AAA Serverstable, it appears for selection as a secondary
Cisco Secure ACS server inthe AAA Serverslist under Replication Partners
on the CiscoSecure Database Replication page.
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» Replication to secondary Cisco Secure ACS servers takes place sequentially
in the order listed in the Replication list under Replication Partners on the
CiscoSecure Database Replication page.

» Thesecondary Cisco Secure ACS server receiving the replicated components
must be configured to accept database replication from the primary
Cisco Secure ACS server. To configure asecondary Cisco Secure ACS server
for database replication, seethe“ Configuring a Secondary Cisco Secure ACS
Server” section on page 8-17.

» Cisco Secure ACS does not support bidirectional database replication. The
secondary Cisco Secure ACS server receiving the replicated components
verifies that the primary Cisco Secure ACS server is not on its Replication
list. If not, the secondary Cisco Secure ACS server accepts the replicated
components. If so, it rejects the components.

- To replicate user-defined RADIUS vendor and vendor-specific attribute
(VSA) configurations successfully, user-defined RADIUS vendor and V SA
definitions to be replicated must be identical on the primary and secondary
Cisco Secure ACS servers, including the RADIUS vendor slots that the
user-defined RADIUS vendors occupy. For more information about
user-defined RADIUS vendors and V SAS, see the “User-Defined RADIUS
Vendors and VSA Sets” section on page E-27.

Database Replication Versus Database Backup

Do not confuse database replication with system backup. Database replication is
not a replacement for System Backup. While both features provide protection
from partial or complete server loss, each feature addressestheissuein adifferent
way.

System Backup archives data into a format that you can later use to restore the

configuration if the system fails or the data becomes corrupted. The backup data
is stored on the local hard drive and can be copied and removed from the system
for long-term storage. You can store several generations of database backup files.

CiscoSecure Database Replication offers the convenience of copying various
components of the CiscoSecure database to other Cisco Secure ACS servers. This
can help you plan afailover AAA architecture and can help reduce the complexity
of your configuration and maintenance tasks. While it is unlikely, it is possible
that CiscoSecure Database Replication can propagate a corrupted database to the
Cisco Secure ACS servers that generate your backup files.
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Caution  Thepossibility of backing up acorrupted database exists regardl ess of whether
you use CiscoSecure Database Replication. Because of this small risk, if you
are using Cisco Secure ACS in mission-critical environments, we strongly
recommend that you implement a backup plan that accounts for this
possibility. For more information about backing up the Cisco Secure ACS
system or the CiscoSecure database, see the “ Cisco Secure ACS Backup”
section on page 8-40 and Appendix E, “Cisco Secure ACS Command-Line
Database Utility.”

Database replication provides fairly comprehensive replication of

Cisco Secure ACS servers, but it does not replicate all the Cisco Secure ACS
setup. Because Cisco Secure ACS relies on several communication dynamic link
libraries (DLLs), database replication does not include external authentication
sources. Because the system administrator manually determines which DLLs are
installed, database replication cannot rely on the necessary DLL s being present
on the replication partners. Use the Cisco Secure ACS System Backup feature to
back up these parts of the Cisco Secure ACS configuration.

Database Replication Logging

Regardless of whether replication events are successful or not, Cisco Secure ACS
logs all replication eventsin two files:

e The Windows NT/2000 Event Log
» The Database Replication report

To view the Windows NT/2000 Event Log, use the Windows NT/2000
administration utilities. You can view recent reports in the Reports and Activity
section of Cisco Secure ACS.

For more information about Cisco Secure ACS reports, see Chapter 9, “Working
with Logging and Reports.”
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Replication Options

The Cisco Secure ACS HTML interface provides three sets of options for
configuring CiscoSecure Database Replication:

» Replication Components Options, page 8-13
» Replication Scheduling Options, page 8-14
» Replication Partners Options, page 8-15

Replication Components Options

You can specify both the CiscoSecure database components that a

Cisco Secure ACS server sends as a primary Cisco Secure ACS server and the
components that it receives as a secondary Cisco Secure ACS server. To create a
mirror system, all items must be selected.

Note  The CiscoSecure database components received by a secondary
Cisco Secure ACS server overwrite the secondary Cisco Secure ACS server’'s
own CiscoSecure database components. Any information unique to the
overwritten database component is lost.

The options that control the components replicated appear in the Replication
Components table on the CiscoSecure Database Replication page and are as
follows:

« User and group database—Replicate the information for groups and users.

« AAA Serversand AAA Clientstables—Replicate the AAA Servers tables
and the AAA Clients tables in the Network Configuration section.

- Distribution table—Replicate the Proxy Distribution Table in the Network
Configuration section.

» Interface configuration—Replicate the Advanced Options settings from the
Interface Configuration section.

» Interface security settings—Replicate the security information for the
Cisco Secure ACSHTML interface.

- Password validation settings—Replicate the password validation settings.
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If mirroring the entire database with a secondary Cisco Secure ACS server might
send confidential information, such as the proxy distribution table, you can
configure the primary Cisco Secure ACS server to send only a specific category
of database information.

Note  Cisco Secure ACS does not replicate server certificates used for EAP-TLS
authentication. Certificates are unique to aserver; therefore, they are excluded
from the replication process.

Replication Scheduling Options

You can specify when CiscoSecure database replication occurs. The options that
control when replication occurs appear in the Replication Scheduling table on the
CiscoSecure Database Replication page and are as follows:

« Manually—Cisco Secure ACS does not perform automatic database
replication.

» Automatically Triggered Cascade—Cisco Secure ACS performs database
replication to the configured list of secondary Cisco Secure ACS servers
when database replication from a primary Cisco Secure ACS server
completes. This enables you to build a propagation hierarchy of
Cisco Secure ACS servers, relieving a primary Cisco Secure ACS server
from the burden of propagating the replicated components to every other
Cisco Secure ACS server. For an illustration of cascade replication, see
Figure 8-1 on page 8-9.

» Every X minutes—Cisco Secure ACS performs, on aset frequency, database
replication to the configured list of secondary Cisco Secure ACS servers. The
unit of measurement is minutes, with a default update frequency of 60
minutes.

- At specifictimes...—Cisco Secure ACS performs, at thetime specified in the
day and hour graph, database replication to the configured list of secondary
Cisco Secure ACS servers. The minimum resolution is one hour, and the
replication takes place on the hour selected.
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Replication Partners Options

Note

You can specify the Cisco Secure ACS servers for which a Cisco Secure ACS
performs as a primary Cisco Secure ACS server or as a secondary

Cisco Secure ACS server. The options that control the Cisco Secure ACS servers
with which a Cisco Secure ACS server isinvolved for replication appear in the
Replication Partners table on the CiscoSecure Database Replication page and are
asfollows:

« AAA Server—This list represents the AAA servers configured in the AAA
Serverstable in Network Configuration to which a Cisco Secure ACS server
does not send replicated components.

» Replication—This list represents the Cisco Secure ACS servers configured
in the AAA Servers table in Network Configuration to which the
Cisco Secure ACS server does send replicated components. These are
Cisco Secure ACS servers for which the Cisco Secure ACS server you are
configuring acts as a primary Cisco Secure ACS server.

» Accept replication from—The Cisco Secure ACS server selected in thislist
is the Cisco Secure ACS server from which the current Cisco Secure ACS
server does accept replicated components. If Any Known CiscoSecure ACS
for Windows 2000/NT Server is selected, the Cisco Secure ACS server
accepts replicated components from any Cisco Secure ACS server
configured in the AAA Servers table in Network Configuration. This list
defines whether this server acts as a secondary Cisco Secure ACS server for
asingle Cisco Secure ACS server or all Cisco Secure ACS identified in the
AAA Serverstable.

Cisco Secure ACS does not support bidirectional database replication. A
secondary Cisco Secure ACS server receiving replicated components verifies
that the primary Cisco Secure ACS server isnot on its Replication list. If not,
the secondary Cisco Secure ACS server accepts the replicated components. If
so, it rejects the components.

For more information about the AAA Serverstablein Network Configuration, see
the “AAA Server Configuration” section on page 4-15.
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Implementing Primary and Secondary Replication Setups on
Cisco Secure ACS Servers

If you implement a replication scheme that uses cascading replication, the
Cisco Secure ACS server configured to replicate only when it has received
replicated components from another Cisco Secure ACS server acts both as a
primary Cisco Secure ACS server and as a secondary Cisco Secure ACS server.
First, it acts as a secondary Cisco Secure ACS server while it receives replicated
components, and then it acts as a primary Cisco Secure ACS while it replicates
components to other Cisco Secure ACS servers. For an illustration of cascade
replication, see Figure 8-1 on page 8-9.

To implement primary and secondary replication setups on Cisco Secure ACS
servers, follow these steps:

Stepl  On each secondary Cisco Secure ACS server, follow these steps:

a. Inthe Network Configuration section, add the primary Cisco Secure ACS
server to the AAA Servers table.

For more information about adding entriesto the AAA Servers table, see the
“AAA Server Configuration” section on page 4-15.

b. Configure the secondary Cisco Secure ACS server to receive replicated
components. For instructions, see the “Configuring a Secondary
Cisco Secure ACS Server” section on page 8-17.

Step2  Onthe primary Cisco Secure ACS server, follow these steps:

a. IntheNetwork Configuration section, add each secondary Cisco Secure ACS
server to the AAA Servers table.

For more information about adding entries to the AAA Serverstable, see the
“AAA Server Configuration” section on page 4-15.

b. Toreplicate according to a schedule, at intervals, or whenever the primary
Cisco Secure ACS server has received replicated components from another
Cisco Secure ACS server, see the “ Scheduling Replication” section on
page 8-20.

c. Toinitiate replication immediately, see the “Replicating Immediately”
section on page 8-18.
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Configuring a Secondary Cisco Secure ACS Server

~

Note

A

If this feature does not appear, click I nterface Configuration, click
Advanced Options, and select the CiscoSecure ACS Database Replication
check box. Also, verify that the Distributed System Settings check box is
selected; if not, select the Distributed System Settings check box.

The CiscoSecure Database Replication feature requires that you configure
Cisco Secure ACS servers that are to receive replication components, that is, that
you configure Cisco Secure ACS servers to act as secondary Cisco Secure ACS
servers. The components that a secondary Cisco Secure ACS server isto receive
must be explicitly specified, as must be its primary Cisco Secure ACS server or
servers.

Replication isalwaysinitiated by the primary Cisco Secure ACS server. For more
information about sending replication components, see the “Replicating
Immediately” section on page 8-18 or the “ Scheduling Replication” section on
page 8-20.

Caution

Step 1
Step 2
Step 3

Step 4

The CiscoSecure database components received by a secondary

Cisco Secure ACS server overwrite the secondary Cisco Secure ACS server’'s
own CiscoSecure database components. Any information unique to the
overwritten database component is lost.

To configure a Cisco Secure ACS server to be a secondary Cisco Secure ACS
server, follow these steps:

Log in to the secondary Cisco Secure ACS server’s HTML interface.
In the navigation bar, click System Configuration.

Click CiscoSecure Database Replication.

Result: The Database Replication Setup page appears.

Select the Receive check box for each database component to be received from a
primary Cisco Secure ACS server.

For more information about replication components, see the “Replication
Components Options” section on page 8-13.
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Step5  If the secondary Cisco Secure ACS server isto receive replication components
from only one primary Cisco Secure ACS server, from the Accept replication
from list, select the other Cisco Secure ACS server name.

S,

Note  The primary Cisco Secure ACS servers available in the Accept
replication from list is determined by the AAA Serverstablein the
Network Configuration section. For more information about the AAA
Servers table, see the “AAA Server Configuration” section on
page 4-15.

Step6  If the secondary Cisco Secure ACS server is to receive replication components
from more than one primary Cisco Secure ACS server, from the Accept
replication from list, select Any Known CiscoSecure ACS for Windows
2000/NT Server.

The Any Known CiscoSecure ACS for Windows 2000/NT Server optionislimited
to the Cisco Secure ACS servers listed in the AAA Serverstable in Network
Configuration.

Step7  Click Submit.

Result: Cisco Secure ACS saves the replication configuration, and at the
frequency or times you specified, Cisco Secure ACS begins accepting the
replicated components from the other Cisco Secure ACS servers you specified.

Replicating Immediately

You can manually start database replication.

Note  Replication cannot occur until you have configured at |east one secondary
Cisco Secure ACS server. For more information about configuring a
secondary Cisco Secure ACS server, see the “Configuring a Secondary
Cisco Secure ACS Server” section on page 8-17.
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Step 3

Step 4

Step 5

Step 6

Step 7

CiscoSecure Database Replication W

To initiate database replication immediately, follow these steps:

Log in to the primary Cisco Secure ACS server’'s HTML interface.
In the navigation bar, click System Configuration.
Click CiscoSecure Database Replication.

S

Note  If thisfeature does not appear, click Interface Configuration, click
Advanced Options, and select the CiscoSecure ACS Database
Replication check box. Also, verify that the Distributed System
Settings check box is selected; if not, select the Distributed System
Settings check box.

Result: The Database Replication Setup page appears.

For each CiscoSecure database component you want to replicate to a secondary
Cisco Secure ACS server, under Replication Components, select the
corresponding Send check box.

For each secondary Cisco Secure ACS that you want the primary

Cisco Secure ACS server to replicate its select components to, select the
secondary Cisco Secure ACS server from the AAA Servers list, and then click
—> (right arrow button).

To remove secondary Cisco Secure ACS servers from Replication list, select the
secondary Cisco Secure ACS server in the Replication list, and then click <—
(left arrow button).

Result: The selected secondary Cisco Secure ACS server appearsin the AAA
Servers list.

At the bottom of the browser window, click Replicate Now.

Result: Cisco Secure ACS saves the replication configuration. Cisco Secure ACS
immediately begins sending replicated database components to the secondary
Cisco Secure ACS servers you specified.
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Scheduling Replication

You can schedule when a primary Cisco Secure ACS server sends its replication
componentsto asecondary Cisco Secure ACS server. For more information about
replication scheduling options, see the “ Configuring a Secondary

Cisco Secure ACS Server” section on page 8-17.

Note  Replication cannot occur until the secondary Cisco Secure ACS servers are
configured properly. For more information about receiving replication
components, see the “Configuring a Secondary Cisco Secure ACS Server”
section on page 8-17.

To schedule when a primary Cisco Secure ACS server replicates to its secondary
Cisco Secure ACS servers, follow these steps:

Stepl  Login to the primary Cisco Secure ACS server’s HTML interface.
Step2  Inthe navigation bar, click System Configuration.
Step3  Click CiscoSecure Database Replication.

~

Note If thisfeature does not appear, click Interface Configuration, click
Advanced Options, and select the CiscoSecure ACS Database
Replication check box. Also, verify that the Distributed System
Settings check box is selected; if not, select the Distributed System
Settings check box.

Result: The Database Replication Setup page appears.

Step4  To specify which CiscoSecure database components the primary
Cisco Secure ACS server isto send to its secondary Cisco Secure ACS servers,
under Replication Components, select the corresponding Send check box for each
database component to be sent.

For more information about replication components, see the “Replication
Components Options” section on page 8-13.
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Step5  To have the primary Cisco Secure ACS server send replication componentsto its
secondary Cisco Secure ACS servers at regular intervals, under Replication
Scheduling, select the Every X minutes option and in the X box type the length
of the interval at which Cisco Secure ACS should perform replication.

)

Note  Because Cisco Secure ACS is momentarily shut down during
replication, a short replication interval may cause frequent failover of
your AAA clientsto other Cisco Secure ACS servers. If AAA clients
are not properly configured to failover to other Cisco Secure ACS
servers, the brief interruption in authentication service may prevent
users from authenticating.

Step6  To schedule times at which the primary Cisco Secure ACS server sends its
replication components to its secondary Cisco Secure ACS servers, follow these
steps:

a. Under Replication Scheduling, select the At specific times option.

b. Inthe day and hour graph, click the times at which you want
Cisco Secure ACS to perform replication.

Tip Clicking times of day on the graph selects those times; clicking again clears
them. At any time you can click Clear All to clear all hours, or you can click
Set All to select all hours.

Step7  To havethe primary Cisco Secure ACS server send replication components
immediately upon receiving replication components from another
Cisco Secure ACS server, select the Automatically triggered cascade option.

~

Note If you specify the Automatically triggered cascade option, you must
configure another Cisco Secure ACS server to act as a primary
Cisco Secure ACS server to this server; otherwise, this
Cisco Secure ACS server never replicates to its secondary
Cisco Secure ACS servers.
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Step8  To specify the secondary Cisco Secure ACS servers for the primary
Cisco Secure ACS server, follow these steps:

~

Note  For moreinformation about replication partners, see the “ Replication
Partners Options” section on page 8-15.

a. Inthe Replication Partnerstable, from the AAA Serverslist, select the name
of a secondary Cisco Secure ACS server to which you want the primary
Cisco Secure ACS server to send its selected replication components.

~

Note  The secondary Cisco Secure ACS servers available in the AAA
Serverslist is determined by the AAA Servers table in Network
Configuration. For more information about the AAA Servers
table, see the “AAA Server Configuration” section on page 4-15.

b. Click —> (right arrow button).
Result: The selected secondary Cisco Secure ACS server moves to the
Replication list.

¢. Repeat Steps aand b for each secondary Cisco Secure ACS server to which
you want the primary Cisco Secure ACS server to send its selected
replication components.

d. If you move more than one secondary Cisco Secure ACS server to the
Replication list, assign the order in which the primary Cisco Secure ACS
replicates to them. Click Up and Down to move selected Cisco Secure ACS
servers in the Replication list until you have created the order you want.

Step9  Click Submit.
Result: Cisco Secure ACS saves the replication configuration you created.
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Disabling CiscoSecure Database Replication

You can disable scheduled CiscoSecure database replications without losing the
schedule itself. This allows you to cease scheduled replications temporarily and
later resume them without having to re-enter the schedule information.

To disable CiscoSecure database replication, follow these steps:

Stepl  Login to the primary Cisco Secure ACS server’s HTML interface.
Step2  Inthe navigation bar, click System Configuration.
Step3  Click CiscoSecure Database Replication.

Result: The Database Replication Setup page appears.
Step4  Inthe Replication Components table, clear all check boxes.
Step5  Inthe Replication Scheduling table, select the Manually option.
Step6  Click Submit.

Result: Cisco Secure ACS does not permit any replication to or from this
Cisco Secure ACS server.

Database Replication Event Error Alert Notification

If replication fails, Cisco Secure ACS displays an error message in red at the top
of the Database Replication page. In addition to error notification, the message
also displays the error code generated by the last unsuccessful run and suggests
you check the error log messages generated for previousfailures. To acknowledge
and close the message, click OK.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 8  Establishing Cisco Secure ACS System Configuration |

Bl RDBMS Synchronization

RDBMS Synchronization

This section provides information about the RDBM S Synchronization feature,
including procedures for implementing this feature, both within

Cisco Secure ACSand the external datasourceinvolved. Thissection containsthe
following topics:

- About RDBMS Synchronization, page 8-24
« RDBMS Synchronization Components, page 8-25

» Cisco Secure ACS Database Recovery Using the accountActions Table,
page 8-28

» Reports and Event (Error) Handling, page 8-29
» Preparing to Use RDBM S Synchronization, page 8-29
» Considerations for Using CSV-Based Synchronization, page 8-30

» Configuring a System Data Source Name for RDBM S Synchronization,
page 8-32

« RDBMS Synchronization Options, page 8-33

« Performing RDBMS Synchronization Immediately, page 8-35
- Scheduling RDBMS Synchronization, page 8-37

» Disabling Scheduled RDBM S Synchronizations, page 8-39

About RDBMS Synchronization

The RDBMS Synchronization feature provides the ability to update the
CiscoSecure user database with information from an ODBC-compliant data
source. The ODBC-compliant data source can be the RDBM S database of a
third-party application. It can also be an intermediate file or database that a
third-party system updates. Regardless of where the file or database resides,
Cisco Secure ACS reads the file or database via the ODBC connection. You can
also regard RDBM S Synchronization as an APl—anything you can configure for
auser, group, or device through the Cisco Secure ACS HTML interface, you can
alternatively maintain through this feature. RDBM S Synchronization supports
addition, modification, and deletion for all dataitems it can access.
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You can configure synchronization to occur on a regular schedule. You can also

perform synchronizations manually, updating the CiscoSecure user database on
demand.

Synchronization performed by a single Cisco Secure ACS server can update the
internal databases of other Cisco Secure ACS servers, so that you only need
configure RDBM S Synchronization on one Cisco Secure ACS server.
Communication between Cisco Secure ACS servers for the purposes of RDBM S
Synchronization occurs using an encrypted, Cisco-proprietary protocol.

RDBMS Synchronization Components

The RDBMS Synchronization feature comprises two components:

- CSDBSync—A dedicated Windows NT/2000 Service that performs
automated user and group account management services for
Cisco Secure ACS

« accountActions Table—The data object that holds information used by
CSDBSync to update the CiscoSecure user database

About CSDBSync

The CSDBSync service uses an ODBC system data source name (DSN) to access
the accountActions table. See Figure 8-2 on page 8-26. It looks specifically for a

table named “accountActions”. Synchronization events fail if CSDBSync cannot
access the accountActions table.
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Figure 8-2 RDBMS Synchronization
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CSDBSync reads each record from the accountActions table and updates the
CiscoSecure user database as specified by the action code in the record. For
example, arecord could instruct CSDBSync to add a user or a change a user’s
password. After CSDBSync processes each record, it deletes the record from the
table.

CSDBSync both reads and writes (del etes records) in the accountActions table.
Thisrequiresthat the database user account that you configure the system DSN to
use must have both read and write privileges.

For more information about CSDBSync or other Windows services used by
Cisco Secure ACS, see Appendix H, “Cisco Secure ACS Internal Architecture.”

About the accountActions Table

The accountActions table contains a set of rows that define actions CSDBSync is
to perform in the CiscoSecure user database. Each row in the accountActions
table holds user, user group, or AAA client information. Each row also contains
an action field and several other fields. These fields provide CSDBSync with the
information it needs to update the CiscoSecure user database. For full details of
the accountActions table format and available actions, see Appendix G, “ODBC
Import Definitions.”
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The database containing the accountActions table must support a multi-threaded
ODBC driver. Thisisrequired to prevent problemsin the event that

Cisco Secure ACS and the third-party system attempt to access the
accountActions table simultaneously.

Cisco Secure ACSincludesfilesto help you create your accountActions table for
several common formats. You can find these files on the Cisco Secure ACS server
in the following location, assuming a default installation of Cisco Secure ACS:

C:\Program Fi | es\ Ci scoSecure ACS vX.X\ CSDBSync\ Dat abases
The Databases directory contains the following subdirectories:
» Access—Containsthe file Gi scoSecure Transacti ons. ndb.

Ci scoSecure Transactions. ndb contains a preconfigured accountActions
table. When you install Cisco Secure ACS, the installation routine creates a
system DSN named CiscoSecure DBSync. This system DSN configured to
communicate with Ci scoSecure Transacti ons. ndb.

Note By default, the username and password for the
Ci scoSecure Transactions. ndb database are set to null. To increase
the security of RDBMS synchronizations performed using this
database, change the username and password, bothintheci scoSecure
Transact i ons. mdb database and in Cisco Secure ACS. Any other
processes that access the Ci scoSecure Transacti ons. mib database
should be changed to use the new username and password, too.

« CSV—Contains the files accountactions and schema.ini.

The accountactions file is the accountActions table in a comma-separated
value file. The schema.ini file provides the Microsoft ODBC text file driver
with the information it needs to access the accountactions file.

- Oracle 7—Contains the files accountActions.sgl and testData.sql.

The accountActions.sql file contains the Oracle 7 SQL procedure needed to
generate an accountActions table. The testData.sql file contains Oracle 7
SQL procedures for updating the accountActions table with sample
transactions that CSDBSync can process.
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« Oracle 8—Contains the files accountActions.sgl and testData.sql.

The accountActions.sql file contains the Oracle 8 SQL procedure needed to
generate an accountActions table. The testData.sql file contains Oracle 8
SQL procedures for updating the accountActions table with sample
transactions that CSDBSync can process.

« SQL Server 6.5—Contains the files accountActions.sgl and testData.sql.

The accountActions.sql file contains the Microsoft SQL Server 6.5 SQL
procedure needed to generate an accountActions table. The testData.sql file
contains Microsoft SQL Server 6.5 SQL procedures for updating the
accountActions table with sample transactions that CSDBSync can process.

Cisco Secure ACS Database Recovery Using the accountActions
Table

Because the RDBM S Synchronization feature deletes each record in the ODBC
Import table after processing the record, the accountActions table can be
considered a transaction queue. The RDBM S Synchronization feature does not
maintain a transaction log/audit trail. If alog is required, the external system that
addsrecordsto the accountActionstable must createit. Unlessthe external system
can recreate the entire transaction history in the accountActions table, we
recommend that you construct atransaction log file for recovery purposes. To do
this, create a second table that is stored in a safe location and backed up on a
regular basis. In that second table, mirror all the additions and updates to records
in the accountActions table.

If the databaseislarge, it isnot practical to recreate the CiscoSecure user database
by replaying the transaction log for the entire history of the system. Instead, create
regular backups of the CiscoSecure user database and replay the transaction logs
from the time of most recent backup to bring the CiscoSecure user database back
in synchronization with the third-party system. For information on creating
backup files, see the “ Cisco Secure ACS Backup” section on page 8-40.

Replaying transaction logs that slightly predate the checkpoint does not damage
the CiscoSecure user database, although some transactions might be invalid and
reported as errors. Aslong as the entire transaction log is replayed, the
CiscoSecure user database is consistent with the external RDBM S application’s
database.
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Reports and Event (Error) Handling

The CSDBSync service provides event and error logging. For more information

about the RDBM S Synchronization log, see the “RDBMS Synchronization Log”

section on page 9-16. For more information about the CSDBSync service log, see
the “ Service Logs’ section on page 9-34.

During manual synchronizations, Cisco Secure ACS provides visual alertsto
notify you of problems that occurred during synchronization.

Preparing to Use RDBMS Synchronization

Step 1

Step 2
Step 3

Synchronizing the CiscoSecure user database using data from the accountActions
table requires that you complete several significant steps external to

Cisco Secure ACS before configuring the RDBM S Synchronization feature
within Cisco Secure ACS. If you are planning to use a CSV file as your
accountActions table, also see the “Considerations for Using CSV-Based
Synchronization” section on page 8-30.

To prepare to use RDBMS Synchronization, follow these steps:

Determine where you want to create the accountActionstable and in what format.
For more information about the accountActions table, see the “About the
accountActions Table” section on page 8-26. For details on the format and
content of the accountActions table, see Appendix G, “ODBC Import
Definitions.”

Create your accountActions table.

Configure your third-party system to generate records and update the
accountActions table with them. This will most likely involve creating stored
procedures that write to the accountActions table at a triggered event; however,
the mechanism for maintaining your accountActions table is unique to your
implementation. If the third-party system you are using to update the
accountActions table is a commercial product, for assistance, refer to the
documentation supplied by your third-party system vendor.

For information about the format and content of the accountActions table, see the
Appendix G, “ODBC Import Definitions.”
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Step4  Validateyour third-party systemto ensurethat it updates the accountActionstable
properly. Rows generated in the accountActions table must be valid. For details
on the format and content of the accountActions table, see Appendix G, “ODBC
Import Definitions.”

S,
Note  After testing that the third-party system updates the accountActions

table properly, discontinue updating the accountActions table until
after you have completed Step 5 and Step 6 below.

Step5  Set up asystem DSN on the Cisco Secure ACS server. For steps, see the
“Configuring a System Data Source Name for RDBM S Synchronization” section
on page 8-32.

Step6  Schedule RDBMS synchronization in Cisco Secure ACS. For steps, see the
“Scheduling RDBM S Synchronization” section on page 8-37.

Step7  Configure your third-party system to begin updating the accountActions table
with information to be imported into the CiscoSecure user database.

Step8  Confirm that RDBMS synchronization is operating properly by monitoring the
RDBMS Synchronization report in the Reports and Activity section. For more
information about the RDBMS Synchronization log, see the “RDBMS
Synchronization Log” section on page 9-16.

Also, monitor the CSDBSync service log. For more information about the
CSDBSync service log, see the “Service Logs” section on page 9-34.

Considerations for Using CSV-Based Synchronization

The behavior of the Microsoft ODBC driver for text files creates significant
additional considerations if you are planning to use a CSV-based accountActions
table. The Microsoft ODBC driver for text files always operates in a read-only
mode. It cannot delete records from a CSV accountActionstable. Because of this,
synchronization eventsinitiated or scheduled in the HTML interface never release
the CSV file, so the updates to the accountActions table from your third-party
system fail.
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The solution is to initiate synchronization events from a script, such asa DOS
batch file. In the script, RDBM S synchronization isinitiated with the CSDBSync
-run command.

Assuming a default installation, CSDBSync.exe isinstalled at:
C:\ Program Fi | es\ Ci scoSecure ACS vX. X\ CSDBSync

After you have written a script that uses the CSDBsync command, you can
schedul e synchronization events using the Windows at command. For
information about the at command, please refer to your Microsoft Windows
documentation.

Also, due to limitations of the Microsoft ODBC text file driver, using the CSV
format requires a change to the accountactions CSV file shipped with

Cisco Secure ACS and to Cisco Secure ACS configuration. For more
information, see the “ Preparing for CSV-Based Synchronization” section on
page 8-31.

Preparing for CSV-Based Synchronization

Step 1

Step 2

If you want to use a CSV file for your accountActions table, some additional
configuration is necessary. This is because the Microsoft ODBC CSV driver
cannot access the accountActions table unless the file has a .csv file extension.

To prepare for RDBM S synchronization using a CSV file, follow these steps:

Rename the accountactions CSV file installed on your Cisco Secure ACS server
to account acti ons. csv.

Assuming adefault installation of Cisco Secure ACS, the accountactionsfileisat
the following location:

C:.\ Program Fi | es\ G scoSecure ACS vX. X\ CSDBSync\ Dat abases\ CSV

Edit the Windows registry:
a. Access the following key:
HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ci sco\ G scoAAAvX. X\ CSDBSync

b. Edit the OdbcUpdateTable value from Account Acti ons to
account acti ons. csv.

c. Saveyour changes to the registry.
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Step3 At aDOS prompt, follow these steps:

a. Type:
net stop CSDBSync

and press Enter.

b. Type:
net start CSDBSync

and press Enter.

Result: The Microsoft ODBC CSV driver can now access the accountActions
CSV file properly.

Configuring a System Data Source Name for RDBMS
Synchronization

On the Cisco Secure ACS server, asystem DSN must exist for Cisco Secure ACS
to access the accountActions table. If you plan to use the

Ci scoSecure Transacti ons. ndb Microsoft Access database provided with
Cisco Secure ACS, you can usetheGi scoSecure DBSync system DSN rather than
creating one.

For more information about the Gi scoSecure Transacti ons. mdb file, see the
“Preparing to Use RDBM S Synchronization” section on page 8-29.

To create asystem DSN for use with RDBM S synchronization, follow these steps:

Step1  In Windows Control Panel, double-click the ODBC Data Sources icon.

Step2  Inthe ODBC Data Source Administrator window, click the System DSN tab.
Step3  Click Add.

Step4  Select the driver you need to use with your new DSN, and then click Finish.

Result: A dialog box displays fields requiring information specific to the ODBC
driver you selected.

Step5  Inthe Data Source Name box, type a descriptive name for the DSN.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
EE. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.




| Chapter8 Establishing Cisco Secure ACS System Configuration

RDBMS Synchronization W

Step6  Complete the other fields required by the ODBC driver you selected. Thesefields
may include information such as the | P address of the server on which the
ODBC-compliant database runs.

Step7  Click OK.

Result: The name you assigned to the DSN appears in the System Data Sources
list.
Step8  Close the ODBC window and Windows Control Panel.

Result: The System DSN to be used by Cisco Secure ACS to access your
accountActions table is created on your Cisco Secure ACS server.

RDBMS Synchronization Options

The RDBM S Synchronization Setup page, available from System Configuration,
provides control of the following items:

- RDBMS Setup Options, page 8-34—Defines how Cisco Secure ACS
accesses the accountActions table

« Synchronization Scheduling Options, page 8-34—Defines when
synchronization occurs

« Synchronization Partners Options, page 8-35—Defines which
Cisco Secure ACS servers are synchronized with data from the
accountActions table
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RDBMS Setup Options

The RDBMS Synchronization feature provides the following RDBM S setup
options:;

- Data Source—Specifies which of all the system DSNs available on the
Cisco Secure ACS server is to be used to access the accountActions table

» Username—Specifies the username Cisco Secure ACS should use to access
the database that contains the accountActions table

)

Note  The database user account specified by the username must have
sufficient privileges to read and write to the accountActions table.

» Passwor d—Specifies the password Cisco Secure ACS uses to access the
database that contains the accountActions table

Synchronization Scheduling Options

The RDBMS Synchronization feature provides the following scheduling options:

» Manually—Cisco Secure ACS does not perform automatic RDBM S
synchronization.

» Every X minutes—Cisco Secure ACS performs synchronization on a set
frequency. The unit of measurement is minutes, with a default update
frequency of 60 minutes.

« At specific times...—Cisco Secure ACS performs synchronization at the
time specified in the day and hour graph. The minimum resolution is one
hour, and the synchronization takes place on the hour selected.
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Synchronization Partners Options
The RDBMS Synchronization feature provides the following synchronization
partners options:

« AAA Server—Thislist represents the AAA servers configured in the AAA
Servers table in Network Configuration for which the Cisco Secure ACS
server does not perform RDBM S synchronization.

« Synchronize—This list represents the AAA servers configured in the AAA
Servers table in Network Configuration for which the Cisco Secure ACS
server does perform RDBMS synchronization.

For more information about the AAA Serverstablein Network Configuration, see
the “AAA Server Configuration” section on page 4-15.

Performing RDBMS Synchronization Immediately

You can manually start an RDBMS synchronization event.
To perform manual RDBM S synchronization, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click RDBMS Synchronization.
S
Note  If thisfeature does not appear, click Interface Configuration, click

Advanced Options, and then select the RDBM S Synchronization
check box.

Result: The RDBMS Synchronization Setup page appears.
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Step3  To specify optionsin the RDBMS Setup table, follow these steps:

S,
Note  For more information about RDBMS setup, see the “RDBMS Setup
Options” section on page 8-34.

a. From the Data Source list, select the system DSN you configured to
communicate with the database that contains your accountActions table.

For more information about configuring a system DSN for use with RDBM S
Synchronization, see the “Configuring a System Data Source Name for
RDBM S Synchronization” section on page 8-32.

b. Inthe Username box, type the username for a database user account that has
read/write access to the accountActions table.

c¢. Inthe Password box, type the password for the username specified in the
previous step.

Result: Cisco Secure ACS has the information necessary to access the
accountActions table.

Note  Itisnot necessary to select Manually under Replication Scheduling. For more
information, see the “ Disabling Scheduled RDBM S Synchronizations”
section on page 8-39.

Step4  For each Cisco Secure ACSthat you want this Cisco Secure ACS server to update
with data from the accountActions table, select the Cisco Secure ACS server in
the AAA Serverslist, and then click —> (right arrow button).

Result: The selected Cisco Secure ACS server appears in the Synchronize list.

Step5  Toremove Cisco Secure ACS servers from Synchronize list, select the
Cisco Secure ACS server in the Synchronize list, and then click <— (left arrow
button).

Result: The selected Cisco Secure ACS server appearsin the AAA Servers list.
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At the bottom of the browser window, click Synchronize Now.

Result: Cisco Secure ACSimmediately begins a synchronization event. To check
on the status of the synchronization, view the RDBMS Synchronization report in
Reports and Activity.

Scheduling RDBMS Synchronization

Step 1
Step 2

Step 3

You can schedule when a Cisco Secure ACS server performs RDBMS
synchronization.

To schedule when a Cisco Secure ACS server performs RDBM S synchronization,
follow these steps:

In the navigation bar, click System Configuration.
Click RDBM S Synchronization.

~

Note If thisfeature does not appear, click Interface Configuration, click
Advanced Options, and then select the RDBM S Synchronization
check box.

Result: The RDBMS Synchronization Setup page appears.
To specify options in the RDBMS Setup table, follow these steps:
>

Note  For more information about RDBMS setup, see the “RDBM S Setup
Options” section on page 8-34.

a. From the Data Source list, select the system DSN you configured to
communicate with the database that contains your accountActions table.

For more information about configuring a system DSN for use with RDBM S
Synchronization, see the “Configuring a System Data Source Name for
RDBMS Synchronization” section on page 8-32.
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Step 4

Step 5

Tip

Step 6

b. Inthe Username box, type the username for a database user account that has
read/write access to the accountActions table.

¢. Inthe Password box, type the password for the username specified in the
previous step.

To have this Cisco Secure ACS server perform RDBMS synchronization at
regular intervals, under Synchronization Scheduling, select the Every X minutes
option and in the X box type the length of theinterval at which Cisco Secure ACS
should perform synchronization.

To schedule times at which this Cisco Secure ACS server performs RDBMS
synchronization, follow these steps:

a. Under Synchronization Scheduling, select the At specific times option.

b. Inthe day and hour graph, click the times at which you want
Cisco Secure ACS to perform replication.

Clicking times of day on the graph selects those times; clicking again clears
them. At any time you can click Clear All to clear all hours, or you can click
Set All to select al hours.

For each Cisco Secure ACS server you want to synchronize with data from the
accountActions table, follow these steps:

)
Note  For more information about synchronization targets, see the
“Replication Partners Options” section on page 8-15.

a. Inthe Synchronization Partners table, from the AAA Serverslist, select the
name of a Cisco Secure ACS server that you want this Cisco Secure ACS
server to update with data from the accountActions table.

>

Note  The Cisco Secure ACS servers available in the AAA Servers list
is determined by the AAA Serverstable in Network
Configuration, with the addition of the name of the current
Cisco Secure ACS server. For more information about the AAA
Servers table, see the “AAA Server Configuration” section on
page 4-15.
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b. Click —> (right arrow button).
Result: The selected Cisco Secure ACS server moves to the Synchronize list.

Note At least one Cisco Secure ACS server must be in the Synchronize list. This
includes the server on which you are configuring RDBM S Synchronization.
RDBMS Synchronization does not automatically include the current server’s
internal database.

Step7  Click Submit.

Result: Cisco Secure ACS saves the RDBMS synchronization schedule you
created.

Disabling Scheduled RDBMS Synchronizations

You can disable scheduled RDBM S synchronization events without losing the
scheduleitself. This allows you to cease scheduled synchronizations temporarily
and later resume them without having to re-enter the schedule information.

To disable scheduled RDBM S synchronizations, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click RDBMS Synchronization.

Result: The RDBMS Synchronization Setup page appears.
Step3  Under Synchronization Scheduling, select the Manually option.
Step4  Click Submit.

Result: Cisco Secure ACS does not perform scheduled RDBM S
synchronizations.
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Cisco Secure ACS Backup

This section provides information about the Cisco Secure ACS Backup feature,
including procedures for implementing this feature. This section contains the
following topics:

« About Cisco Secure ACS Backup, page 8-40

« Backup File Locations, page 8-41

« Directory Management, page 8-41

- Components Backed Up, page 8-41

» Reports of Cisco Secure ACS Backups, page 8-42

» Performing a Manual Cisco Secure ACS Backup, page 8-42
» Scheduling Cisco Secure ACS Backups, page 8-43

» Disabling Scheduled Cisco Secure ACS Backups, page 8-44

About Cisco Secure ACS Backup

The ACS Backup process backs up your Cisco Secure ACS system information to
afile on the local hard drive. You can manually back up the Cisco Secure ACS
system. You can also establish automated backups that occur at regular intervals
or at selected days of the week and times. Maintaining backup files can minimize
downtime if system information becomes corrupt or is misconfigured. We
recommend copying the files to another system’s hard drive in case the hardware
fails on the primary system.

For information about using a backup file to restore Cisco Secure ACS, see the
“Cisco Secure ACS System Restore” section on page 8-45.
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Backup File Locations

The default directory for backup filesis the following:
drive: \ path\ CsAut h\ Syst em Backups

where driveis the local drive where you installed Cisco Secure ACS and path is
the path from the root of drive to the Cisco Secure ACS directory. For example,

if you installed Cisco Secure ACS Version 3.0 in the default location, the default
backup location would be:

c:\Program Fi |l es\ Ci scoSecure ACS v3. 0\ CSAut h\ Syst em Backups

The filename given to a backup is determined by Cisco Secure ACS. For more
information about filenames assigned to backup files generated by

Cisco Secure ACS, see the “Backup File Names and Locations” section on
page 8-45.

Directory Management

You can configure the number of backup filesto keep and the number of days after
which backup files are deleted. The more complex your configuration and the
more often you back up the system, the more diligent we recommend you be about
clearing out old databases from the Cisco Secure ACS server hard drive.

Components Backed Up

The ACS System Backup utility backs up the Cisco Secure ACS user database and
information from the Windows Registry that isrelevant to Cisco Secure ACS. The
user database backup includes all user information, such as username, password,
and other authentication information, including server certificates and the
certificate trust list. The Windows Registry information includes any system
information that is stored in the Windows Registry, such as NDG information,
AAA client configuration, and administrator accounts.
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Reports of Cisco Secure ACS Backups

When a system backup takes place, whether it was manually generated or
scheduled, the event is logged in the Administration Audit report and the ACS
Backup and Restore report. You can view recent reports in the Reports and
Activity section of Cisco Secure ACS.

For more information about Cisco Secure ACS reports, see Chapter 9, “Working
with Logging and Reports.”

Performing a Manual Cisco Secure ACS Backup

You can backup Cisco Secure ACS whenever you want, without scheduling the
backup.

To perform an immediate backup of Cisco Secure ACS, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click ACS Backup.
Result: The ACS System Backup Setup page appears.

Step3  Inthe Directory box under Backup L ocation, type the drive and path to the
directory on alocal hard drive where you want the backup file to be written.

Step4  Click Backup Now.
Result: Cisco Secure ACS immediately begins a backup.
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Scheduling Cisco Secure ACS Backups

You can schedule Cisco Secure ACS backups to occur at regular intervals or at
selected days of the week and times.

To schedule the times at which Cisco Secure ACS performs a backup, follow
these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click ACS Backup.
Result: The ACS System Backup Setup page appears.

Step3  To schedule backups at regular intervals, under ACS Backup Scheduling, select
the Every X minutes option and in the X box type the length of the interval at
which Cisco Secure ACS should perform backups.

S
Note  Because Cisco Secure ACSis momentarily shut down during backup,

if the backup interval is set too low, users might be unable to
authenticate.

Step4  To schedule backups at specific times, follow these steps:
a. Under ACS Backup Scheduling, select the At specific times option.

b. Inthe day and hour graph, click the times at which you want
Cisco Secure ACS to perform a backup.

Tip Clicking times of day on the graph selects those times; clicking again clears
them. At any time you can click Clear All to clear all hours, or you can click
Set All to select all hours.

Step5  To change the location where Cisco Secure ACS writes backup files, type the
drive letter and path in the Directory box.
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Step6  To manage which backup files Cisco Secure ACS keeps, follow these steps:
a. Select the Manage Directory check box.

b. To limit the number of backup files Cisco Secure ACS retains, select the
Keep only the last X files option and type the number of files you want
Cisco Secure ACSto retain in the X box.

c. Tolimit how old backup filesretained by Cisco Secure ACS can be, select the
Deletefilesolder than X days option and type the number of days for which
Cisco Secure ACS should retain a backup file before deleting it.

Step7  Click Submit.
Result: Cisco Secure ACS implements the backup schedule you configured.

Disabling Scheduled Cisco Secure ACS Backups

You can disable scheduled Cisco Secure ACS backups without losing the
scheduleitself. This allows you to cease schedul ed backups temporarily and later
resume them without having to re-enter the schedule information.

To disable a scheduled backup, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click ACS Backup.

Result: The ACS System Backup Setup page appears.
Step3  Under ACS Backup Scheduling, select the Manual option.
Step4  Click Submit.

Result: Cisco Secure ACS does not continue any scheduled backups. You can still
perform manual backups as needed.
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Cisco Secure ACS System Restore

This section provides information about the Cisco Secure ACS System Restore
feature, including procedures for restoring your Cisco Secure ACS server from a
backup file. This section contains the following topics:

« About Cisco Secure ACS System Restore, page 8-45

» Backup File Names and Locations, page 8-45

- Components Restored, page 8-47

» Reports of Cisco Secure ACS Restorations, page 8-47

» Restoring Cisco Secure ACS from a Backup File, page 8-47

About Cisco Secure ACS System Restore

The ACS System Restore feature enablesyou to restore your system configuration
from backup files generated by the ACS Backup feature. This feature helps
minimize downtime if Cisco Secure ACS system information becomes corrupted
or is misconfigured.

The ACS System Restore feature only works with backup files generated by a
Cisco Secure ACS server running an identical release of Cisco Secure ACS,
including patch level.

Backup File Names and Locations

The ACS System Restore feature restores the Cisco Secure ACS user database
and Cisco Secure ACS Windows Registry information from afilethat was created
by the ACS Backup feature. Cisco Secure ACS writes backup files only on the
local hard drive. You can restore from any backup file you select. For example,
you can restore from the latest backup file, or if you suspect that the latest backup
was incorrect, you can select an earlier backup file to restore from.
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The backup directory is selected when you schedul e backups or perform a manual
backup. The default directory for backup files is the following:

drive: \ path\ CSAut h\ Syst em Backups

where drive is the local drive where you installed Cisco Secure ACS and path is
the path from the root of driveto the Cisco Secure ACS directory. For example, if
you installed Cisco Secure ACS Version 3.0 in the default location, the default
backup location would be:

c:\Program Fil es\ Ci scoSecure ACS v3. 0\ CSAut h\ Syst em Backups

Cisco Secure ACS creates backup files using the date and time format:
dd- mmm- yyyy hh- nn- ss. dnp
where:

» dd isthe date the backup started

- mmm s the month, abbreviated in alphabetic characters

« yyyyistheyear

- hhisthe hour, in 24-hour format

- nnisthe minute

» ssisthe second at which the backup started

For example, if Cisco Secure ACS started a backup on October 13, 1999,
11:41:35 a.m., Cisco Secure ACS would generate a backup file named:

13- Cct-1999 11-41-35. dnmp

If you are not sure of the location of the latest backup file, check your scheduled
backup configuration on the ACS Backup page.
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Components Restored

You can select the components to restore: the user and group databases, the
system configuration, or both.

Reports of Cisco Secure ACS Restorations

When a Cisco Secure ACS system restoration takes place, the event islogged in
the Administration Audit report and the ACS Backup and Restore report. You can
view recent reports in the Reports and Activity section of Cisco Secure ACS.

For more information about Cisco Secure ACS reports, see Chapter 9, “Working
with Logging and Reports.”

Restoring Cisco Secure ACS from a Backup File

You can perform a system restoration of Cisco Secure ACS whenever needed.

S
Note  Using the Cisco Secure ACS System Restore feature restarts all
Cisco Secure ACS services and logs out all administrators.

To restore Cisco Secure ACS from a backup file generated by the
Cisco Secure ACS Backup feature, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click ACS Restore.
Result: The ACS System Restore Setup page appears.

The Directory box displays the drive and path to the backup directory most
recently configured in the Directory box on the ACS Backup page.

Beneath the Directory box, Cisco Secure ACS displays the backup filesin the
current backup directory. If no backup files exist, <No Mat chi ng Fi | es> appears
in place of file names.
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Step3  To change the backup directory, type the new drive and path to the backup
directory in the Directory box, and then click OK.

Result: Cisco Secure ACS displays the backup files, if any, in the backup
directory you specified.

Step4  Inthelist below the Directory box, select the backup file you want to use to
restore Cisco Secure ACS.

Step5  To restore user and group database information, select the User and Group
Database check box.

Step6  Torestore system configuration information, select the CiscoSecure ACS System
Configuration check box.

Step7  Click Restore Now.

Result: Cisco Secure ACS displays a confirmation dialog box indicating that
performing the restoration will restart Cisco Secure ACS services and log out all
administrators.

Step8  To continue with the restoration, click OK.

Result: Cisco Secure ACS restores the system components specified using the
backup file you selected. The restoration should require several minutes to
complete, depending on which components you selected to restore and the size of
your database.

When the restoration is complete, you can log in again to Cisco Secure ACS.

Cisco Secure ACS Active Service Management

ACS Active Service Management is an application-specific service monitoring
tool that istightly integrated with ACS. The ACS Active Service Management
comprises two features:

« System Monitoring, page 8-49
- Event Logging, page 8-51
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System Monitoring

Cisco Secure ACS system monitoring enables you to determine how often
Cisco Secure ACS tests its authentication and accounting processes, and what
automated actions it takes should tests detect a failure of these processes.

System Monitoring Options

You have the following options for configuring system monitoring:

« Test login process every X minutes—Controls whether or not
Cisco Secure ACSttestsits login process. The value in the X box defines, in
minutes, how often Cisco Secure ACS testsits login process.

When this option is enabled, at the interval defined, Cisco Secure ACS tests
authentication and accounting. If Cisco Secure ACS detects afailure, it
restarts the failed service and retests authentication and accounting. If the
second test fails, Cisco Secure ACS performs the action identified in the on
failure list. If, after the failure action is performed, testing still fails,

Cisco Secure ACS performs event logging. For more information about event
logging, see the “ Setting Up Event Logging” section on page 8-51.

- on failure—Specifies what action Cisco Secure ACS takes if it detects that
itslogin process failed. Thislist contains several built-in actions and reflects
custom actions that you define. The items beginning with asterisks (*) are
built-in actions.

— *Restart All—Restart all Cisco Secure ACS services.

- *Restart RADIUS/ITACACS+—Restart only the RADIUS and
TACACSH services.

— *Reboot—Reboot the Cisco Secure ACS server.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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— Custom actions—You can define other actions for Cisco Secure ACSto
take upon failure of the login process. Cisco Secure ACS can execute a
batch file or executable upon the failure of the login process. To make a
batch or executable file availablein the on failurelist, placethefileinthe
following directory:

drive: \ path\ csvon\ Scri pt s

where driveisthelocal drive where you installed Cisco Secure ACS and

path isthe path from the root of drive to the Cisco Secure ACS directory.
— Take No Action—L eave Cisco Secure ACS operating asis.

« Generate event when an attempt ismadeto log in to a disabled
account—Specifies whether or not Cisco Secure ACS generates a Windows
event when a user attemptsto login to your network using a disabled account.

Setting Up System Monitoring

To setup Cisco Secure ACS System Monitoring, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click ACS Service Management.
Result: The ACS Active Service Management Setup page appears.
Step3  To have Cisco Secure ACS test the login process, follow these steps:
a. Select the Test login process every X minutes check box.

b. Typethe number of minutesthat should pass between each login process test
in the X box.

c. Fromtheonfailurelist, select the action Cisco Secure ACS should take when
the login test fails.

Step4  To have Cisco Secure ACS generate a Windows event when a user attempts to
login to your network using a disabled account, select the Gener ate event when
an attempt ismadeto login to a disabled account check box.
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Step 5

Step 6

Cisco Secure ACS Active Service Management W

If you want to setup event logging, proceed to the “ Setting Up Event Logging”
section on page 8-51.

If you are done setting up Cisco Secure ACS Service Management, click Submit.

Result: Cisco Secure ACS implements the service management settings you
made.

Event Logging

The Event Logging feature enables you to configure whether Cisco Secure ACS
logs eventsto the Windows event |og and whether Cisco Secure ACS generates an
e-mail when an event occurs. Cisco Secure ACS detects events using the System
Monitoring feature. For more information about system monitoring, see the
“System Monitoring Options” section on page 8-49.

Setting Up Event Logging

Step 1
Step 2

Step 3

To view the Windows NT/2000 event log, choose Start > Administrative Tools >
Event Viewer. For more information about the Windows event log or Event
Viewer, refer to your Microsoft Windows documentation.

To setup Cisco Secure ACS event logging, follow these steps:

In the navigation bar, click System Configuration.
Click ACS Service Management.
Result: The ACS Active Service Management Setup page appears.

To have Cisco Secure ACS send all events to the Windows event log, select Log
al eventsto the NT Event log.
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Step4  To have Cisco Secure ACS send an e-mail when an event occurs, follow these
steps:

a. Select the Email notification of event check box.

b. Inthe To box, type the e-mail address to which Cisco Secure ACS should
send event notification e-mail.

~

Note Do not use underscores in the e-mail addresses you typein this
box.

c. Inthe SMTP Mail Server box, type the hosthame of the sending email server.

~

Note  The SMTP mail server must be operational and must be available
from the Cisco Secure ACS server.

Step5  If you want to setup system monitoring, proceed to the “ Setting Up System
Monitoring” section on page 8-50.

Step6  If you are done setting up Cisco Secure ACS Service Management, click Submit.

Result: Cisco Secure ACS implements the service management settings you
made.

IP Pools Server

The IP Pools Server feature enables you to assign the same | P address to multiple
users, provided that the users are on different segments of the network. This
means you can re-use | P addresses and reduce the number of 1P addresses on your
network. When you enable this feature, Cisco Secure ACS dynamically issues IP
addresses from the I P pools you have defined by number or name. You can
configure up to 999 | P pools, for approximately 255,000 users.

If you are using IP pooling and proxy, all accounting packets are proxied so that
the Cisco Secure ACS that is assigning the | P addresses can confirm whether an
IP addressis already in use.
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IP Pools Server

To use IP pools, the AAA client must have network authorization (aaa
aut hori zati on networ k) and accounting (aaa accounti ng) enabled.

To use the IP Pools feature, you must set up your AAA client to perform
authentication and accounting using the same protocol—either TACACS+ or
RADIUS.

For information on assigning a group or user to an |P pool, see the “ Setting IP
Address Assignment Method for a User Group” section on page 6-26 or the
“Assigning aUser to a Client IP Address” section on page 7-11.

Allowing Overlapping IP Pools or Forcing Unique Pool Address

Ranges

Note

Cisco Secure ACS provides automated detection of overlapping pools.

To use overlapping pools, you must be using RADIUS with virtual private
networking, and you cannot be using Dynamic Host Configuration Protocol
(DHCP).

You can determine whether overlapping IP pools are currently allowed by
checking which button appears below the AAA Server |P Pools table:

« Allow Overlapping Pool Address Ranges—Indicates that overlapping IP

pool address ranges are currently not allowed. Clicking the button allows IP

address ranges to overlap between poals.
« Force Unique Pool Address Range—Indicates that overlapping | P pool

address ranges are currently allowed. Clicking the button prevents | P address

ranges from overlapping between pools.
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To allow overlapping | P pools or to force unique pool address ranges, follow these
steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click IP Pools Server.

~

Note If thisfeature does not appear, click Interface Configuration, click
Advanced Options, and then select the | P Pools check box.

Result: The AAA Server IP Pools table lists any |P pools you have configured,
their address ranges, and the percentage of pooled addresses in use.

Step3  If you want to allow overlapping IP pool address ranges, follow these steps:

a. If the Allow Overlapping Pool Address Ranges button appears, click that
button.

Result: Cisco Secure ACS allows overlapping I P pool address ranges.
b. If the Force Unique Pool Address Range button appears, do nothing.
Cisco Secure ACS already allows overlapping | P pool address ranges.
Step4  If you want to deny overlapping IP pool address ranges, follow these steps:
a. If the Allow Overlapping Pool Address Ranges button appears, do nothing.

Cisco Secure ACS already does not permit overlapping | P pool address
ranges.

b. If the Force Unique Pool Address Range button appears, click that button.

Result: Cisco Secure ACS does not permit overlapping I P pool address
ranges.
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Refreshing the AAA Server IP Pools Table

You can refresh the AAA Server IP Pools table. This allows you to get the latest
usage statistics for your 1P pools.

To refresh the AAA Server | P Pools table, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click IP Pools Server.

Result: The AAA Server |P Pools table lists any |P pools you have configured,
their address ranges, and the percentage of pooled addresses in use.

Step3  Click Refresh.
Result: Cisco Secure ACS updates the percentages of pooled addresses in use.

Adding a New IP Pool

You can define up to 999 IP address pools.
To add an IP pool, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click IP Pools Server.

Result: The AAA Server |P Poolstable lists any | P pools you have already
configured, their address ranges, and the percentage of pooled addresses in use.

Step3  Click Add Entry.
Result: The New Pool table appears.
Step4  Inthe Name box, type the name you want to assign to the new IP pool.
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Step5  Inthe Start Address box, type the lowest 1P address of the range of addresses for
the new pool.

S

Note  All addressesin an IP pool must be on the same Class C network, so
the first three octets of the start and end addresses must be the same.
For example, if the start addressis 192.168.1.1, the end address must
be between 192.168.1.2 and 192.168.1.254.

Step6  Inthe End Address box, type the highest IP address of range of addresses for the
new pool.

Step7  Click Submit.
Result: The new IP pool appearsin the AAA Server |P Pools table.

Editing an IP Pool Definition

To edit an IP pool definition, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click IP Pools Server.

Result: The AAA Server IP Pools table lists any |P pools you have configured,
their address ranges, and the percentage of pooled addresses in use.

Step3  Click the name of the IP pool you need to edit.

Result: The name pool table appears, where name is the name of the I P pool you
selected. The In Use field displaysthe number of |P addresses of this pool that are
currently allocated to a user. The Available field displays the number of 1P
addresses currently unallocated to users.

Step4  To change the name of the pool, in the Name box, type the name to which you
want to change the IP pool.
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Step 7

IP Pools Server W

To change the starting address of the pool range of IP addresses, in the Start
Address box, type the lowest | P address of the new range of addresses for the pool.

S

Note  All addressesin an IP pool must be on the same Class C network, so
the first three octets of the start and end addresses must be the same.
For example, if the start addressis 192.168.1.1, the end address must
be between 192.168.1.2 and 192.168.1.254.

To change the ending address of the pool range of |P addresses, in the End
Address box, type the highest |P address of the new range of addresses for the
pool.

Click Submit.
Result: The edited IP pool appearsin the AAA Server |P Pools table.

Resetting an IP Pool

Step 1
Step 2

The Reset function recovers | P addresses within an | P pool when there are
“dangling” connections. A dangling connection results from a user disconnecting
without Cisco Secure ACS receiving an accounting stop packet. If the Failed
Attemptslog in Reports and Activity shows alarge number of “Failed to Allocate
IP Address For User” messages, consider using the Reset function to reclaim all
allocated addresses in this | P pool.

Using the Reset function to reclaim all allocated |P addresses in a pool can
result in users being assigned addresses that are already in use.

To reset an IP pool and reclaim all its |P addresses, follow these steps:

In the navigation bar, click System Configuration.
Click I P Pools Server.

Result: The AAA Server |P Pools table lists any |P pools you have configured,
their address ranges, and the percentage of pooled addresses in use.
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Step3  Click the name of the IP pool you need to reset.

Result: The name pool table appears, where name is the name of the IP pool you
selected. TheIn Usefield displaysthe number of | P addresses of this pool that are
currently assigned to a user. The Available field displays the number of IP
addresses currently not assigned to users.

Step4  Click Reset.

Result: Cisco Secure ACS displays a dialog box indicating the possibility of
assigning users addresses that are already in use.

Step5  To continue resetting the I P pool, click OK.

Result: The IP pool is reset. All its IP addresses are reclaimed. In the In Use
column of the AAA Server |P Poolstable, zero percent of the | P pool’ s addresses
are assigned to users.

Deleting an IP Pool
~

Note  If you delete an IP pool that has users assigned to it, those users cannot
authenticate until you edit the user profile and change their IP assignment
settings. Alternately, if the users receive their |P assignment based on group
membership, you can edit the user group profile and change the | P assignment
settings for the group.

To delete an P pool, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click IP Pools Server.

Result: The AAA Server IP Pools table lists any |P pools you have configured,
their address ranges, and the percentage of pooled addresses in use.
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Step 3

Step 4

Step 5

IP Pools Address Recovery Il

Click the name of the IP pool you need to delete.

Result: The name pool table appears, where name is the name of the IP pool you
selected. The In Use column displays the number of | P addresses of this pool that
are currently assigned to a user. The Available column displays the number of IP
addresses currently not assigned to users.

Click Delete.

Result: Cisco Secure ACSdisplaysadialog box to confirm that you want to delete
the IP pool.

To continue with deleting the IP pool, click OK.

Result: The IP pool is deleted. The AAA Server IP Pools table does not list the
deleted I P pool.

IP Pools Address Recovery

The IP Pools Address Recovery feature enables you to recover assigned |P
addresses that have not been used for a specified period of time. If

Cisco Secure ACSisto reclaim the | P addresses correctly, an accounting network
must be configured on the AAA client.

Enabling IP Pool Address Recovery

Step 1
Step 2

To enable I P pool address recovery, follow these steps:

In the navigation bar, click System Configuration.
Click 1P Pools Address Recovery.

~

Note If thisfeature does not appear, click Interface Configuration, click
Advanced Options, and then select the | P Pools check box.

Result: The IP Address Recovery page appears.
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Step3  Select the Release address if allocated for longer than X hours check box and
in the X box type the number of hours after which Cisco Secure ACS should
recover assigned, unused | P addresses.

Step4  Click Submit.

Result: Cisco Secure ACS implementsthe IP pools address recovery settings you
made.

VoIP Accounting Configuration

The Vol P Accounting Configuration feature enables you to specify which
accounting logs receive Vol P accounting data. There are three options for Vol P
accounting:

» Send to both RADIUS and Vol P Accounting Log
Targets—Cisco Secure ACS appends Vol P accounting data to the RADIUS
accounting dataand logsit separately to aCSV file. To view the data, you can
use either RADIUS Accounting or Vol P Accounting under Reports and
Activity.

« Send only to Vol P Accounting L og Targets—Cisco Secure ACS only logs
Vol P accounting datato a CSV file. To view the data, you can use VolP
Accounting under Reports and Activity.

« Send only to RADIUS Accounting L og Targets—Cisco Secure ACS only
appends Vol P accounting data to the RADIUS accounting data. To view the
data, you can use RADIUS Accounting under Reports and Activity.
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Configuring VolP Accounting
A

Note  The VolP Accounting Configuration feature does not enable Vol P accounting.
To enable Vol P accounting, see Chapter 9, “Working with Logging and
Reports.”

To configure Vol P accounting, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click Vol P Accounting Configuration.

~

Note If thisfeature does not appear, click Interface Configuration, click
Advanced Options, and then select the Voice-over-I P (Vol P)
Accounting Configuration check box.

Result: The Vol P Accounting Configuration page appears. The Voice-over-1P
(VolP) Accounting Configuration table displays the options for Vol P accounting.

Step3  Select the Vol P accounting option you want.
Step4  Click Submit.

Result: Cisco Secure ACS implements the Vol P accounting configuration you
specified.

Cisco Secure ACS Certificate Setup

Cisco Secure ACS provides an Extended Authentication Protocol Transport Level
Security (EAP-TLS) feature for user authentication using digital certificatesin
RADIUS. With EAP-TLS, the same enterprise PK1 (public key infrastructure)
system and user certificates deployed for secure e-mail, Internet, or desktop
security can be used for RADIUS user authentication.
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Background on Certification

EAP and TLS are both IETF RFC standards. The EAP protocol extends the
network point-to-point protocol (PPP) by providing new methods for carrying
authentication information before establishing PPP connections, specifically,
EAPOL (the encapsulation of EAP over LANSs as established by |EEE 802.1X).
In addition to digital certificates, EAP has methods for username and password
authentication (that is, EAP-MD5 Challenge). TLSis the next generation SSL
security protocol. TLS provides away to use certificates for both user
authentication, and for dynamic ephemeral session key generation. For more
detailed information on EAP, TLS, and EAP-TLS, refer to the following IETF
RFCs. PPP Extensible Authentication Protocol (EAP) RFC 2284, The TLS
Protocol RFC 2246, and PPP EAP TLS Authentication Protocol RFC 2716.

Digital certificates are particularly useful because they do not require the sharing
of secrets nor stored database credentials, can be scaled and trusted over large
deployments, and can serve as a “two-factor” method of authentication that is
stronger and more secure than shared secret systems. Mutual trust requires that
Cisco Secure ACS have an installed certificate that can be verified by AAA
clients and that a user attempting authentication via EAP-TLS bears a certificate
from atrusted certification authority (CA). For authentication of a user to occur,
the subject name contained in the user certificate must be identical to the
username in the Cisco Secure ACS database (or the external LDAP Directory or
Windows 2000 database that Cisco Secure ACS uses). Cisco Secure ACSrequires
that certificates and CA files used be in Base64-encoded X.509 version 3.

A user who is authenticated using EAP-TL S can then be mapped to user or group
authorization information kept in the CiscoSecure user database, or in the
Windows 2000 or generic LDAP Directory Server. Your Cisco Secure ACS must
be installed on a Windows 2000 server (not Windows NT) if you intend to use
EAP-TLS in conjunction with a Windows 2000 user database.

EAP-TLS requires support from both the end client and the AAA client. An
example of an EAP-TLS client includes the Windows X P operating system;
EAP-TLS compliant AAA clientsinclude Cisco 802.1x-enabled switch platforms
(such asthe Catalyst 6000 product line), and Cisco Aironet Wireless solutions. In
addition, Cisco Secure ACS needs to generate or enroll into an existing PKI and
be granted an X.509 v3 digital certificate.
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EAP-TLS Setup Overview

This section outlines the basic steps necessary to implement EAP-TLSin
Cisco Secure ACS.

Obtain, and install on Cisco Secure ACS, a “server” certificate. You can
perform the “server” certificate installation using either the manual
enrollment procedure or automatic enrollment procedure in this section.

Install a certificate for the CA that issued the Cisco Secure ACS “server”
certificate. For more information, see the “Certification Authority Setup”
section on page 8-70.

Ensure that any CA that you want to allow usersto employ islisted in the
Cisco Secure ACS scertificatetrust list (CTL). For more information see the
“Editing the Certificate Trust List” section on page 8-72.

Verify that users you intend to authenticate using EAP-TLSresidein a
database that supports EAP-TL S (CiscoSecure user database, Windows 2000
database, or generic LDAP database only).

Verify that the user account names in Cisco Secure ACS match the subject
field in each user certificate.

Confirm that you have configured authentication options for EAP-TLS and
then restart Cisco Secure ACS. For more detailed information see the
“Global Authentication Setup” section on page 8-73.

Requirements for Certificate Enrollment

Cisco Secure ACS supportsavariety of PKIsfor digital certificate enrollment. To
use the ACS general certificate enrollment feature, the following conditions

apply:

You must have a CA capable of handling PK CS#10 certificate requestsif you
intend to use Cisco Secure ACS to generate the certificate request.

You must only employ certificates that meet the X.509 v3 digital certificate
standard.

The certificate’ s intended purpose must include server authentication.
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This section contains procedures for the following subjects:
» Generating a Request for a Certificate, page 8-64

- Installing Cisco Secure ACS Certification with Manual Enrollment,
page 8-66

- Installing Cisco Secure ACS Certification with Automatic Enrollment,
page 8-68

» Performing Cisco Secure ACS Certification Update or Replacement,
page 8-69

Generating a Request for a Certificate

You perform this generation procedure to create an RSA key pair for the server
and a new digital certificate for Cisco Secure ACS, and to send information to a
CA, requesting that they assign the server certificate for your Cisco Secure ACS.
All EAP-TLS authentications require certificates from both the end-user clients
and the Cisco Secure ACS(s) configured for EAP-TL S support. To obtain aserver
certificate, you can either import an existing server certificate into

Cisco Secure ACS, or generate a new one. You do not need to perform this
procedure from within Cisco Secure ACS if you have alternative means of
generating acertificate request (including producing private and public key pairs).
Note that one server certificate may be used for more than one Cisco Secure ACS
by exporting the certificate and keypair from one server and importing this
credential into additional Cisco Secure ACS(s).

Note  If you are using afileto install a certificate in Cisco Secure ACS, the
certificate must comply with the X.509 version 3 digital certificate standard.

To request a certificate for manual enrollment, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click ACS Certificate Setup.

Result: If you are accessing this page for the first time, Cisco Secure ACS
displays the Install new certificate table on the ACS Certificate Setup page. (If
you have already installed a server certificate, information on it is displayed.)
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Step 3
Step 4

Tip

Tip

Tip

Step 5

Cisco Secure ACS Certificate Setup Il

Select the Manual certificate enrollment option.

To have Cisco Secure ACS generate a certificate signing request (CSR), follow
these steps:

a. Select the Generate certificate signing request (CSR) option.

b. IntheCertificate subject box, type cn=followed by the namethat you would
like to use as subject name in this ACS certificate, for example,
cn=ACSWireless.

c. Inthe Private key file box, type the full directory path and name of thefile
in which the private key is saved, for example, c: \ pri vat eKeyFi | e. pem

This private key is used later in the certificate installation process.

d. Inthe Private key password box, type the private key password (that you
have invented).

e. Inthe Retype private key password box, retype the private key password.
f. From the Key length list, select the length of the key to be used.

The choices for Key length are 512 or 1024 bits. The default and more secure
choice is 1024 bits.

g. From the Digest to sign with list, select the digest (or hashing algorithm).

The choices for Digest to sign with are MD2, MD5, SHA, and SHAL. The
default is SHAL.

Click Submit.

Result: Cisco Secure ACS prepares a certification signing request and displaysit
in the display area, on the right, under a banner that reads:

Now your certificate signing request is ready. You can copy and paste
it into any certification authority enrollment tool.
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Step6  Open abrowser window and navigate to the web site of your CA. Then copy the
encoded certificate signing request from Cisco Secure ACS and paste it into the
CA submission form, as applicable.

Result: The CA receives the request and issues a certificate.

Tip Typically, the CA generates the certificate and provides the means for you to
download it.

Installing Cisco Secure ACS Certification with Manual
Enrollment

You perform this procedure to install a Cisco Secure ACS certificate.
Before You Begin

You must have a server certificate for your Cisco Secure ACS before you can
install it. You can use the procedure in the “ Generating a Request for a
Certificate” section on page 8-64, or any other means to obtain a certificate for
manual installation.

If you are using Microsoft Windows 2000 Certificate Services to obtain your
server certificate, you can do it using the procedure in the “Installing

Cisco Secure ACS Certification with Automatic Enrollment” section on

page 8-68, or you can generate the request using the M S Certificate Services web
interface. For more information refer to the “EAP-TLS Deployment Guide,”
which can be found on the Cisco Secure ACS Product Literature site:

http://www.cisco.com/warp/public/cc/pd/sgsw/sg/prodlit/index.shtml

Toinstall an existing certificate for use on Cisco Secure ACS, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click ACS Certificate Setup.

Result: Cisco Secure ACS displays the Install new certificate table on the ACS
Certificate Setup page.

Step3  Select the Manual certificate enrollment option.
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Step 4
Step 5

Step 6

Tip

Step 7
Step 8
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Select the Use existing certificate option.

You must specify whether the system should read the certificate from a specified
file or use a certificate already in storage on the local machine. Do one of the
following:

a. To specify that Cisco Secure ACS should read the certificate from a specified
file, select the Read certificate from file option, and then type the full
directory path and name of the certificate file in the Certificate file box.

b. To specify that Cisco Secure ACS should use a particular existing certificate
from local machine storage, select the Use certificate from storage option,
and then type the certificate CN (common name/subject hame) in the
Certificate CN box (without the “ cn=""prefix).

If you generated the request using Cisco Secure ACS, in the Private key file box,
type the full directory path and name of the file that contains the private key.

~

Note If the certificate was installed in storage with the private key, you do
not have the private key file and do not need to typeit.

Thisisthe private key associated with the server certificate.

In the Private key password box, type the private key password.
Click Submit.

Result: To show that the certificate setup is complete, Cisco Secure ACSdisplays
the Installed Certificate Information table, which contains the following
certificate information:

» Issued to: certificate subject
 Issued by: CA common name
- Valid from:

- Validto:

- Validity
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Installing Cisco Secure ACS Certification with Automatic
Enrollment

You can use this processto install ACS certification using your existing Microsoft
enterprise CA.

Before You Begin

To employ the Cisco Secure ACS automatic certificate enrollment feature, the
following conditions apply:

= You must be using Microsoft Windows 2000 Certificate Services

» Your Cisco Secure ACS must be installed on a Windows 2000 server (not
Windows NT)

» Your Cisco Secure ACS must be part of the same domain as the Microsoft
enterprise CA, or it must belong to adomain that has atrust relationship with
the domain that the Microsoft Enterprise CA belongs to

« You must provide Cisco Secure ACS with an administrator login and
password for the domain to which Cisco Secure ACS belongs

To use automatic enrollment to install a new ACS certificate, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click ACS Certificate Setup.

Result: Cisco Secure ACS displays the Install new certificate table on the ACS
Certificate Setup page.

Note  If your Cisco Secure ACS has already been enrolled with a certificate, you
will not see the Install new certificate table. Rather, you would see the
Installed Certificate Information table.

Step3  Select the Automatic certificate enrollment option in the lower portion of the
page.
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Step 5
Step 6
Step 7
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To specify the Microsoft CA, under Microsoft Windows 2000 Certificate
Services, follow these steps:

a. Inthe CA server name box, type the name of the CA server.
b. Inthe CA common name box, type the common name of the CA.

c. IntheCertificate subject box, type the nameyou want to use as subject name
for the Cisco Secure ACS certificate.

In the Administrative login box, type the login name.
In the Password box, type the password.
Click Submit.

Result: To show that the certificate setup is complete, Cisco Secure ACSdisplays
the Installed Certificate Information table, which contains the following
certificate information:

» Issued to: certificate subject
« Issued by: CA common name
- Valid from:

- Validto:

- Validity

Performing Cisco Secure ACS Certification Update or

Replacement

A

Warning

Step 1
Step 2

You can use this process to update or replace an existing Cisco Secure ACS
certificate that is out-of-date or out-of-order.

This procedure eliminates your existing Cisco Secure ACS certificate.

Toinstall anew ACS certificate, follow these steps:

In the navigation bar, click System Configuration.
Click ACS Certificate Setup.
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Result: Cisco Secure ACS displays the Installed Certificate Information table on
the ACS Certificate Setup page.

Note  If your Cisco Secure ACS has not already been enrolled with a certificate, you
do not see the Installed Certificate Information table. Rather, you see the
Install new certificate table. If thisisthe case, you can proceed to Step 5.

Step3  Click Enroll New Certificate.
Result: A confirmation dialog box appears.

Step4  To confirm that you intend to enroll a new certificate, click OK.
Result: The existing Cisco Secure ACS certificate is removed.

Step5  You can now install the replacement certificate in the same manner as an original
certificate. For detailed procedural information, see the “Installing
Cisco Secure ACS Certification with Manual Enrollment” section on page 8-66
or the “Installing Cisco Secure ACS Certification with Automatic Enrollment”
section on page 8-68.

Certification Authority Setup

Cisco Secure ACS comes preconfigured with alist of popular CAs, none of which
are enabled until you explicitly signify trustworthiness. To specify one or more
CAs astrusted for user certification, you perform the procedure in the “Editing
the Certificate Trust List” section on page 8-72.

You perform the procedure in the “Adding a New CA Certificate to Local
Certificate Storage” section on page 8-72 to add anew CA to your certificate trust
list (CTL).

Cisco Secure ACS usesthe CTL to verify the client certificates. Only certificates
that were issued by a CA that existsin the Cisco Secure ACS CTL are trusted by
Cisco Secure ACS. If al the clients and Cisco Secure ACS are getting their
certificates from the same CA you do not need to add any CA to the CTL because
Cisco Secure ACS automatically trusts the CA that issuesits certificate. You do
need to install the certificate for the CA that issued the Cisco Secure ACS Server
Certificate, but there is no need to add it to the CTL.
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This section contains procedures for the following subjects:
« Editing the Certificate Trust List, page 8-72
« Adding aNew CA Certificate to Local Certificate Storage, page 8-72

S

Note  The CAsonthe CTL should be those that issue user certificates that you want
Cisco Secure ACS to recognize as trustworthy.

Trust Requirements and Models

TL S authentications require two elements of trust. The first element of trust is
when the TL S negotiation establishes end-user trust by validating, through RSA
signature verifications, that the user isin possession of a keypair signed by a
certificate. This verifies that the end user is the legitimate keyholder for a given
digital certificate and corresponding user identification contained in the
certificate. However, trusting that a user is in possession of a certificate only
provides a username/keypair binding. The second element of trust isto use a
third-party signature (usually from a CA) that verifies the information in a
certificate. This third-party binding is similar to the real world equivalent of the
U.S. Passport seal on your passport. You trust the passport because you trust the
preparation and identity checking that the passport office made when creating that
passport. You trust digital certificates by installing the root certificate CA
signature in an equivalent way.

How you edit your CTL determines the type of trust model you have. Many
employ arestricted trust model wherein very few, privately controlled CAs are
trusted. This model providesthe highest level of security but restricts adaptability
and expandability. The alternative, an open trust model, allows for more CAs or
public CAs. This open trust model trades off increased security for greater
adaptability and expandability.

We recommend that you fully understand the implications of your trust model
before editing the CTL in Cisco Secure ACS.
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Editing the Certificate Trust List

You use this procedure to add CAsto or remove CAs from your CTL.
To edit the CTL, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click Certification Authority Setup.
Result: Cisco Secure ACS displays the CA Operations table.
Step3  To edit the certificate trust list, click Edit certificate trust list.
Result: The system displays the Edit the Certificate Trust List (CTL) table.

_A

Warning  Adding a public CA that you do not control may reduce your system security.
For more information, see the “Trust Requirements and Models” section on
page 8-71.

Step4  Toadd a CA to your CTL, select corresponding check box.

Tip You can select, or deselect, as many CAs as you want.

Step5  Click Submit.

Result: Cisco Secure ACS adds (or removes) the specified CA to (or from) the
CTL.

Adding a New CA Certificate to Local Certificate Storage

Use this procedure to add a new certificate to local certificate storage.

You must perform this procedure for the CA that issued your server certificate to
distinguish it from CAs trusted to issue user certification.
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Step 1
Step 2

Step 3

Step 4

Global Authentication Setup

Cisco Secure ACS requires that the certificate and CA filesbein
Base64-encoded X.509. You can also add the CA certificate by installing it
outside of Cisco Secure ACS (in Windows). After you install it, you should be
able to see the new CA in the CA list from within Cisco Secure ACS.

To add anew CA certificate to local certificate storage, follow these steps:

In the navigation bar, click System Configuration.
Click Certification Authority Setup.
Result: Cisco Secure ACS displays the CA Operations table.

In the CA file name box, type the full directory path and name of the CA
certificate file.

Click Submit.

Result: Cisco Secure ACS displays the following message in the display area on
the right:

New CA certificate is successfully added into the gl obal system
certificate storage.

After you haveinstalled acertificatein Cisco Secure ACS and added the required
CAs, you can configure EAP-TLSin Global Authentication Setup and then restart
Cisco Secure ACS.

Global Authentication Setup

Use this procedure to select and configure how Cisco Secure ACS handles
extended options for authentication. In particular, you use this procedure to allow
either EAP-MD5 or EAP-TLS, and to allow either MS-CHAP Version 1 or
MS-CHAP Version 2, or both.
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Step 1

Step 2

Step 3

Step 4

Step 5

To configure authentication options, follow these steps:

In the navigation bar, click System Configuration.
Click Global Authentication Setup.
Result: Cisco Secure ACS displays the Global Authentication Setup page.
In the EAP Configuration table, select one of the following options:
» Allow EAP-MD5-Challenge
» Allow EAP-TLS (requires server certificate)

IntheM S-CHAP Configuration table, select each version of MS-CHAP that you
want to allow for Cisco Secure ACS. Your choices are the following:

« Allow MS-CHAP Version 1 Authentication
« Allow MS-CHAP Version 2 Authentication
Click Submit + Restart.

Result: Cisco Secure ACS restartsits services and implements the authentication
configuration options you selected.
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CHAPTER 9

Working with Logging and Reports

Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) produces a wide variety of logs and provides away to view
most of these logs in the Cisco Secure ACS HTML interface as HTML reports.
This chapter contains the following topics about logging:

- Logging Formats, page 9-1

- Special Logging Attributes, page 9-2

- Update Packets In Accounting Logs, page 9-3

» About Cisco Secure ACS Logs and Reports, page 9-4
« Working with CSV Logs, page 9-19

« Working with ODBC Logs, page 9-25

« Remote Logging, page 9-29

- Service Logs, page 9-34

Logging Formats

Cisco Secure ACSlogs avariety of user and system activities. Depending on the
log, and how you have configured Cisco Secure ACS, logs can be recorded in one
of two formats:

- Comma-separated value (CSV) files—The CSV format records data in
columns separated by commas. This format is easily imported into a variety
of third-party applications, such as Microsoft Excel or Microsoft Access.
After datafromaCSV fileisimported into such applications, you can prepare
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charts or perform queries, such as determining how many hours a user was
logged in to the network during a given period. For information about how to
useaCSV filein athird-party application such as Microsoft Excel, please see
the documentation supplied by the third-party vendor. You can access the
CSV files either on the Cisco Secure ACS server hard drive or by
downloading the CSV file from the HTML interface. For more information
about downloading the CSV file from the HTML interface, see the “Viewing
a CSV Report” section on page 9-20.

« ODBC-compliant database tables—ODBC logging enables you to
configure Cisco Secure ACSto log directly inan ODBC-compliant relational
database, where it is stored in tables, one table per log. After the datais
exported to the relational database, you can use the data however you need.
For more information about querying the data in your relational database,
refer to the documentation supplied by the relational database vendor.

For information about the formats available for a specific log, see the “ About
Cisco Secure ACS Logs and Reports” section on page 9-4.

Special Logging Attributes

Among the many attributes that Cisco Secure ACS can record in its CSV or
ODBC logs, afew are of special importance. The following list explains the
special logging attributes provided by Cisco Secure ACS.

» User-defined attributes—These logging attributes appear in the Attributes
list for any log configuration page. Cisco Secure ACS lists them using their
default names: Real Name, Description, User Field 3, User Field 4, and User
Field 5. If you change the name of a user-defined attribute, the default name
still appears in the Attributes list rather than the new name.

The content of these attributes is determined by the values entered in the
corresponding fields in the user account. For more information about
user-defined attributes, see the “User Data Configuration Options” section on
page 3-3.

« ExtDB Info—If the user is authenticated with an external user database, this
attribute contains a value returned by the database. In the case of a Windows
NT/2000 user database, this attribute contains the name of the domain that
authenticated the user.
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Update Packets In Accounting Logs W

For more information about configuring the content of CSV logs, see the
“Configuring aCSV Log” section on page 9-22. For more information about
configuring the content of an ODBC log, see the “Configuring an ODBC
Log” section on page 9-27.

« Access Device—The name of the AAA client sending the logging data to
Cisco Secure ACS.

« Network Device Group—The network device group to which the access
device (AAA client) belongs.

« Filter Information—The result of network access restrictions (NARS)
applied to the user, if any. The message in this field indicates whether all
applicable NARs permitted the user access, all applicable NARs denied the
user access, or more specific information about which NAR denied the user
access. If no NARs apply to the user, this logging attribute notes that no
NARs were applied.

The Filter Information attribute is avail able for Passed Authentication and
Failed Attempts logs.

» Device Command Set—The name of the device command set, if any, that
was used to satisfy a command authorization request.

The Device Command Set attribute is available for Passed Authentication and
Failed Attempts logs.

Update Packets In Accounting Logs

Note

Whenever you configure Cisco Secure ACS to record accounting data for user
sessions, Cisco Secure ACS records start and stop packets. If you want, you can
configure Cisco Secure ACS to record update packets, too. In addition to
providing interim accounting information during a user session, update packets
drive password expiry messages via CiscoSecure Authentication Agent. In this
use, the update packets are referred to as watchdog packets.

To record update packets in Cisco Secure ACS accounting logs, you must
configure your AAA clients to send the update packets. For more information
about configuring your AAA client to send update packets, refer to the
documentation for your AAA clients.
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« Logging Update Packets L ocally—To log update packets on the local
Cisco Secure ACS server, enablethe Log Update/Watchdog Packetsfrom this
Access Server option for each AAA client in Network Configuration.

For moreinformation on setting thisoption for aAAA client, seethe*Adding
and Configuring a AAA Client” section on page 4-9.

« Logging Update Packets Remotely—To log update packets on aremote
logging server, enable the Log Update/Watchdog Packets from this remote
AAA Server option for the remote server’'s AAA Server table entry on the
local Cisco Secure ACS server.

For more information on setting this option for a AAA server, see the
“Adding and Configuring a AAA Server” section on page 4-16.

About Cisco Secure ACS Logs and Reports

The logs that Cisco Secure ACS provides can be divided into four groups:
« Accounting Logs, page 9-4
» Dynamic Cisco Secure ACS Administration Reports, page 9-10
» Cisco Secure ACS System Logs, page 9-15
- Service Logs, page 9-34

This section contains information about the first three groups. For information
about service logs, see the “ Service Logs’ section on page 9-34.

Accounting Logs

Accounting logs contain information about the use of remote access services by
users. By default, these logs are available in CSV format. With the exception of
the Passed Authentications log, you can also configure Cisco Secure ACS to
export the data for these logs to an ODBC-compliant relational database that you
configure to store the log data.

The accounting logs include:
» TACACS+ Accounting Log, page 9-5
« TACACS+ Administration Log, page 9-6
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« RADIUS Accounting Log, page 9-7

« VolP Accounting Log, page 9-8

» Failed Attempts Log, page 9-9

» Passed Authentications Log, page 9-10

TACACS+ Accounting Log

The TACACS+ Accounting log contains the following information:
» User sessions stop and start times
» AAA client messages with username
- Caller line identification information
» Session duration
Topics regarding this log include the following:

- Enabling a TACACS+ Accounting Log—You can enable the TACACS+
Accounting log in either CSV or ODBC format.

— CSV—For instructions on how to enable the TACACS+ Accounting log
in CSV format, see the “Enabling or Disabling a CSV Log” section on
page 9-19.

— ODBC—For instructions on how to enable the ODBC TACACS+
Accounting log, see the “Configuring an ODBC Log” section on
page 9-27.

- Viewing a TACACS+ Accounting Report—For instructions on viewing the
TACACS+ Accounting report in the HTML interface, see the “Viewing a
CSV Report” section on page 9-20.
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« Configuring a TACACS+ Accounting L og—The steps for configuring a
TACACS+ Accounting log vary depending upon which format you want to
use. For more information about log formats, see the “Logging Formats”
section on page 9-1.

— CSV—The default location for CSV TACACS+ Accounting filesis
Program Fi | es\ Ci scoSecure ACS vX.X\ Logs\ TACACS+Accounti ng.

For instructions on configuring the CSV TACACS+ Accounting log, see
the “Configuring a CSV Log” section on page 9-22.

— ODBC—For instructions on configuring the ODBC TACACS+
Accounting log, see the “Configuring an ODBC Log” section on
page 9-27.

TACACS+ Administration Log

The TACACS+ Administration log lists configuration commands entered on a
AAA client using TACACS+ (Cisco 10S). Particularly if you use

Cisco Secure ACS to perform command authorization, we recommend that you
use this log.

Note  To usethe TACACS+ Administration log, your TACACS+ AAA clients must
be configured to perform command accounting with Cisco Secure ACS.

Topics regarding this log include the following:

- EnablingaTACACS+ Administration L og—You can enablethe TACACS+
Administration log in either CSV or ODBC format.

— CSV—For instructions on how to enable the TACACS+ Administration
log in CSV format, see the “Enabling or Disabling aCSV Log” section
on page 9-19.

— ODBC—For instructions on how to enable the ODBC TACACS+
Administration log, see the “Configuring an ODBC Log” section on
page 9-27.

« Viewing a TACACS+ Administration Report—For instructions on
viewing the TACACS+ Administration report in the HTML interface, see the
“Viewing a CSV Report” section on page 9-20.
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« Configuring a TACACS+ Administration L og—The steps for configuring
aTACACS+ Administration log vary depending upon which format you want
to use. For more information about log formats, see the “Logging Formats’
section on page 9-1.

— CSV—The default location for CSV TACACS+ Administration filesis
Program Fi | es\ Ci scoSecure ACS vX.X\ Logs\ TACACS+Admi ni strati on.

For instructions on configuring the CSV TACACS+ Administration log,
see the “Configuring a CSV Log” section on page 9-22.

— ODBC—For instructions on configuring the ODBC TACACS+
Administration log, see the “Configuring an ODBC Log” section on
page 9-27.

RADIUS Accounting Log

The RADIUS Accounting log contains the following information:
» User sessions stop and start times
» AAA client messages with username
- Caller line identification information
» Session duration

You can configure Cisco Secure ACS to include accounting for Voice over IP
(VolP) in the RADIUS Accounting log, in a separate Vol P accounting log, or in
both places.

Topics regarding this log include the following:

- Enabling a RADIUS Accounting L og—You can enable the RADIUS
Administration log in either CSV or ODBC format.

— CSV—For instructions on how to enable the RADIUS Accounting log in
CSV format, see the “Enabling or Disabling a CSV Log” section on
page 9-19.

— ODBC—For instructions on how to enable the ODBC RADIUS
Accounting log, see the “Configuring an ODBC Log” section on
page 9-27.

« Viewing a RADIUS Accounting Report—TFor instructions on viewing the
RADIUS Accounting report inthe HTML interface, seethe“Viewing a CSV
Report” section on page 9-20.
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« Configuring a RADIUS Accounting L og—The steps for configuring a
RADIUS Accounting log vary depending upon which format you want to use.
For more information about log formats, see the “Logging Formats” section
on page 9-1.

— CSV—The default location for CSV RADIUS Accounting filesis
Program Fi | es\ Ci scoSecure ACS vX.X\Logs\ RADI USAccounti ng.

For instructions on configuring the CSV RADIUS Accounting log, see
the “Configuring a CSV Log” section on page 9-22.

— ODBC—Faor instructions on configuring the ODBC RADIUS
Accounting log, see the “Configuring an ODBC Log” section on
page 9-27.

VolP Accounting Log

The Vol P Account log contains the following information:
» VolP session stop and start times
» AAA client messages with username
« Caller lineidentification (CLID) information
< VoIP session duration

You can configure Cisco Secure ACS to include accounting for VolP in this
separate Vol P accounting log, in the RADIUS Accounting log, or in both places.

Topics regarding this log include the following:

- Enablinga Vol P Accounting L og—You can enable the Vol P Accounting log
in either CSV or ODBC format.

— CSV—For instructions on how to enable the Vol P Accounting log in
CSV format, see the “Enabling or Disabling a CSV Log” section on
page 9-19.

— ODBC—For instructions on how to enable the ODBC Vol P Accounting
log, see the “Configuring an ODBC Log” section on page 9-27.

« Viewing a Vol P Accounting Report—TFor instructions on viewing the Vol P
Accounting report in the HTML interface, see the “Viewing a CSV Report”
section on page 9-20.
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« Configuring a Vol P Accounting L og—The steps for configuring a Vol P
Accounting log vary depending upon which format you want to use. For more
information about log formats, see the “Logging Formats” section on

page 9-1.
— CSV—The default location for CSV VolP Accounting filesis
Program Fi | es\ Ci scoSecure ACS vX.X\Logs\ Vol P Accounti ng.

For instructions on configuring the CSV Vol P Accounting log, see the
“Configuring aCSV Log” section on page 9-22.

— ODBC—Faor instructions on configuring the ODBC Vol P Accounting
log, see the “Configuring an ODBC Log” section on page 9-27.

Failed Attempts Log

The Failed Attempts log lists authentication and authorization failures with an
indication of the cause.

Topics regarding this log include the following:

- Enabling a Failed Attempts L og—You can enable the Failed Attempts log
in either CSV or ODBC format.

— CSV—For instructions on how to enable the Failed Attemptslog in CSV
format, seethe “Enabling or DisablingaCSV Log” section on page 9-19.

— ODBC—For instructions on how to enable the ODBC Failed Attempts
log, see the “Configuring an ODBC Log” section on page 9-27.

« Viewing aFailed Attempts Report—For instructions on viewing the Failed
Attempts report in the HTML interface, see the “Viewing a CSV Report”
section on page 9-20.

- Configuring a Failed Attempts L og—The steps for configuring a Failed
Attempts log vary depending upon which format you want to use. For more
information about log formats, see the “Logging Formats” section on

page 9-1.

— CSV—The default location for CSV Failed Attemptsfilesis
Program Fi |l es\ Ci scoSecure ACS vX.X\Logs\Failed Attenpts.

For instructions on configuring the CSV Failed Attempts log, see the
“Configuring a CSV Log” section on page 9-22.

— ODBC—For instructions on configuring the ODBC Failed Attemptslog,
see the “Configuring an ODBC Log” section on page 9-27.
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Passed Authentications Log

The Passed Authentications log lists successful authentication requests. Thislog
is not dependent upon accounting packets from your AAA clients, so it is
available even if your AAA clients do not support RADIUS accounting or if you
have disabled accounting on your AAA clients.

Topics regarding this log include the following:

- Enabling aPassed Authentications L og—For instructions on how to enable
the Passed Authentications log, see the “Enabling or Disabling a CSV Log”
section on page 9-19.

» ViewingaPassed Authentications Report—For instructions on viewing the
Passed Authentications report in the HTML interface, see the “Viewing a
CSV Report” section on page 9-20.

» Configuring a Passed Authentications L og—T he Passed Authentications
log isavailable asa CSV file, viewable in the HTML interface.

The default location for Passed Authentications filesis
Program Fi | es\ Ci scoSecure ACS X.X\ Logs\Passed Authentications.

For instructions on configuring the CSV Passed Authentications log, see the
“Configuring a CSV Log” section on page 9-22.

Dynamic Cisco Secure ACS Administration Reports

These reports show the status of user accounts at the moment they are accessed.
They are available only in the Cisco Secure ACS HTML interface.

The Dynamic Cisco Secure ACS Administration reports include:
» Logged-In Users Report, page 9-11
- Disabled Accounts Report, page 9-14
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Logged-In Users Report

The Logged-in Usersreport listsall users currently receiving servicesfor asingle
AAA client or all AAA clients with access to Cisco Secure ACS.

To use the logged-in user list feature, your AAA client must perform
authentication and accounting using the same protocol—either TACACS+ or
RADIUS.

Topics regarding this report include the following:

- EnablingaL ogged-in UsersReport—The Logged-in Usersreport isalways
enabled. You cannot disable this report.

- Viewing a Logged-in Users Report—For instructions on viewing the
Logged-in User report in the HTML interface, see the “Viewing the
Logged-in Users Report” section on page 9-11.

- Configuring a Logged-in Users Report—The Logged-in Users report is
only availablein the HTML interface. There are no configuration options for
the Logged-in Users report.

» Deleting L ogged-in User s—For instructions about deleting logged-in users
from specific AAA clients or from all AAA clients, see the “Deleting
Logged-in Users” section on page 9-12.

Viewing the Logged-in Users Report

Step 1
Step 2

To view the Logged-in Users report, follow these steps:

In the navigation bar, click Reports and Activity.
Click L ogged-in Users.

Result: The Select a AAA Client page displays the name of each AAA client, its
IP address, and the number of users logged in through the AAA client. At the
bottom of the table, the All AAA Clients entry shows the total number of users
logged in.
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Tip You can sort the table by any column’s entries, in either ascending or
descending order. Click a column title once to sort the table by that column’s
entriesin ascending order. Click the column a second time to sort the table by
that column’s entries in descending order.

Step3 Do one of the following:
a. Toseealist of al userslogged in, click All AAA Clients.

b. Toseealist of userslogged inthrough aparticular AAA client, click the name
of the AAA client.

Result: Cisco Secure ACS displays atable of users logged in, including the
following information:

- Dateand Time

e User

» Group

» Assigned IP

e Port

- Source AAA Client

Tip You can sort the table by any column’s entries, in either ascending or
descending order. Click a column title once to sort the table by that column’s
entriesin ascending order. Click the column a second time to sort the table by
that column’s entries in descending order.

Deleting Logged-in Users

From a Logged-in Users Report, you can instruct Cisco Secure ACS to delete
users logged into a specific AAA client. When a user session terminates without
aAAA client sending an accounting stop packet to the Cisco Secure ACS server,
the Logged-in Users Report continues to show the user. Deleting logged-in users
from a AAA client ends the accounting for those user sessions.
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Step 2

Step 3

Step 4
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Deleting logged-in users only ends the Cisco Secure ACS accounting record
of userslogged in to aparticular AAA client. It does not terminate active user
sessions, nor does it affect user records.

To delete logged-in users, follow these steps:

In the navigation bar, click Reports and Activity.
Click L ogged-in Users.

Result: The Select a AAA Client page displays the name of each AAA client, its
IP address, and the number of users logged in through the AAA client. At the
bottom of the table, the All AAA Clients entry shows the total number of users
logged in.

Click the name of the AAA client whose users you want to delete from the
Logged-in Users report.

Result: Cisco Secure ACSdisplaysatable of all userslogged inthroughthe AAA
client. The Purge Logged in Users button appears below the table.

Click Purge Logged in Users.

Result: Cisco Secure ACS displays a message, indicating the number of users
purged from the report and the |P address of the AAA client.
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Disabled Accounts Report
The Disabled Accounts report lists all user accounts that are currently disabled
and the reason they were disabled.
Topics regarding this report include the following:

« Enabling a Disabled Accounts Report—The Disabled Accounts report is
always enabled. You cannot disable this report.

- Viewing a Disabled Accounts Report—For instructions on viewing the
Disabled Accounts report in the HTML interface, see the “Viewing the
Disabled Accounts Report” section on page 9-14.

- Configuring a Disabled Accounts Report—The Disabled Accounts report
isonly available in the HTML interface. There are no configuration options
for the Disabled Accounts report.

Viewing the Disabled Accounts Report

To view the Disabled Accounts report, follow these steps:

Stepl  Inthe navigation bar, click Reports and Activity.
Step2  Click Disabled Accounts.

Result: The Select auser account to edit page displays disabled user accounts, the
account status, and the group to which the user account is assigned.

Step3  To edit auser account listed, in the User column, click the username.
Result: Cisco Secure ACS opens the user account for editing.

For more information about editing a user account, see the “Basic User Setup
Options” section on page 7-4.
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Cisco Secure ACS System Logs

The system logs are logs about the Cisco Secure ACS system and therefore record
system-related events. These logs are primarily useful for troubleshooting or
audits. They are only available in CSV format. The system logs include the
following:

ACS Backup and Restore Log, page 9-15
RDBMS Synchronization Log, page 9-16
Database Replication Log, page 9-16
Administration Audit Log, page 9-17
ACS Service Monitoring Log, page 9-18

ACS Backup and Restore Log

The ACS Backup and Restore log lists Cisco Secure ACS backup and restore
activity.

Topics regarding this log include the following:

Enabling the ACS Backup and Restore L og—The ACS Backup and
Restore log is always enabled. You cannot disable this log.

Viewing an ACS Backup and Restore Report—For instructions on viewing
the Failed Attempts report in the HTML interface, see the “Viewing a CSV
Report” section on page 9-20.

Configuring the ACS Backup and Restore L og—The ACS Backup and
RestorelogisavailableasaCSV file, viewableinthe HTML interface. There
are no configuration options for the ACS Backup and Restore log.

The default location for ACS Backup and Restore filesis
Program Fi | es\ Ci scoSecure ACS vX.X\Logs\ Backup and Restore.
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RDBMS Synchronization Log

The RDBMS Synchronization log lists RDBMS Synchronization activity.
Topics regarding this log include the following:

- Enabling the RDBM S Synchronization Log—The RDBMS
Synchronization log is always enabled. You cannot disable this|og.

- Viewingan RDBM S Synchronization Repor t—For instructions on viewing
the RDBM S Synchronization report inthe HTML interface, seethe” Viewing
a CSV Report” section on page 9-20.

- Configuring the RDBM S Synchronization Log—The RDBMS
Synchronization log is available as a CSV file, viewable in the HTML
interface. There are no configuration options for the RDBM S
Synchronization log.

The default location for RDBMS Synchronization filesis
Program Fi | es\ Ci scoSecure ACS vX.X\ Logs\ DbSync.

Database Replication Log

The Database Replication log lists database replication activity.
Topics regarding this log include the following:

- Enabling the Database Replication L og—The Database Replication log is
always enabled. You cannot disable thislog.

« Viewing a Database Replication Report—For instructions on viewing the
Database Replication report in the HTML interface, seethe “Viewing a CSV
Report” section on page 9-20.

« Configuringthe Database Replication L og—The Database Replication log
isavailable asa CSV file, viewable in the HTML interface. There are no
configuration options for the Database Replication log.

The default location for RDBM S Synchronization filesis
Program Fi | es\ Ci scoSecure ACS vX.X\ Logs\ DBRepli cate.
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Administration Audit Log

The Administration Audit log lists actions taken by each system administrator,
such as adding users, editing groups, configuring a AAA client, or viewing
reports.

Topics regarding this log include the following:

« Enabling the Administration Audit Log—The Administration Audit log is
always enabled. You cannot disable thislog.

- Viewingan Administration Audit Report—For instructions on viewing the
Administration Audit report in the HTML interface, see the “Viewing aCSV
Report” section on page 9-20.

- Configuringthe Administration Audit Log—The Administration Audit log
is available asa CSV file, viewable in the HTML interface.

The default location for Administration Audit filesis
Program Fi |l es\ Ci scoSecure ACS vX.X\ Logs\ Admi nAudit.

For instructions on configuring the Administration Audit log, see the
“Configuring the Administration Audit Log” section on page 9-17.

Configuring the Administration Audit Log

Step 1
Step 2

Step 3

To configure the Administrative Audit log, follow these steps:

In the navigation bar, click Administration Control.
Click Audit Policy.
Result: The Audit Policy Setup page appears.

To generate a new Administrative Audit CSV file at aregular interval, select one
of the following options:

- Every day—Cisco Secure ACS generates a new Administrative Audit CSV
file at the start of each day.

» Every week—Cisco Secure ACS generates anew Administrative Audit CSV
file at the start of each week.

» Every month—Cisco Secure ACS generates a new Administrative Audit
CSV file at the start of each month.
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Step4  To generate a new Administrative Audit CSV file when the current file reaches a
specific size, select the When size is greater than x KB option and type the file
size threshold in kilobytes in the x box.

Step5  To manage which Administrative Audit CSV files Cisco Secure ACS keeps,
follow these steps:

a. Select the Manage Directory check box.

b. To limit the number of Administrative Audit CSV files Cisco Secure ACS
retains, select the Keep only thelast x files option and type the number of
files you want Cisco Secure ACS to retain in the x box.

c. Tolimit how old Administrative Audit CSV files retained by
Cisco Secure ACS can be, select the Delete files older than x days option
and type the number of days for which Cisco Secure ACS should retain a
Administrative Audit CSV file before deleting it.

Step6  Click Submit.

Result: Cisco Secure ACS saves and implements the Administrative Audit log
settings you specified.

ACS Service Monitoring Log

The ACS Service Monitoring log lists when ACS services start and stop.
Topics regarding this log include the following:

- Enablingthe ACS Service Monitoring L og—The Administration Audit log
is always enabled. You cannot disable this log.

« Viewing an ACS Service Monitoring Report—For instructions on viewing
the Administration Audit report in the HTML interface, see the “Viewing a
CSV Report” section on page 9-20.

« Configuring the ACS Service Monitoring L og—For information about
configuring the ACS Service Monitoring log, see the “Cisco Secure ACS
Active Service Management” section on page 8-48.

The default location for ACS Service Monitoring filesis
Program Fi | es\ Ci scoSecure ACS vX.X\ Logs\ Servi ceMnitoring.
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Working with CSV Logs

This section contains the following topics:
e CSV Log File Names, page 9-19
« Enabling or Disabling a CSV Log, page 9-19
« Viewing a CSV Report, page 9-20
- Configuring aCSV Log, page 9-22

CSV Log File Names

When you access a report in Reports and Activity, Cisco Secure ACS lists the
CSV filesin chronological order, with the current CSV file at the top of the list.
The current file is named log.csv, where log is the name of the log.

Older files are named in the following format:
logyyyy- mm- dd. csv

where

log is the name of the log.

yyyy is the year the CSV file was started.

mm is the month the CSV file was started, in numeric characters.
dd is the date the CSV file was started.

For example, a Database Replication log file that was generated on October 13,
1999, would be named Dat abase Replication 1999-10-13.csv.

If you have selected the day-month-year format under Interface Configuration:
Date Format Control, this log file would be named Dat abase Repl i cati on
1999- 13- 10. csv.

Enabling or Disabling a CSV Log

This procedure describes how to enable or disable a CSV log. For instructions
about configuring the content of a CSV log, see the “Configuring a CSV Log”
section on page 9-22.
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The logs to which this procedure applies are:
« TACACS+ Accounting Log
« TACACS+ Administration Log
 RADIUS Accounting Log
e VoIP Account Log
- Failed Attempts Log
» Passed Authentications log
To enable or disable a CSV log, follow these steps:

Step1  Inthe navigation bar, click System Configuration.
Step2  Click Logging.
Step3  Click the name of the CSV log you want to enable.

Result: The CSV log Comma-Separated Values File Configuration page appears,
where log is the name of the CSV log you selected.

Step4  Toenablethelog, under Enable Logging, select thelL ogto CSV log report check
box, where log is the name of the CSV log you selected in Step 3.

Step5  Todisable thelog, under Enable Logging, clear the Logto CSV report log check
box, where log is the name of the CSV log you selected in Step 3.

Step6  Click Submit.

Result: If you enabled the log, Cisco Secure ACS begins logging information for
the log selected. If you disabled the log, Cisco Secure ACS stops logging
information for the log selected.

Viewing a CSV Report

The reports to which this procedure applies are:
» TACACS+ Accounting
« TACACS+ Administration
- RADIUS Accounting
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Step 1
Step 2

Working with CSV Logs W

« VoIP Accounting

» Failed Attempts

« Passed Authentications

» ACS Backup and Restore
- RDBMS Synchronization
- Database Replication

- Administration Audit

« ACS Service Monitoring

When you select Logged-in Users or Disabled Accounts, alist of logged-in users
or disabled accounts appears in the display area, which is the frame on the right
side of the web browser. For all other types of reports, alist of applicable reports
appears. Filesarelisted in chronological order, with the most recent file at the top
of the list. The reports are named and listed by the date on which they were
created; for example, 1999- 10- 05. csv was created on October 5, 1999.

If you select Day/Month/Year format, afile created on 5 October 1999 is
named 1999- 05- 10. For instructions, seethe* Date Format Control” section on

page 8-3.

Filesin CSV format can be imported into spreadsheets using most popular
spreadsheet application software. Refer to your spreadsheet software
manufacturer’s documentation for instructions.

You can download the CSV file for any CSV report you view in
Cisco Secure ACS. The procedure below includes steps for doing so.

To view a CSV report, follow these steps:

In the navigation bar, click Reports and Activity.
Click the name of the CSV report you want to view.

Result: On theright side of the browser, Cisco Secure ACS lists the current CSV
report file name and the file names of any old CSV report files.

| 78-13751-01, Version 3.0

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide ]

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 9 Working with Logging and Reports |

W working with CSV Logs

Je

Tip You can configure how Cisco Secure ACS handles old CSV report files. For
more information, see the “Configuring a CSV Log” section on page 9-22.

Step3  Click the CSV report file name whose contents you want to view.

Result: If the CSV report file contains information, the information appearsin the
display area.

Tip You can sort the table by any column’s entries, in either ascending or
descending order. Click a column title once to sort the table by that column’s
entriesin ascending order. Click the column a second time to sort the table by
that column’s entries in descending order.

Tip To check for newer information in the current CSV report, click Refresh.

Step4  If you want to download the CSV log file for the report you are viewing, follow
these steps:

a. Click Download.

Result: Your browser displays adialog box for accepting and saving the CSV
file.

b. Choose alocation to save the CSV file and save thefile.

Configuring a CSV Log

This procedure describes how to configure the content of a CSV log. For
instructions about enabling or disabling aCSV log, seethe“Enabling or Disabling
aCSV Log” section on page 9-19.

The logs to which this procedure applies are:
« TACACS+ Accounting
« TACACS+ Administration
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« RADIUS Accounting

« VolP Accounting

» Failed Attempts

» Passed Authentications
N

Note  The ACS Backup and Restore, RDBM S Synchronization, and Database
Replication CSV logs cannot be configured.

You can configure several aspects of a CSV log:
« Log content—You can select which data attributes are included in the log.

« Loggeneration frequency—You can determine whether anew log is started
after a specific length of time or when the current CSV file reaches a
particular size.

« CSV filelocation—You can specify where on the local hard drive
Cisco Secure ACS writes the CSV file.

- CSV fileretention—You can specify how many old CSV files
Cisco Secure ACS maintains or set a maximum number of filesit isto retain.

To configure a CSV log, follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click Logging.
Step3  Click the name of the CSV log you want to enable.

Result: The CSV log Comma-Separated Values File Configuration page appears,
where log is the name of the CSV log you selected.

The Select Columns To Log table contains two lists, Attributes and Logged
Attributes. The attributesin the Logged Attributes list appear on the log selected.

Step4  To add an attribute to the log, select the attribute in the Attributes list, and then
click —> (right arrow button).

Result: The attribute moves to the Logged Attributes list.

Tip Use the vertical scroll bar to find attributes not visible in the list box.
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Step5  Toremove an attribute from the log, select the attribute in the Logged Attributes
list, then click <— (left arrow button).

Result: The attribute moves to the Attributes list.

Tip Use the vertical scroll bar to find attributes not visible in the list.

Step6  To set the attributes in the Logged Attributes list back to the default selections, at
the bottom of the browser window, click Reset Columns.

Step7  To generate anew CSV file at aregular interval, select one of the following

options:
- Every day—Cisco Secure ACS generates anew CSV file at the start of each
day.
» Every week—Cisco Secure ACS generates a new CSV file at the start of
each week.

» Every month—Cisco Secure ACS generates a new CSV file at the start of
each month.

Step8  To generate a new CSV file when the current file reaches a specific size, select
the When sizeis greater than x KB option and type the file size threshold, in
kilobytes, in the x box.

Step9  To manage which CSV files Cisco Secure ACS keeps, follow these steps:
a. Select the Manage Directory check box.

b. To limit the number of CSV files Cisco Secure ACS retains, select the Keep
only thelast x files option and type the number of files you want
Cisco Secure ACS to retain in the x box.

c. Tolimit how old CSV files retained by Cisco Secure ACS can be, select the
Deletefiles older than x days option and type the number of days for which
Cisco Secure ACS should retain a CSV file before deleting it.

Step10  Click Submit.

Result: Cisco Secure ACS implements the CSV log configuration that you
specified.
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Working with ODBC Logs

This section contains procedures for the following topics:
» Preparing to Use ODBC Logging, page 9-25
- Configuring a System Data Source Name for ODBC L ogging, page 9-26
- Configuring aCSV Log, page 9-22

Preparing to Use ODBC Logging

If you plan to use ODBC logging, there are several steps you must complete
before you configure an ODBC log.

To prepare to use ODBC logging, follow these steps:

Stepl  Setuptherelational database to which you want to export logging data. For more
information, refer to your relational database documentation.

Step2  Set up a system data source name (DSN) on the Cisco Secure ACS server. For
instructions, see the “ Configuring a System Data Source Name for ODBC
Logging” section on page 9-26.

Step3  Enable ODBC logging in the Cisco Secure ACS HTML interface:
a. Inthe navigation bar, click I nterface Configuration.
b. Click Advanced Options.
c. Select the ODBC L ogging check box.
d. Click Submit.

Result: Cisco Secure ACS enables the ODBC logging feature. On the
Logging page, in the System Configuration section, Cisco Secure ACS
displays links for configuring ODBC logs.

Result: You can now configure individual ODBC logs. For instructions, see the
“Configuring an ODBC Log” section on page 9-27.
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Configuring a System Data Source Name for ODBC Logging

On the Cisco Secure ACS server, you must create a system DSN for
Cisco Secure ACS to communicate with the relational database that is to store
your logging data.

To create a system DSN for use with ODBC logging, follow these steps:

Step1  In Windows Control Panel, double-click ODBC Data Sour ces.

Step2  Inthe ODBC Data Source Administrator page, click the System DSN tab.
Step3  Click Add.

Step4  Select the driver you need to use with your new DSN, and then click Finish.

Result: A dialog box displays fields requiring information specific to the ODBC
driver you selected.

Step5  Type adescriptive name for the DSN in the Data Source Name box.

Step6  Completethe other fields required by the ODBC driver you selected. Thesefields
may include information such as the IP address of the server on which the
ODBC-compliant relational database runs.

Step7  Click OK.
Step8  Close the ODBC window and Windows Control Panel.

Result: The System DSN to be used by Cisco Secure ACS for communication
with the relational database is created on your Cisco Secure ACS server. The
name you assigned to the DSN appearsin the Data Source list on each ODBC log
configuration page.
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Configuring an ODBC Log

Note

Step 1
Step 2
Step 3

Step 4

Tip

The logs to which this procedure applies are:
« TACACS+ Accounting

 TACACS+ Administration

- RADIUS Accounting

» VolP Accounting

- Failed Attempts

Before you can configure an ODBC log, you must prepare for ODBC logging.
For more information, see the “Preparing to Use ODBC Logging” section on
page 9-25.

To configure an ODBC log, follow these steps:

In the navigation bar, click System Configuration.
Click Logging.
Click the name of the ODBC log you want to enable.

Result: The ODBC log Configuration page appears, where log is the name of the
ODBC log you selected.

The Select Columns To Log table contains two lists: Attributes and Logged
Attributes. When you first access the ODBC configuration page for alog, the
Logged Attributes list contains the default set of attributes. Cisco Secure ACS
includes in the log only those attributes that are in the Logged Attributes list.

Specify the attributes that you want Cisco Secure ACS to send to the relational
database:

a. To add an attribute to the log, select the attribute in the Attributes list, and
then click —> (right arrow button).

Result: The attribute moves to the Logged Attributes list.

Use the vertical scroll bar to find attributes not visible in the list box.
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b. Toremove an attribute from the log, select the attribute in the Logged
Attributes list, and then click <— (left arrow button).

Result: The attribute moves to the Attributes list.

Tip Use the vertical scroll bar to find attributes not visible in the list box.

c. To set the attributes in the Logged Attributes list back to the default
selections, click Reset Columns.

Step5  Inthe ODBC Connection Settings table, follow these steps:

a. From the Data Source list, select the system DSN you created to allow
Cisco Secure ACS to send ODBC logging data to your relational database.

b. Inthe Username box, type the username of a user account in your relational
database.

S,

Note  Theuser must have sufficient privilegesin therelational database
to write the ODBC logging data to the appropriate table.

c. Inthe Password box, type the password for the relational database user
account you specified in Step B.

d. Inthe Table Name box, type the name of the table to which you want ODBC
logging data appended.

Step6  Click Submit.

Result: Cisco Secure ACS saves the log configuration.
Step7  Click the name of the ODBC log you are configuring.

Result: Cisco Secure ACS displays the ODBC log configuration page again.
Step8  Click Show Create Table.

Result: The right side of the browser displays an SQL create table statement for
Microsoft SQL Server. The table name is the name specified in the Table Name
box. The column names are the attributes specified in the Logged Attributes list.
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Step 9

Step 10

Step 11

Step 12

Remote Logging I

The generated SQL isvalid for Microsoft SQL Server only. If you are using
another relational database, refer to your relational database documentation
for information about writing a command to create a table.

Using the information provided in the generated SQL, create atable in your
relational database for this ODBC log.

~

Note  In order for ODBC logging to work, the table name and the column
names must match exactly the names in the generated SQL .

Continuing in Cisco Secure ACS, accessthe configuration page for the ODBC log

you are configuring:

a. Inthe navigation bar, click System Configuration.

b. Click Logging.

c. Click the name of the ODBC log you are configuring.

Result: The ODBC log Configuration page appears, where log is the name of

the ODBC log you selected.

Select the Log to ODBC log report check box, where log is the name of the
ODBC log you selected.

Click Submit.

Result: Cisco Secure ACS begins sending logging data to the relational database

table specified, using the system DSN you configured.

Remote Logging

This section discusses remote logging capabilities of Cisco Secure ACS. It
contains the following topics:

« About Remote Logging, page 9-30
« Remote Logging Options, page 9-31
- Configuring a Central Logging Server, page 9-31
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« Enabling and Configuring Remote Logging, page 9-32
» Disabling Remote Logging, page 9-33

About Remote Logging

The Remote Logging feature enables you to centralize accounting logs generated
by multiple Cisco Secure ACS servers. You can configure each Cisco Secure ACS
to point to asingle Cisco Secure ACSthat isto be used as the logging server. The
logging Cisco Secure ACS server can still perform its AAA duties, but it also is
the repository for accounting logs it receives. For more information about

Cisco Secure ACS accounting logs, see the “Accounting Logs’ section on

page 9-4.

The Remote L ogging feature sends accounting datareceived from AAA clients by
the local Cisco Secure ACS server directly to the CSLOG service on the remote
logging server, where the accounting data is written to the logs. The logging
server generates the accounting logsin the formatsiit is configured to use—CSV
and ODBC—regardless of the local 1ogging configuration on the servers sending
the data to the logging server.

Note  TheRemote Logging feature does not affect the forwarding of accounting data
for proxied authentication requests. Cisco Secure ACS only applies Remote
L ogging settings to accounting data for sessions authenticated by proxy when
accounting data for sessions authenticated by proxy islogged locally. For
more information about proxied authentication requests and accounting data
for sessions authenticated by proxy, see the “Proxy Distribution Table
Configuration” section on page 4-25.
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Remote Logging Options

Cisco Secure ACS provides the remote logging options listed below. These
options appear on the Remote Logging page, available from the Logging pagein
the System Configuration section.

Do not L og Remotely—Cisco Secure ACS writes accounting data of locally
authenticated sessions only to the local logs that are enabled.

Log To All Selected Hosts—Cisco Secure ACS sends accounting data for
locally authenticated sessions to all the AAA serversin the Log To list.

Log to Subsequent Selected Hosts on Failure—Cisco Secure ACS sends
accounting data for locally authenticated sessions to the first

Cisco Secure ACS server inthe Log To list that is operational. This behavior
enables you to configure one or more backup central logging servers so that
no accounting dataislost if the first central logging server fails or is
otherwise unavailable to the local Cisco Secure ACS server.

L og Servers—Thislist represents the AAA servers configured in the AAA
Servers table in Network Configuration to which the Cisco Secure ACS
server does not send accounting data for locally authenticated sessions.

Log To—Thislist represents the AAA servers configured in the AAA
Servers table in Network Configuration to which the Cisco Secure ACS
server does send accounting data for locally authenticated sessions.

Configuring a Central Logging Server

A central logging server is a Cisco Secure ACS server that isto receive
accounting datafrom Cisco Secure ACS servers configured to do remote logging.
Configuring a central logging server consists entirely of making sure that all
Cisco Secure ACS serversthat are to send their accounting data are defined in the
central logging server’s AAA Servers table.

For each Cisco Secure ACS server that the central logging server isto log
watchdog and update packets, be sure that the L og Update/Watchdog Packets
from this remote AAA Server check box is selected in that server’s entry in the
central logging server’s AAA Servers table.

For more information about the AAA Servers table, see the “AAA Server
Configuration” section on page 4-15.
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Enabling and Configuring Remote Logging

~

Note

Step 1

Step 2
Step 3
Step 4
Step 5

Before configuring the Remote L ogging feature on a Cisco Secure ACS
server, make sure that you have configured your central logging server. For
more information, see the “ Configuring a Central Logging Server” section on
page 9-31.

To enable and configure remote logging, follow these steps:

To enable the Remote Logging feature in the HTML interface, follow these steps:
a. Click Interface Configuration.

b. Click Advanced Options.

c. Select the Remote L ogging check box.

d. Click Submit.

Result: Cisco Secure ACS displays the Remote Logging link on the Logging
page in the System Configuration section.

Click System Configuration.

Click Logging.

Click Remote L ogging.

Select the applicable remote logging option:

a. Todisable remote logging, select the Do not L og Remotely option.

b. To send this Cisco Secure ACS server’s accounting information to more than
one Cisco Secure ACS server, select the Log to All Selected Hosts option.

c. To send this Cisco Secure ACS server’s accounting information to a single
Cisco Secure ACS server, select the L og to Subsequent Selected Hosts on
Failure option.

>
Note  UsetheLog to Subsequent Selected Hosts on Failure option when
you want to configure Cisco Secure ACS to send accounting data

to a second remote Cisco Secure ACS server if the first server
fails.
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Step 6

Step 7

Step 8

Remote Logging I

For each remote Cisco Secure ACS server you want to have in the Log To list,
follow these steps:

a. IntheLog Servers list, select the name of a Cisco Secure ACS server to
which you want to send accounting data for locally authenticated sessions.

S

Note  The Cisco Secure ACS servers availablein the Log Serverslist is
determined by the AAA Servers table in Network Configuration.
For more information about the AAA Serverstable, seethe*AAA
Server Configuration” section on page 4-15.

b. Click—> (right arrow button) to move the selected Cisco Secure ACS server
totheLog Tolist.

To assign an order to the serversin the Log To list, click Up and Down to move
selected Cisco Secure ACS servers until you have created the order you need.

S

Note If the Log to Subsequent Selected Hosts on Failure option is selected,
Cisco Secure ACS logs to the first accessible Cisco Secure ACS
server Log To list.

Click Submit.

Result: Cisco Secure ACS saves and implements the remote logging
configuration you specified.

Disabling Remote Logging

Step 1
Step 2

You can prevent a Cisco Secure ACS server from sending its accounting
information to a central logging Cisco Secure ACS server by disabling the
Remote Logging feature.

To disable remote logging, follow these steps:

In the navigation bar, click System Configuration.
Click Logging.
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Step3  Click Remote L ogging.
Step4  Select the Do not Log Remotely option.
Step5  Click Submit.

Result: This Cisco Secure ACS server no longer sendsits accounting information
for locally authenticated sessions to remote logging servers.

Service Logs

The service logs may be considered diagnostic logs and are used for
troubleshooting or debugging purposes only. These logs are not intended for
general use by Cisco Secure ACS administrators; instead, they are mainly sources
of information for Cisco support personnel. Service logs contain a record of all
Cisco Secure ACS service actions and activities. Cisco Secure ACS generates
these logs whenever you log in to Windows NT/2000 and the services are started,
whether or not the administrative interface is started, and whether or not you are
using the service. For example, RADIUS service logs are created even if you are
not using the RADIUS protocol in your network.

For more information about Cisco Secure ACS services, see Appendix H,
“Cisco Secure ACS Internal Architecture.”

Services Logged

Cisco Secure ACS generates logs for the following services:
e CSAdmin
« CSAuth
- CSDBSync
< CSLog
-« CSMon
- CSRadius
« CSTacacs
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These files are located in the \ Logs subdirectory of the applicable service's
directory. For example, the following is the default directory for the CiscoSecure
authentication service:

c:\ Program Fi |l es\ Ci scoSecure ACS v2. 6\ CSAut h\ Logs

The most recent debug log is named as follows:
SERVICE. | og

where SERVICE is the name of the applicable service.

Older debug logs are named with the year, month, and date they were created. For
example, afile created on July 13, 1999, would be named as follows:

SERVICE 1999- 07-13. | og

where SERVICE is the name of the applicable service.

If you selected the Day/Month/Year format, the file would be named as follows:
SERVICE 13-07-1999. 1 og

Configuring Service Logs

You can configure how Cisco Secure ACS generates and manages the service log
file. The options for configuring the service log file are listed below.

» Level of detail—You can set the servicelog file to contain one of three levels
of detail:

— None—No log file is generated.
— Low—Only start and stop actions are logged.
— Full—AIll services actions are logged.

- Generate new file—You can control how often anew service log fileis
created:

— Every Day—Cisco Secure ACS generates anew log file at 12:01 A.M.
local time every day.

— Every Week—Cisco Secure ACS generatesanew log fileat 12:01 A.M.
local time every Sunday.
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— Every Month—Cisco Secure ACS generates anew log file at 12:01
A.M. on the first day of every month.

— When Sizeis Greater than x KB—Cisco Secure ACS generates a new
log file after the current service log file reaches the size specified, in
kilobytes, by x.

- Manage Directory—You can control how long services log files are kept:

- Keep only the last x files—Cisco Secure ACS retains, at most, the
number of files specified by x.

— Deletefilesolder than x days—Cisco Secure ACS retains only those
service logs that are not older than the number of days specified by x.

To configure how Cisco Secure ACS generates and manages the service log file,
follow these steps:

Stepl  Inthe navigation bar, click System Configuration.
Step2  Click Service Control.

Result: The status of the services appears in the CiscoSecure ACS on hostname
table, where hostname is the name of the Cisco Secure ACS server.

Step3  To disable the service log file, under Level of detail, select the None option.

Result: After you click Restart, Cisco Secure ACS does not generate new service
logs file.

Step4  To configure how often Cisco Secure ACS creates aservice log file, select one of
the options under Generate New File.

~

Note  Setti ngs under Generate New File have no effect if you selected None
under Level of detail.
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Step5  To manage which service log files Cisco Secure ACS keeps, follow these steps:

a. Select the Manage Directory check box.

b. To limit the number of service log files Cisco Secure ACS retains, select the
Keep only thelast x files option and in the x box type the number of filesyou
want Cisco Secure ACS to retain.

c. Tolimit how old service log files retained by Cisco Secure ACS can be,
select the Delete files older than x days option and in the x box type the
number of days for which Cisco Secure ACS should retain a service log file
before deleting it.

Step6  Click Restart.

Result: Cisco Secure ACS restarts its services and implements the service log
settings you specified.
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CHAPTER 10

Setting Up and Managing
Administrators and Policy

This chapter addresses the Cisco Secure Access Control Server for

Windows NT/2000 Servers Version 3.0 (Cisco Secure ACS) features found in the
Administration Control section of the HTML interface. It contains the following
sections:

« Administrator Accounts, page 10-1
» Access Policy, page 10-10

» Session Policy, page 10-13

- Audit Policy, page 10-16

Administrator Accounts

To access the Cisco Secure ACS HTML interface from a browser run elsewhere
than on the Cisco Secure ACS server itself, you must log in to Cisco Secure ACS
using an administrative account. If your Cisco Secure ACSis so configured, you
may need to log in to Cisco Secure ACS even on the Cisco Secure ACS server.
For more information about automatic local logins, see the “ Session Policy”
section on page 10-13.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 10 Setting Up and Managing Administrators and Policy |

W Administrator Accounts

Note  Cisco Secure ACS administrator accounts have no correlation with
Cisco Secure ACS user accounts or username/password authentication.
Cisco Secure ACS stores accounts created for authentication of network
servicerequests and those created for Cisco Secure ACS administrative access
in separate internal databases.

This section contains the following topics:
- Administrator Privileges, page 10-2
» Adding an Administrator Account, page 10-6
- Editing an Administrator Account, page 10-7
» Deleting an Administrator Account, page 10-9

Administrator Privileges

You can grant appropriate privileges to each Cisco Secure ACS administrator by
assigning privileges on an administrator-by-administrator basis. You control
privileges by selecting the options in the Administrator Privileges table on the
Add Administrator or Edit Administrator pages. These options are listed below:

- User and Group Setup—Contains the following privilege options for the
User Setup and Group Setup sections of the HTML interface:

— Add/Edit usersin these groups—Enables the administrator to add or
edit users and to assign users to the groups in the Editable groups list.

— Setup of these groups—Enablesthe administrator to edit the settings for
the groups in the Editable groups list.

— Available Groups—Lists the user groups for which the administrator
does not have edit privileges and to which the administrator cannot add
users.

— Editable Groups—Lists the user groups for which the administrator
does have edit privileges to which the administrator account can add
users.
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« Shared Profile Components—Contains the following privilege options for
the Shared Profile Components section of the HTML interface:

Note

Networ k Access Restriction Sets—Allows the administrator full access
to the Network Access Restriction Sets feature.

Downloadable ACL s—Allows the administrator full access to the
Downloadable PIX ACLs feature.

Create New Device Command Set Type—Allows the administrator’s
account to be used as valid credentials by another Cisco application for
adding new device command set types.

Shell Command Authorization Sets—Allows the administrator full
access to the Shell Command Authorization Sets feature.

PI X Command Authorization Sets—Allows the administrator full
access to the PIX Command Authorization Sets feature.

Additional command authorization set privilege options may appear,
if other Cisco network management applications, such as
CiscoWorks2000, have updated the configuration of

Cisco Secure ACS.

« Network Configuration—Allows the administrator full access to the
features in the Network Configuration section of the HTML interface.

« System Configuration...—Contains the privilege options for the features
found in the System Configuration section of the HTML interface. For each
of the following features, enabling the option allows the administrator full
access to the feature.

Service Control—For more information about this feature, see the
“Service Control” section on page 8-2.

Date/Time Format Control—For more information about this feature,
see the “Date Format Control” section on page 8-3.

L ogging Control—For more information about this feature, see the
“Logging” section on page 8-3.

Passwor d Validation—For more information about this feature, see the
“Password Validation” section on page 8-4.

DB Replication—For more information about this feature, see the
“CiscoSecure Database Replication” section on page 8-6.
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— RDBMS Synchronization—For more information about this feature,
see the “RDBMS Synchronization” section on page 8-24.

— P Pool Address Recover y—For more information about this feature,
see the “1P Pools Address Recovery” section on page 8-59.

— P Pool Server Configuration—For more information about this
feature, see the “IP Pools Server” section on page 8-52.

— ACS Backup—For more information about this feature, see the
“Cisco Secure ACS Backup” section on page 8-40.

— ACS Restor e—For more information about this feature, see the
“Cisco Secure ACS System Restore” section on page 8-45.

— ACS Service Management—For more information about this feature,
see the “Cisco Secure ACS Active Service Management” section on
page 8-48.

— Vol P Accounting Configuration—For more information about this
feature, see the “Vol P Accounting Configuration” section on page 8-60.

— ACS Certificate Configuration—For more information about this
feature, see the “Cisco Secure ACS Certificate Setup” section on
page 8-61.

— Certification Authority Configuration—For more information about
this feature, see the “ Certification Authority Setup” section on
page 8-70.

- Interface Configuration—Allows the administrator full access to the
features in the Interface Configuration section of the HTML interface.

« Administration Control—Allows the administrator full access to the
features in the Administration Control section of the HTML interface.

« External User Databases—Allows the administrator full access to the
features in the External User Databases section of the HTML interface.
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« Reports & Activity—Contains the privilege options for the reports and
featuresfound in the Reports and Activity section of the HTML interface. For
each of the following features, enabling the option allows the administrator
full access to the feature.

TACACS+ Accounting—For more information about this report, see
the “TACACS+ Accounting Log” section on page 9-5.

TACACS+ Administration—For more information about this report,
see the “TACACS+ Administration Log” section on page 9-6.

RADIUS Accounting—For more information about this report, see the
“RADIUS Accounting Log” section on page 9-7.

Vol P Accounting—For more information about this report, see the
“VolP Accounting Log” section on page 9-8.

Passed Authentications—For more information about this report, see
the “ Passed Authentications Log” section on page 9-10.

Failed Attempts—For more information about this report, see the
“Failed Attempts Log” section on page 9-9.

L ogged-in User s—For more information about this report, see the
“Logged-In Users Report” section on page 9-11.

Purge of L ogged-in User s—For moreinformation about thisfeature, see
the “Deleting Logged-in Users’ section on page 9-12.

Disabled Accounts—For more information about this report, see the
“Disabled Accounts Report” section on page 9-14.

ACS Backup and Restor e—For more information about this report, see
the “ACS Backup and Restore Log” section on page 9-15.

DB Replication—For more information about this report, see the
“Database Replication Log” section on page 9-16.

RDBM S Synchronization—For more information about this report, see
the “RDBMS Synchronization Log” section on page 9-16.

Administration Audit—For more information about this report, see the
“Administration Audit Log” section on page 9-17.

ACS Service Monitor—For more information about this report, see the
“ACS Service Monitoring Log” section on page 9-18.
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Adding an Administrator Account

You can add Cisco Secure ACS administrator accounts to allow remote access to
the HTML interface. If, on the Session Policy page, the Allow automatic local
login check box is not selected, Cisco Secure ACS requires that you log in using
an administrative account for administrative sessions local to the

Cisco Secure ACS server, too.

For information about the administrative privilege options, see the
“Administrator Privileges’ section on page 10-2.

To add a Cisco Secure ACS administrator account, follow these steps:

Stepl  Inthe navigation bar, click Administration Control.
Step2  Click Add Administrator.

Result: The Add Administrator page appears.
Step3  Complete the boxes in the Administrator Details table:

a. Inthe Administrator Name box, type the login name for the new
Cisco Secure ACS administrator account.

~

Note  The Administrator Name can contain special characters, including
spaces.

b. Inthe Password box, type the password for the new Cisco Secure ACS
administrator account.

c. Inthe Confirm Password box, type the password a second time.

Step4  Toselect al privileges, including user group editing privilegesfor all user groups,
click Grant All.

Result: All privileges options are selected. All user groups move to the Editable
groups list.

Tip To clear all privileges, including user group editing privileges for all user
groups, click Revoke All.
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Step5  To grant user and user group editing privileges, follow these steps:
a. Select the desired check boxes under User & Group Setup.

b. To move a user group to the Editable groups list, select the group in the
Available groups list, and then click —> (right arrow button).

Result: The selected group moves to the Editable groups list.

c. Toremove a user group from the Editable groups list, select the group in the
Editable groups list, and then click <— (left arrow button).

Result: The selected group moves to the Available groups list.
d. Tomove all user groups to the Editable groups list, click >>.

Result: The user groups in the Available groups list move to the Editable
groups list.

e. Toremove all user groups from the Editable groups list, click <<.

Result: The user groups in the Editable groups list move to the Available
groups list.

Step6  To grant any of the remaining privilege options, in the Administrator Privileges
table, select the applicable check boxes.

Step7  Click Submit.

Result: Cisco Secure ACS saves the new administrator account. The new account
appears in the list of administrator accounts on the Administration Control page.

Editing an Administrator Account

You can edit a Cisco Secure ACS administrator account to change the privileges
granted to the administrator. You can effectively disable an administrator account
by revoking all privileges.
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Note  You cannot change the name of an administrator account; however, you can
delete an administrator account and then create an account with the new name.
For information about deleting an administrator account, see the “ Deleting an
Administrator Account” section on page 10-9. For information about creating
an administrator account, see the “ Adding an Administrator Account” section
on page 10-6.

For information about the administrative privilege options, see the
“Administrator Privileges’ section on page 10-2.

To edit Cisco Secure ACS administrator account privileges, follow these steps:

Step1  Inthe navigation bar, click Administration Control.
Result: Cisco Secure ACS displays the Administration Control page.
Step2  Click the name of the administrator account whose privileges you want to edit.

Result: The Edit Administrator name page appears, where nameisthe name of the
administrator account you selected in Step 2.

Step3  To change the administrator password, follow these steps:

a. Inthe Password box, double-click the asterisks, and then type the new
password for the administrator.

Result: The new password replaces the existing, masked password.

b. Inthe Confirm Password box, double-click the asterisks, and then type the
new administrator password a second time.

Step4  Toselect al privileges, including user group editing privilegesfor all user groups,
click Grant All.

Result: All privileges options are selected. All user groups move to the Editable
groups list.

Step5  Toclear al privileges, including user group editing privilegesfor all user groups,
click Revoke All.

Result: All privileges options are cleared. All user groups move to the Available
groups list.
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To grant user and user group editing privileges, follow these steps:
a. Under User & Group Setup, select the applicable check boxes.
b. To move all user groups to the Editable groups list, click >>.

Result: The user groups in the Available groups list move to the Editable
groups list.

c¢. To move a user group to the Editable groups list, select the group in the
Available groups list, and then click —> (right arrow button).

Result: The selected group moves to the Editable groups list.
d. Toremove all user groups from the Editable groups list, click <<.

Result: The user groups in the Editable groups list move to the Available
groups list.

e. Toremove a user group from the Editable groups list, select the group in the
Editable groups list, and then click <— (left arrow button).

Result: The selected group moves to the Available groups list.

To grant any remaining privilege options, select the applicable check boxesin the
Administrator Privileges table.

To revoke any remaining privilege options, clear the applicable check boxesin the
Administrator Privileges table.

Click Submit.

Result: Cisco Secure ACS saves the changes to the administrator account.

Deleting an Administrator Account

Step 1

You can delete a Cisco Secure ACS administrator account when you no longer
need it. We recommend deleting any unused administrator accounts.

To delete a Cisco Secure ACS administrator account, follow these steps:

In the navigation bar, click Administration Control.
Result: Cisco Secure ACS displays the Administration Control page.
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Step2  Inthe Administrators table, click the name of the administrator account that you
want to delete.

Result: The Edit Administrator name page appears, where nameisthe name of the
administrator account you selected in Step 2.

Step3  Click Delete.
Result: Cisco Secure ACS displays a confirmation dialog box.
Step4  Click OK.

Result: Cisco Secure ACS deletes the administrator account. The Administrators
table on the Administration Control page no longer lists administrator account
that you deleted.

Access Policy

The Access Policy feature affects access to remote Cisco Secure ACS
administration sessions. You can limit remote administrator access by |P address
and by the TCP port range used for administrative sessions. This section contains
the following topics:

« Access Policy Options, page 10-10
- Setting Up Session Policy, page 10-14

Access Policy Options

You can configure the following options on the Access Policy Setup page:
« |P Address Filtering—Contains the following | P address filtering options:

— Allow all IP addresses to connect—Allow remote access to the HTML
interface from any IP address.

— Allow only listed | P addressesto connect—Allow remote access to the
HTML interface only from I P addresses inside the address range(s)
specified in the IP Address Ranges table.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
m. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.



| Chapter10  Setting Up and Managing Administrators and Policy

Access Policy W

— Reject connections from listed | P addresses—Allow remote access to
the HTML interface only from | P addresses outside the address range(s)
specified in the IP Address Ranges table.

« |P Address Ranges—The IP Address Ranges table contains ten rows for
configuring IP address ranges. The ranges are always inclusive; that is, the
range includes the start and end IP addresses. The IP addresses entered to
define arange must differ only in the last octet (Class C format).

The IP Address Ranges table contains one column of each of the following
boxes:

— Start | P Address—Defines the lowest | P address of the range specified
in the current row.

— End IP Address—Defines the highest | P address of the range specified
in the current row.

- HTTP Port Allocation—Contains the following options for configuring
TCP ports used for remote access to the HTML interface.

— Allow any TCP portsto be used for Administration HTTP
Access—Allow the ports used by administrative HTTP sessions to
include the full range of TCP ports.

— Restrict Administration Sessionsto the following port range From
Port x to Port y—Restrict the ports used by administrative HTTP
sessions to the range specified in the x and y boxes, inclusive. The size
of the range specified determines the maximum number of concurrent
administrative sessions.

A firewall configured to permit HTTP traffic over the Cisco Secure ACS
administrative port range must also permit HTTP traffic through port
2002, because thisis the port a remote web browser must access to
initiate an administrative session.

Note  We do not recommend allowing administration of
Cisco Secure ACS from outside a firewall. If you do choose to
allow remote access to the HTML interface from outside a
firewall, keep the HTTP port range as harrow as possible. Thiscan
help prevent accidental discovery of an active administrative port
by unauthorized users. An unauthorized user would have to
impersonate, or “ spoof,” the | P address of alegitimate remote host
to make use of the active administrative session HTTP port.
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Setting Up Access Policy

For information about access policy options, see the “Access Policy Options’
section on page 10-10.

To set up Cisco Secure ACS Access Policy, follow these steps:

Step1  Inthe navigation bar, click Administration Control.

Result: Cisco Secure ACS displays the Administration Control page.
Step2  Click Access Palicy.

Result: The Access Policy Setup page appears.

Step3  To allow remote access to the HTML interface from any |P address, in the IP
Address Filtering table, select the Allow all 1P addresses to connect option.

Step4  To alow remote access to the HTML interface only from IP addresses within a
range or ranges of |P addresses, follow these steps:

a. Inthe P Address Filtering table, select the Allow only listed | P addresses
to connect option.

b. For each | P address range from within which you want to allow remote access
to the HTML interface, complete one row of the IP Address Rangestable. In
the Start IP Address box, type the lowest IP address in the range. In the End
IP Address box, type the highest IP address in the range.

Step5  To alow remote access to the HTML interface only from I P addresses outside a
range or ranges of |P addresses, follow these steps:

a. IntheIP Address Filtering table, select the Reject connections from listed
| P addresses option.

b. For each IP address range from outside of which you want to allow remote
access to the HTML interface, complete one row of the IP Address Ranges
table. Type the lowest IP address in the range in the Start P Address box.
Type the highest | P address in the range in the End P Address box.

Step6  Toallow Cisco Secure ACSto use any valid TCP port for administrative sessions,
either local or remote, select the Allow any TCP portsto be used for
Administration HTTP Access option.
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Step7  To allow Cisco Secure ACS to use only a specified range of TCP ports for
administrative sessions, follow these steps:

a. Select the Restrict Administration Sessionsto the following port range
From Port x to Port y option.

b. Inthey box type the highest TCP port in the range.
c. Inthe x box type the lowest TCP port in the range.
Step8  Click Submit.

Result: Cisco Secure ACS saves and begins enforcing the access policy settings.

Session Policy

The Session Policy feature controls various aspects of Cisco Secure ACS
administrative sessions. This section contains the following topics:

« Session Policy Options, page 10-13
- Setting Up Session Policy, page 10-14

Session Policy Options

You can configure the following options on the Session Policy Setup page:

« Session idle timeout (minutes)—Defines the time in minutes that an
administrative session, local or remote, must remain idle before
Cisco Secure ACS terminates the connection. This parameter applies to the
Cisco Secure ACS administrative session in the browser only. It does not
apply to an administrator’ s dial-up session.

An administrator whose administrative session is terminated receives a
dialog box asking whether or not the administrator wants to continue. If the
administrator chooses to continue, Cisco Secure ACS starts a new
administrative session.
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« Allow Automatic L ocal L ogin—Enables administrators to start an
administrative session without logging in if they are using a browser on the
Cisco Secure ACS server. Local administrative sessions with automatic local
login are recorded in the Administrative Audit report with the administrator
name “local_login”.

Note If there are no administrator accounts defined, no administrator name
and password is required to access Cisco Secure ACS locally. This
prevents you from accidentally locking yourself out of
Cisco Secure ACS.

« RespondtoInvalid I P Address Connections—Enables an error message in
response to attempts to start a remote administrative session using an IP
address that isinvalid according to the | P address ranges configured in
Access Policy. Disabling this option can help prevent unauthorized users
from discovering your Cisco Secure ACS server.

« Lock out Administrator after x successive failed attempts—Enables
Cisco Secure ACSto lock out an administrator after the number of successive
failed login attempts specified in the x box. A value of 0 (zero) in the x box
allows unlimited successive administrative login failures. If this check box is
selected, the x box cannot be set to zero.

Setting Up Session Policy

For information about session policy options, see “ Session Policy Options”
section on page 10-13.

To setup Cisco Secure ACS Session Policy, follow these steps:

Step1  Inthe navigation bar, click Administration Control.

Result: Cisco Secure ACS displays the Administration Control page.
Step2  Click Session Policy.

Result: The Session Policy Setup page appears.

Step3  To define the number of minutes of inactivity after which Cisco Secure ACS ends
an administrative session, in the Session idle timeout (minutes) box, type the
number of minutes.
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Step4  Set the automatic local login policy:

a. To allow administrators to login to Cisco Secure ACS locally without using
their administrator names and passwords, select the Allow Automatic L ocal
Login check box.

b. To require administrators to login to Cisco Secure ACS locally using their
administrator names and passwords, clear the Allow Automatic Local L ogin
check box.

Step5  Set theinvalid IP address response policy:

a. To configure Cisco Secure ACS to respond with a message when an
administrative session is requested from an invalid | P address, select the
Respond to invalid | P address connections check box.

b. To configure Cisco Secure ACS to send no message when an administrative
session is requested from an invalid 1P address, clear the Respond toinvalid
| P address connections check box.

Step6  Set the failed administrative login attempts policy:

a. To enable Cisco Secure ACS to lockout an administrator after a number of
successive failed administrative login attempts, select the L ock out
Administrator after x successive failed attempts check box.

b. Inthex box, type the number of successive failed login attempts after which
Cisco Secure ACS locks out an administrator. To allow unlimited failed
administrative login attempts, type O (zero).

S

Note  If the Lock out Administrator after x successive failed attempts
check box is selected, the x box cannot be set to zero.

Step7  Click Submit.

Result: Cisco Secure ACS saves and begins enforcing the session policy settings
you made.
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Audit Policy

The Audit Policy feature controls the generation of the Administrative Audit log.

For more information about enabling, viewing, or configuring the Administrative
Audit log, see the “Administration Audit Log” section on page 9-17.
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CHAPTER 11

Working with User Databases

Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) authenticates users against one of several possible databases,
including its internal database. You can configure Cisco Secure ACS to
authenticate users with more than one type of database. This flexibility enables
you to use user accounts data collected in different locations without having to
explicitly import the users from each external user database into the CiscoSecure
user database. It also enablesyou to apply different databasesto different types of
users, depending on the security requirements associated with user authorizations
on your network. For example, a common configuration is to use a Windows
2000/NT user database for standard network users and a token server for network
administrators.

This chapter contains the following sections:
» CiscoSecure User Database, page 11-2
» About External User Databases, page 11-4
« Windows NT/2000 User Database, page 11-6
« Generic LDAP, page 11-14
- Novell NDS Database, page 11-24
- ODBC Database, page 11-30
- LEAP Proxy RADIUS Server Database, page 11-44
» Token Server User Databases, page 11-47
» Deleting an External User Database Configuration, page 11-58

For information about the Unknown User Policy and group mapping features, see
Chapter 12, “Administering External User Databases.”
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CiscoSecure User Database

The CiscoSecure user database is the database internal to Cisco Secure ACS. The
CiscoSecure user database draws information from a number of data sources,
including a memory-mapped, hash-indexed file, VarsDB.MDB (in Microsoft Jet
database format), and the Windows NT/2000 Registry. The memory-mapped,
hash-indexed file uses an index and tree structure, so searches can occur
logarithmically rather than linearly, thus yielding very fast lookup times. This
enables the CiscoSecure user database to authenticate users quickly. See

Figure 11-1 on page 11-3.

Unless you have configured Cisco Secure ACS to authenticate users with an
external user database, Cisco Secure ACS uses usernames and passwords in the
CiscoSecure user database during authentication. If you have configured the
Unknown User policy, Cisco Secure ACS does not rely on a username and
password in the CiscoSecure user database for authentication. For more
information about the Unknown User Policy feature, see the “Unknown User
Processing” section on page 12-1. If you have configured specific user accounts
to use an external user database to authenticate those users, Cisco Secure ACS
uses information from the specified external user database to perform
authentication. For more information about specifying an external user database
for authentication of a user, see the “Adding a Basic User Account” section on

page 7-5.
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Figure 11-1 Using the CiscoSecure User Database for Authentication
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There are five ways to create user accounts in the CiscoSecure user database:
Using the Cisco Secure ACSHTML interface (see the “Adding aBasic User

Account” section on page 7-5).

Using the Database Replication feature (see the “ CiscoSecure Database

Replication” section on page 8-6).

Using the Database Import utility, csuti | . exe (see the “ Cisco Secure ACS
Command-Line Database Utility” section on page E-1.)

Using the RDBM S Synchronization feature (see the “RDBMS

Synchronization” section on page 8-24).

Using the Unknown User Policy feature (see the “ Administering External

User Databases” section on page 12-1).

The CiscoSecure user database also is crucial for the authorization process.
Regardless of whether a user is authenticated by the internal user database or by
an external user database, Cisco Secure ACS authorizes network services for
users based upon group membership and specific user settings found in the
CiscoSecure user database. Thus, all users authenticated by Cisco Secure ACS,
even those whose authentication is performed with an external user database, have
an account in the CiscoSecure user database. As always, user settings override
group settings.
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If you implement an external user database, Cisco Secure ACS offers two
powerful features that you must configure. The first feature is the Unknown User
Policy. This feature automates the creation of user accounts in the CiscoSecure
user database for users authenticated by an external user database. The other
feature is Cisco Secure ACS user group mappings for users authenticated by
external user databases. For information on these features, see Chapter 12,
“Administering External User Databases.”

The CiscoSecure user database supports authentication for PAP, CHAP,
MS-CHAP, ARAP, LEAP, and ASCII passwords. It also supports the
certificate-based EAP-TL S authentication protocol.

About External User Databases

You can configure Cisco Secure ACS to forward authentication of usersto one
external user database or more. Support for external user databases means that
Cisco Secure ACS does not require that you create duplicate user entriesin the
CiscoSecure user database. Users can be authenticated using the following
databases.

» Windows NT/2000 User Database

- Generic LDAP

« Novell NetWare Directory Services (NDS)
» Open Database Connectivity (ODBC)-compliant relational databases
« LEAP Proxy RADIUS servers

« AXENT token servers

- SafeWord token servers

« RSA Securel D token servers

» RADIUS-based token servers, including:
ActivCard token servers

CRY PTOCard token servers

Vasco token servers

Generic RADIUS token servers
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Regardless of which database is used to authenticate users, the CiscoSecure user
database, internal to Cisco Secure ACS, is used to authorize requested network
services.

For Cisco Secure ACS to interact with an external user database,

Cisco Secure ACS requires an API for third-party authentication source. The
Cisco Secure ACS communicates with the external user database using the API.
For Windows NT/2000, Generic LDAP, and Novell NDS authentication, the
program interface for the external authentication islocal to the Cisco Secure ACS
system and is provided by the local operating system. In these cases, no further
components are required.

In the case of ODBC authentication sources, in addition to the Windows ODBC
interface, the third-party ODBC driver must beinstalled on the Cisco Secure ACS
server.

To communicate with each traditional token server, you must have software
components provided by the OTP vendors installed, in addition to the

Cisco Secure ACS components. You must also specify in User Setup that atoken
card server is to be used.

For RADIUS-based token servers, such as ActivCard, CRY PTOCard, and Vasco,
the standard RADIUS interface serves as the third-party API.

Authenticating with External User Databases

Authenticating users with an external user database requires more than
configuring Cisco Secure ACS to communicate with an external user database.
Performing one of the configuration procedures for an external database that are
provided in this chapter does not on its own instruct Cisco Secure ACS to
authenticate any users with that database.
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After you have configured Cisco Secure ACS to communicate with an external
user database, you can configure Cisco Secure ACSto authenticate userswith the
external user database in one of two ways:

By Specific User Assignment—You can configure Cisco Secure ACS to
authenticate specific users with an external user database. To do this, the user
must exist in the CiscoSecure user database and the Password Authentication
list in User Setup must be set to the external user database that

Cisco Secure ACS s to use to authenticate the user.

While setting the Password Authentication for every user account istime
consuming, this method of determining which users are authenticated with an
external user database is secure because it requires explicit definition of who
is to authenticate using the external user database. In addition, the users may
be placed in the desired Cisco Secure ACS group and thereby receive the
applicable access profile.

By Unknown User Policy—You can configure Cisco Secure ACS to attempt
authentication of users not found in the CiscoSecure user database by using
an external user database. Users do not need to be defined in the CiscoSecure
user database for this method. For moreinformation about the Unknown User
Policy, see the “Unknown User Processing” section on page 12-1.

You can also configure Cisco Secure ACS with both methods above; these two
methods are not mutually exclusive.

Windows NT/2000 User Database

Cisco Secure ACS supports PAP and MS-CHAP authentication with Windows
NT 4.0 Security Accounts Manager (SAM) database or a Windows 2000 Active
Directory database. Cisco Secure ACS supports EAP-TLS authentication with a
Windows 2000 Active Directory database. You can configure Cisco Secure ACS
to authenticate usernames and passwords against those already in a

Windows NT/2000 user database. In organizations in which a substantial
Windows NT/2000 user database already exists, Cisco Secure ACS can leverage
the work already invested in building the database without any additional input.
This eliminates the need for separate databases.
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This section contains the following topics:

« The Cisco Secure ACS Authentication Process with Windows NT/2000 User
Databases, page 11-7

« Trust Relationships, page 11-8
» Windows Dial-up Networking Clients, page 11-9
» Windows NT/2000 Authentication, page 11-10

» User-Changeable Passwords with Windows NT/2000 User Databases,
page 11-12

e Preparing Users for Authenticating with Windows NT/2000, page 11-12
- Configuring a Windows NT/2000 External User Database, page 11-13

The Cisco Secure ACS Authentication Process with Windows
NT/2000 User Databases

Cisco Secure ACS forwards user authentication requests to a Windows NT/2000
database in one of two scenarios. Thefirst scenario is when the user’s account in
the CiscoSecure user database lists a Windows NT/2000 database configuration
as the authentication method. The second is when the user is unknown to the
CiscoSecure user database and the Unknown User Policy dictates that a Windows
NT/2000 database is the next external user database to try.

In either case, Cisco Secure ACS forwards the username and password to the
Windows NT/2000 database. The Windows NT/2000 database either passes or
fails the authentication request from Cisco Secure ACS. Upon receiving the
response from the Windows NT/2000 database, Cisco Secure ACS instructs the
requesting AAA client to grant or deny the user access, depending upon the
response from the Windows NT/2000 database.

Cisco Secure ACS grants authorization based on the Cisco Secure ACS group to
which the user is assigned. While the group to which a user is assigned can be
determined by information from the Windows NT/2000 database, it is

Cisco Secure ACS that grants authorization privileges. See Figure 11-2 on

page 11-8.
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Figure 11-2 Using the Windows NT/2000 User Database for Authentication
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To further control access by auser from within the Windows NT User Manager or
the Windows 2000 Active Directory Users and Computers, you can configure
Cisco Secure ACSto also check the setting for granting dialin permission to user.
This setting is labeled “ Grant dialin permission to user” in Windows NT and
“Allow access’ in the Remote Access Permission area in Windows 2000. If this
feature is disabled for the user, access is not permitted, even if the username and
password are typed correctly.

For the most secure authentication with Windows NT/2000 user databases, use
MS-CHAP.

Trust Relationships

Cisco Secure ACS can take advantage of trust relationships that have been
established between Windows NT/2000 servers. If the domain that contains the
Cisco Secure ACS server trusts another domain, Cisco Secure ACS can
authenticate users whose accounts reside in the other domain. Cisco Secure ACS
can also reference the Grant dialin permission to user setting across trusted
domains.

If your domains are Windows 2000 domains, Cisco Secure ACS can take
advantage of indirect trusts for Windows authentication. Consider the example of
Windows 2000 domains A, B, and C, where Cisco Secure ACS resides on a
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Windows 2000 server in domain A. Domain A trusts domain B, but no trust
relationship is established between domain A and domain C. If domain B trusts
domain C, the Cisco Secure ACS server in domain A can authenticate users
whose accounts reside in domain C, making use of the indirect trust of domain C.

For more information on trust relationships, refer to your Microsoft Windows
NT/2000 documentation.

Windows Dial-up Networking Clients

The dial-up networking clients for Windows NT/2000 and Windows
95/98/Millennium Edition (ME) allow usersto connect to your network remotely,
but the fields provided differ.

About the Windows NT/2000 Dial-up Networking Client

If you use the Windows NT/2000 Dial-Up Networking client todial intothe AAA
client, three fields appear:

- username—Type your username.
e password—Type your password.
« domain—Type your valid domain name.
S
Note  For moreinformation about the implications of completing or leaving

the domain field blank, see the “Windows NT/2000 Authentication”
section on page 11-10.
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About the Windows 95/98/Millennium Edition Dial-up Networking Client

If you use the Windows 95/98/ME Dial-Up Networking client to dial in to the
AAA client, two fields appear:

« username—Type your username.

~

Note  You also have the option of prefixing your username with the name of
the domain you want to log in to. For more information about the
implications of prefixing or not prefixing the domain name before the
username, see the “Windows NT/2000 Authentication” section on
page 11-10.

» password—Type your password.

Windows NT/2000 Authentication

While the Windows NT/2000 and Windows 95/98/M E provide different methods
of specifying a domain name, the effect of providing or not providing the domain
name while logging in is the same.

The most reliable method of authenticating users against a specific domain is to
require users to submit the domains they should be authenticated against along
with their usernames. With the Windows NT/2000 dial-up client, thisis
accomplished by typing the domain in the domain field (or selecting it from the
drop-down list). With the Windows 95/98/M E dial-up client, thisis accomplished
by submitting the username in the fully qualified format. Users submitting afully
qualified username must enter the domain name before their username in the
following format:

DOVAI N_NAME\ USER_NAME

For example, user Mary Smith (msmith) in Domain10 would enter the following:
Donmi n10\ nsnit h

Another reason to provide the username in the format shown above isif auser is
included in more than one domain. In this case, the privileges assigned upon
authentication will be those associated with the account in the first domain with a
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matching username and password. This also illustrates the importance of
removing usernames from a domain when the privileges associated with the user
are no longer required.

Tip For Windows 95/98/M E and Windows NT/2000, entering the domain name
can speed up authentication, because Cisco Secure ACS can go directly to the
domain rather than searching through thelocal domain and all trusted domains
until it finds the username.

Note  Cisco Secure ACS does not support the user @domain (UPN) format of
qualified usernames when authenticating users with Windows user databases.

If you do not specify a domain name when typing the username,

Cisco Secure ACS submits the username to the Windows NT/2000 operating
system on the Cisco Secure ACS server. If the Windows NT/2000 server does not
find the username in its local database, it then checks all trusted domains. If the
password of the first occurrence of the username in the trusted domains does not
match the password submitted by Cisco Secure ACS, authentication fails. If the
Domain List in the Windows NT/2000 User Database Configuration of the
External User Databases section has been configured with alist of trusted
domains, Cisco Secure ACS submits the username and password to each domain
inthelistinafully qualified format until it successfully authenticates the user. If
Cisco Secure ACS hastried each domain listed in the Domain List or if no trusted
domains have been configured in the Domain List, Cisco Secure ACS stops
attempting to authenticate the user and does not grant that user access.

Note  If your Domain List contains domains and your Windows SAM or Active
Directory user databases are configured to lock out users after a number of
failed attempts, users can be inadvertently locked out because
Cisco Secure ACS tries each domain in the Domain List explicitly, resulting
in failed attempts for identical usernames that reside in different domains.
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User-Changeable Passwords with Windows NT/2000 User
Databases

For network users who are authenticated by a Windows NT/2000 user database,
Cisco Secure ACS supports the user-changeabl e passwords upon password
expiration. You can enable thisfeature in the M S-CHAP Settings on the Windows
NT/2000 User Database Configuration page in the External User Databases
section. Using this feature in your network requires the following:

« Users must be present in the Windows NT/2000 user database

» User accountsin Cisco Secure ACS must specify the Windows NT/2000 user
database for authentication

» End-user clientsmust be MS-CHAP compatible, such asthe Windowsdial-up
networking client

« The network devices the end-user clients connect to must use RADIUS for
authentication requests sent to Cisco Secure ACS

When the conditions above are met and this feature is enabled, users receive a
dialog box prompting them to change their passwords upon their first successful
authentication after their passwords have expired. The dialog box is the same as
presented to users by Windows when a user with an expired password accesses a
network via a remote access server.

Preparing Users for Authenticating with Windows NT/2000

Before using the Windows NT/2000 user database for authentication, follow these
steps:

Stepl  Make sure the username exists in the Windows NT/2000 user database.

Step2  Inthe Windows NT User Manager or in Windows 2000 Active Directory Users
and Computers, clear the following User Properties check boxes:

» User must change password at next logon
« Account disabled
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Step3  If you want to control dial-in access from within Windows NT, click Dial-in and
select Grant dialin permission to user. In Windows 2000, access the User
Properties dialog box, select the Dial-I n tab, and in the Remote Access area, click
Allow access. You must also configure the option to reference this feature under
Database Group Mappings in the External User Databases section of
Cisco Secure ACS.

Configuring a Windows NT/2000 External User Database

To configure Cisco Secure ACS to authenticate users against the Windows
NT/2000 user database in your network’s trusted domains, follow these steps:

Step1  Inthe navigation bar, click External User Databases.
Step2  Click Database Configuration.

Result: Cisco Secure ACS displaysalist of all possible external user database
types.
Step3  Click Windows NT/2000.

Result: If no Windows NT/2000 database configuration exists, the Database
Configuration Creation table appears. Otherwise, the External User Database
Configuration page appears.

Step4  If you are creating a new configuration, follow these steps:
a. Click Create New Configuration.

b. Type aname for the new configuration for Windows NT/2000 authentication
in the box provided, or accept the default name in the box.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Step5  Click Configure.
Result: The Windows NT/2000 User Database Configuration page appears.
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Step6  Torestrict network access to users who have Windows dial-in permission, select
the Grant dialin permission to user check box.

>

Note  Windows dialin permission is enabled in the Dialin section of user
propertiesin Windows NT and on the Dial-in tab of the user properties
in Windows 2000.

Step7  To authenticate explicitly using each trusted Windows domain for usernames that
are not domain-qualified, select the domains you want Cisco Secure ACS to use
to authenticate unqualified usernames in the Available Domains list and move
them to the Domain List list by clicking —>.

Step8  Inthe MS-CHAP table, follow these steps:

a. To support for authentication, select the check boxes for the applicable
MS-CHAP versions.

b. To enable password changes, select the check boxes for the applicable
MS-CHAP versions.

Step9  Click Submit.

Result: Cisco Secure ACS saves the Windows NT/2000 user database
configuration you created. You can now add it to your Unknown User Policy or
assign specific user accounts to use this database for authentication. For more
information about the Unknown User Policy, see the “Unknown User Processing”
section on page 12-1. For more information about configuring user accounts to
authenticate using this database, see the “ Setting Up and Managing User
Accounts” section on page 7-1.

Generic LDAP

Cisco Secure ACS supports PAP and EAP-TL S authentication via generic
Lightweight Directory Access Protocol (LDAP) databases, such as Netscape
Directory Services. Configuring Cisco Secure ACS to authenticate against an
L DAP database does not affect the configuration of the LDAP database. To
manage your L DAP database, see your L DAP database documentation.
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This section contains the following topics:

« Cisco Secure ACS Authentication Process with a Generic LDAP User
Database, page 11-15

e Multiple LDAP Instances, page 11-16

» LDAP Organizational Units and Groups, page 11-17

- Directed Authentications, page 11-17

- LDAP Failover, page 11-17

« Configuring a Generic LDAP External User Database, page 11-19

Cisco Secure ACS Authentication Process with a Generic LDAP
User Database

Cisco Secure ACS forwards user authentication requests to an LDAP databasein
one of two scenarios. The first scenario is when the user’s account in the
CiscoSecure user database lists an LDAP configuration as the authentication
method. The second iswhen the user isunknown to the CiscoSecure user database
and the Unknown User Policy dictates that an LDAP database is the next external
user database to try.

In either case, Cisco Secure ACS forwards the username and password to the

L DAP database. The LDAP database either passes or fails the authentication
request from Cisco Secure ACS. Upon receiving the response from the LDAP
database, Cisco Secure ACS instructs the requesting AAA client to grant or deny
the user access, depending upon the response from the LDAP server.

Cisco Secure ACS grants authorization based on the Cisco Secure ACS group to
which the user is assigned. While the group to which a user is assigned can be
determined by information from the LDAP server, it is Cisco Secure ACS that
grants authorization privileges. See Figure 11-3 on page 11-16.
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Figure 11-3 Using an LDAP Server for Authentication
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Multiple LDAP Instances

You can create several LDAP configurations in Cisco Secure ACS. For each
LDAP configuration, you can add or leave it out of the Unknown User Policy.
Also for each LDAP configuration, you can establish unique group mapping.

Cisco Secure ACS does not require that each LDAP instance corresponds to a
unique LDAP database. You can have more than one LDAP configuration set to
access the same database. Thisisuseful when your L DAP database contains more
than one subtree for users or groups. Because each L DAP configuration supports
only one subtree directory for users and one subtree directory for groups, you
must configure separate L DA P instancesfor each user directory subtree and group
directory subtree combination for which Cisco Secure ACS should submit
authentication requests.
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LDAP Organizational Units and Groups

LDAP groups do not need to have the same name as their corresponding

Cisco Secure ACS groups. The LDAP group can be mapped to a

Cisco Secure ACS group with any name you want to assign. For moreinformation
about how your L DAP database handles group membership, see your LDAP
database documentation. For more information on L DAP group mappings and
Cisco Secure ACS, see the “ Database Group Mappings’ section on page 12-10.

Directed Authentications

You can configure Cisco Secure ACS to filter user authentications that it submits
to LDAP databases. Filtering is based on a string of characters either at the
beginning or end of the username submitted for authentication. This enables you
to have greater control over which L DAPinstance Cisco Secure ACS submitsuser
authentication requests. For example, you could configure a different LDAP
instance per domain in your network and direct the authentications for each as
applicable.

Depending upon how an LDAP database is configured, the different LDAP
instances in Cisco Secure ACS can authenticate users using the same LDAP
database but with different contexts. Using directed authentications in
conjunction with this flexibility allows you to specify which user and group
directory subtrees the LDAP database uses to authenticate users of a given
domain.

LDAP Failover

Cisco Secure ACS supports failover between a primary server and secondary
LDAP server. In the context of LDAP authentication with Cisco Secure ACS,
failover applies when an authentication request fails because Cisco Secure ACS
could not connect to an LDAP server, such as when the server is down or is
otherwise unreachable by the Cisco Secure ACS server. To use this feature, you
must define the primary and secondary L DAP servers on the LDAP Database
Configuration page. Also, you must select the On Timeout Use Secondary check
box. For moreinformation about configuring an LDAP external user database, see
the “ Configuring a Generic LDAP External User Database” section on

page 11-19.
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If the On Timeout Use Secondary check box is selected, and if the first LDAP
server that Cisco Secure ACS attempts to contact cannot be reached,

Cisco Secure ACS always attempts to contact the other LDAP server. The first
server Cisco Secure ACS attempts to contact may not always be the primary
LDAP server. Instead, the first LDAP server that Cisco Secure ACS attempts to
contact depends on the previous LDAP authentication attempt and on the value
specified in the Failback Retry Delay box.

Successful Previous Authentication with the Primary LDAP Server

If, on the previous L DAP authentication attempt, Cisco Secure ACS successfully
connected to the primary LDAP server, Cisco Secure ACS attempts to connect to
the primary LDAP server. If Cisco Secure ACS cannot connect to the primary
LDAP server, Cisco Secure ACS attempts to connect to the secondary LDAP
server.

If Cisco Secure ACS cannot connect with either LDAP server, Cisco Secure ACS
stops attempting L DA P authentication for the user. If the user isan unknown user,
Cisco Secure ACS tries the next external user database listed in the Unknown
User Policy list. For more information about the Unknown User Policy list, see
the “Unknown User Processing” section on page 12-1.

Unsuccessful Previous Authentication with the Primary LDAP Server

If, on the previous L DAP authentication attempt, Cisco Secure ACS could not
connect to the primary LDAP server, whether Cisco Secure ACSfirst attemptsto
connect to the primary server or secondary LDAP server for the current
authentication attempt depends on the value in the Failback Retry Delay box. If
the Failback Retry Delay box isset to 0 (zero), Cisco Secure ACS always attempts
to connect to the primary LDAP server first. And if Cisco Secure ACS cannot
connect to the primary LDAP server, Cisco Secure ACS then attempts to connect
to the secondary LDAP server.

If the Failback Retry Delay box is set to a number other than zero,

Cisco Secure ACS determines how many minutes have passed since the last
authentication attempt using the primary LDAP server occurred. If more minutes
have passed than the value specified in the Failback Retry Delay box,

Cisco Secure ACS attempts to connect to the primary LDAP server first. And if
Cisco Secure ACS cannot connect to the primary LDAP server,

Cisco Secure ACS then attempts to connect to the secondary LDAP server.
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If fewer minutes have passed than the value specified in the Failback Retry Delay
box, Cisco Secure ACS attempts to connect to the secondary LDAP server first.
And if Cisco Secure ACS cannot connect to the secondary LDAP server,

Cisco Secure ACS then attempts to connect to the primary LDAP server.

If Cisco Secure ACS cannot connect to either LDAP server, Cisco Secure ACS
stops attempting L DA P authentication for the user. If the user is an unknown user,
Cisco Secure ACS tries the next external user database listed in the Unknown
User Policy list. For more information about the Unknown User Policy list, see
the “Unknown User Processing” section on page 12-1.

Configuring a Generic LDAP External User Database

Step 1
Step 2

Step 3

Creating a generic LDAP configuration provides Cisco Secure ACS information
that enables it to pass authentication requests to an LDAP database. This
information reflectsthe way you haveimplemented your L DAP database and does
not dictate how your LDAP database is configured or functions. For information
about your LDAP database, refer to your LDAP documentation.

To configure Cisco Secure ACS to use the LDAP User Database, follow these
steps:

In the navigation bar, click External User Databases.

Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types.

Click Generic LDAP.

S

Note  The user authenticates against only one LDAP database.

Result: If no LDAP database configuration exists, only the Database
Configuration Creation table appears. Otherwise, in addition to the Database
Configuration Creation table, the External User Database Configuration table

appears.
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Step4  If you are creating a configuration, follow these steps:
a. Click Create New Configuration.
b. Typeanamefor the new configuration for generic LDAP in the box provided.
c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Step5  Under External User Database Configuration, select the name of the LDAP
database you need to configure.

~

Note If only one LDAP configuration exists, the name of that configuration
appears instead of the list. Proceed to the next step.

Step6  Click Configure.

A

Caution  If you click Delete, the configuration of the selected LDAP database is
deleted.

Step7  To enable Cisco Secure ACS to process L DAP authentications without domain
filtering, from the Filter Domains list, select No.

Step8  To enable Cisco Secure ACS to direct LDAP authentications by filtering on the
beginning of a username, follow these steps:

a. From the Filter Domains list, select Prefix.

b. Inthe Domain Markup box, typethe string of charactersthat a username must
begin with in order for Cisco Secure ACSto use thisLDAP configuration for
authentication.

For example, if usersto be authenticated by this LDAP configuration submit
ausername that begins with “ofc1-", such as of c1-stanley or ofcl-mwiliams,
type ofcl- in the Domain Markup box.

c. To remove from the beginning of the username the characters defined in the
Domain Markup box before submitting it to the LDAP database, select the
Strip Markup check box.

d. To passthe username to the LDAP database without removing the characters
defined in Domain Markup, clear the Strip Markup check box.
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To enable Cisco Secure ACS to direct LDAP authentications by filtering on the
end of a username, follow these steps:

a. From the Filter Domains list, select Suffix.

b. Inthe Domain Markup box, typethe string of charactersthat a username must
end with in order for Cisco Secure ACS to use this LDAP configuration for
authentication.

For example, if users to be authenticated by this LDAP configuration submit
a username that ends with “ @mydomain.com”, such as

stanley @mydomain.com or mwiliams@mydomain.com, in the Domain
Markup box, type @mydomain.com.

c. Toremovefrom the end of the username the characters defined in the Domain
Markup box before submitting it to the LDAP database, select the Strip
Markup check box.

d. To pass the username to the L DAP database without removing the characters
defined in Domain Markup, clear the Strip Markup check box.

In the User Directory Subtree box, type the following:

o=subtree

where subtree isthe tree in which all of your users are located. Thisis configured
when you set up your L DAP database. For more information, refer to your LDAP
database documentation.

S

Note  Your users could be located under an organizational unit rather than
an organization. If thisisthe case, type ou= subtree in the User
Directory Subtree.

In the Group Directory Subtree box, type the following:
o=subtree

where subtree is the tree in which all of your groups are located. This can be the
same | ocation as the user subtree, entered in the User Directory Subtree box. This
is configured when you set up your LDAP database. For more information, refer
to your LDAP database documentation.
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S
Note  Your groups could be located under an organizational unit rather than

an organization. If thisisthe case, in the Group Directory Subtree,
type ou=subtree.

Step 12 Inthe User Object Type box, type the name of the attribute in the user record that
contains the user name. You can obtain this attribute name from your Directory
Server. For more information, refer to your L DAP database documentation.

)

Note  The default valuesin the UserObjectType and following fields reflect
the default configuration of the Netscape Directory Server. Confirm
all values for these fields with your LDAP server’s configuration and
documentation.

Step 13 In the User Object Class box, type the value of the LDAP “objectType” attribute
that identifies the record as a user. Often, user records have several values for the
objectType attribute, some of which are unique to the user, some of which are
shared with other object types. Select a value that is not shared.

Step 14 In the GroupObjectType box, type the name of the attribute in the group record
that contains the group name.

Step 15  In the GroupObjectClass box, type avalue of the LDAP “objectType” attributein
the group record that identifies the record as a group.

Step16  Inthe GroupAttributeName box, type the name of the attribute of the group record
that contains the list of user records who are a member of that group.

Step 17 In the Server Timeout box, type the number of seconds Cisco Secure ACS waits
for aresponse from an LDAP server before determining that the connection with
that server has failed.

Step 18  To enable failover of LDAP authentication attempts, select the On Timeout Use
Secondary check box. For moreinformation about the LDAP failover feature, see
the “LDAP Failover” section on page 11-17.

Step 19 In the Failback Retry Delay box, type the number of minutes after the primary
LDAP server fails to authenticate a user that Cisco Secure ACS resumes sending
authentication reguests to the primary LDAP server first.
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~

Note  To specify that Cisco Secure ACS should always use the primary
LDAP server first, type o (zero) in the Failback Retry Delay box.

For the Primary LDAP Server and Secondary LDAP Server tables, follow these
steps:

S,

Note If you did not select the On Timeout Use Secondary check box, you
do not need to complete the options in the Secondary LDAP Server
table.

a. Inthe Hostname box, type the name or | P address of the machine that is
running the LDAP software. If you are using DNS on your network, you can
type the hostname instead of the |P address.

b. Inthe Port box, type the TCP/IP port number on which the LDAP server is
listening. The default is 389, as stated in the LDAP specification. If you do
not know the port number, you can find this information by viewing those
properties on the LDAP server. If you want to use secure authentication, port
number 636 is usually used.

c. To specify that Cisco Secure ACS should use LDAP version 3 to
communicate with your L DAP database, select the L DAP Ver sion check box.
If the LDAP Version check box isnot selected, Cisco Secure ACSusesLDAP
version 2.

d. Theusername and password credentials are normally passed over the network
tothe LDAPdirectory in clear text. To enhance security, select the Use secure
authentication check box.

e. Inthe Certificate Database Path box, typethe path to thecert 7. db file, which
contains the certificates for the server to be queried and the trusted CA.

f. The Admin DN box requires the fully qualified (DN) of the administrator;
that is, the LDAP account which, if bound to, permits searchesfor all required
users under the User Directory Subtree.
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In the Admin DN box, type the following information from your LDAP
server:

ui d=user id, [ ou=organizational unit, ] [ ou=next organizational
unit] o=organization

where user id is the username

organizational unit isthe last level of the tree

next organizational unit is the next level up the tree.

For example:

ui d=j oesni t h, ou=nmenber s, ou=adni ni strators, o=ci sco

Tip If you are using Netscape DS, you can copy this information from the
Netscape Console.

For more information, refer to your LDAP database documentation.

g. Inthe Password box, type the password for the administrator account
specified in the Admin DN box. Password case sensitivity is determined by
the server.

Step21  Click Submit.

Result: Cisco Secure ACS saves the generic LDAP configuration you created.
You can now add it to your Unknown User Policy or assign specific user accounts
to use this database for authentication. For more information about the Unknown
User Policy, see the “Unknown User Processing” section on page 12-1. For more
information about configuring user accounts to authenticate using this database,
see Chapter 7, “ Setting Up and Managing User Accounts.”

Novell NDS Database

Cisco Secure ACS supports PAP authentication with Novell NetWare Directory
Services (NDS) servers. To use NDS authentication, you must have aNovell NDS
database. Configuring Cisco Secure ACS to authenticate against an NDS
database does not affect the configuration of the NDS database. To manage your
NDS database, refer to your NDS database documentation.
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Some versions of Novell NDS provide standard LDAP implementations. If your
Novell NDS supports standard LDAP and you have implemented standard LDAP,
you should configure a Cisco Secure ACS generic LDAP external user database
to authenticate users defined in your Novell NDS. For more information about
generic LDAP external user databases, see the “Generic LDAP” section on
page 11-14.

To authenticate users with a Novell NDS database, Cisco Secure ACS depends
upon Novell Requestor. Novell Requestor must be installed on the same
Windows NT/2000 server as Cisco Secure ACS. You can download the
Requestor software from the Novell web site. For more information, refer to your
Novell and Microsoft documentation.

For usersto authenticate against aNovell NDS database, Cisco Secure ACS must
be correctly configured to recognize the Novell NDS structure. Cisco Secure ACS
supports up to twenty trees. Each tree has several containers, and each container
can have several contexts. NDS trees can be thought of as similar to

Windows NT/2000 domains. For a user to authenticate against a Novell NDS
context, a user object must exist, and the password must be able to log the name
into the tree.

This section contains the following topics:
e User Contexts, page 11-25
» Novell NDS External User Database Options, page 11-27
« Configuring a Novell NDS External User Database, page 11-28

User Contexts

You must supply one or more contexts when you configure Cisco Secure ACS to
authenticate with an NDS database; however, users can supply an additional
portion of the full context that defines their fully-qualified usernames. In other
words, if none of the contextsin thelist of contexts contains ausername submitted
for authentication, the username must specify exactly how they are subordinate to
the contextsin the list of contexts. The user specifies the manner in which a
username is subordinate to a context by providing the additional context
information needed to uniquely identify the user in the NDS database.
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Consider the following example tree:

[ Root] whose treename=ABC
OU=ABC- Conpany
OU=sal es
CN=Aganmenmmon
OU=nar ket i ng
CN=Qdysseus
OU=nar ket i ng-resear ch
CN=Penel ope
OU=nmar ket i ng- pr oduct
CN=Tel emachus

If the context list configured in Cisco Secure ACS were:
ABC- Conpany, sal es. ABC- Conpany

then Agamemnon would successfully authenticate if he submitted
“Agamemnon.sales’ as his username. If he submitted only “ Agamemnon”,
authentication would fail.

Table 11-1 liststhe users given in the example tree and the username with context
that would allow each user to authenticate successfully.

Table 11-1 Example Usernames with Contexts

User Valid Username With Context

Agamemnon Agamemnon

Odysseus Odysseus.marketing

Penelope Penel ope.marketing-research.marketing

Telemachus Telemachus.marketing-product.marketing
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Novell NDS External User Database Options

You create and maintain configurations for Novell NDS database authentication
onthe NDS Authentication Support pagein Cisco Secure ACS. This page enables
you to add a configuration for a Novell NDS tree, change existing tree
configurations, and delete existing tree configurations in a single submission to
the Cisco Secure ACS web server. Cisco Secure ACS displays information for
each tree configured, plus a blank section for creating atree. The configuration
items presented for each tree are as follows:

~

Add New Tree—Appears only on the blank form for new trees. Selecting this
check box confirms that you want to add a new tree.

Delete Tree—Appears only on existing tree configurations. Selecting this
check box indicates that you want to delete the tree configuration when you
click Submit.

Test L ogin—Selecting this check box causes Cisco Secure ACS to test the
the tree’ s administrative login to the Novell server when you click Submit.

Tree Name—Appears only on the blank form for new trees. The name of the
Novell NDS tree against which Cisco Secure ACS should authenticate users.

Administrator Username—The fully qualified, typeless username for the
administrator of the Novell server. For example;

adm n. Chi cago. Cor por ati on

Administrator Password—The password for the administrator of the Novell
server.

Context List—The full context list with each context specified in canonical,
typeless form; that is, remove the o= and ou= and separate each part of the
context using aperiod (.). You can enter more than one context list. If you do,
separate them with a comma. For example, if your Organization is
Corporation, your Organization Name is Chicago, and you want to enter two
Context names, Marketing and Engineering, you would type:

Engi neeri ng. Chi cago. Cor poration, Marketing. Chicago. Corporation

You do not need to add users in the Context List box.

Note  Userscan provide aportion of their context when they login. For more

information, see the “User Contexts” section on page 11-25.
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Configuring a Novell NDS External User Database

You can allow users to enter their own context as part of the login process.

Creating an Novell NDS database configuration is a process that provides

Cisco Secure ACS information that enables it to pass authentication requests to
an NDS database. This information reflects the way you have implemented your
NDS database and does not dictate how your NDS database is configured or
functions. For information about your NDS database, refer to your Novell NDS
documentation.

Before You Begin

The Novell Requestor Software for Novell NDS must be installed on the same
Windows NT server as Cisco Secure ACS. If the Novell Requestor Software for
Novell NDSis not on the same Windows NT server as Cisco Secure ACS, you
cannot complete this procedure.

To configure Novell NDS authentication, follow these steps:

Stepl  Seeyour Novell NetWare administrator to get the names and other information
on the Tree, Container, and Context.

Step2  Inthe navigation bar, click External User Databases.
Step3  Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types.
Step4  Click Novell NDS.

Result: If no Novell NDS database has yet been configured, the Database
Configuration Creation page appears. Otherwise, the External User Database
Configuration page appears.

Step5  If you are creating a configuration, follow these steps:
a. Click Create New Configuration.

b. Typeaname for the new configuration for Novell NDS Authentication in the
box provided.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.
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Step 6

A

Novell NDS Database

Click Configure.

Caution

Step 7

Step 8

Step 9
Step 10

If you click Delete, the Cisco Secure ACS configuration for your Novell NDS
database is deleted.

Result: The NDS Authentication Support page appears. The NDS Authentication
Support page enables you to add a configuration for an Novell NDS tree, change
existing tree configurations, and delete existing tree configurations.

For more information about the content of the NDS A uthentication Support page,
see the “Novell NDS External User Database Options” section on page 11-27.

To add a new tree configuration, complete the fields in the blank form at the
bottom of the NDS Authentication Support page.

)

Note  You must select the Add Tree check box to confirm that you want to
create a tree configuration.

To change an existing tree configuration, edit the values you need to change.

~

Note  The name of atreeis not changeable. If you need to change a tree
name, click Delete Tree? on the misnamed tree’s section and click
Submit. Then, add a new tree with the same configuration data as the
deleted, misnamed tree, making sure the tree name is correct before
clicking Submit.

To delete an existing tree configuration, select the Delete Tree check box.
Click Submit.

Result: Cisco Secure ACS saves the NDS configuration you created. You can add
it to your Unknown User Policy or assign specific user accounts to use this
database for authentication. For more information about the Unknown User
Policy, see the “Unknown User Processing” section on page 12-1. For more
information about configuring user accounts to authenticate using this database,
see Chapter 7, “ Setting Up and Managing User Accounts.”
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ODBC Database

Cisco Secure ACS supports PAP, CHAP, MS-CHAP, and ARAP authentication
using arelational database viathe ODBC authenticator feature. As with
Windows NT/2000 database support, Cisco Secure ACS's ODBC-compliant
relational database support enables you to make use of existing user records held
in an external ODBC-compliant relational database. Configuring

Cisco Secure ACS to authenticate against an ODBC-compliant relational
database does not affect the configuration of the relational database. To manage
your relational database, refer to your relational database documentation.

The Windows ODBC feature enables you to create a data source name (DSN),
which specifies the database and other important parameters necessary for
communicating with the database. Among the parameters you provide are the
username and password required for the ODBC driver to gain access to your
ODBC-compliant relational database.

This section contains the following topics:

« Cisco Secure ACS Authentication Process with an ODBC External User
Database, page 11-31

- Preparing to Authenticate Users with an ODBC-Compliant Relational
Database, page 11-32

» Implementation of Stored Procedures for ODBC Authentication, page 11-33
» Microsoft SQL Server and Case-Sensitive Passwords, page 11-34

- Sample Routine for Generating a PAP Authentication SQL Procedure,
page 11-35

« Sample Routine for Generating an SQL CHAP Authentication Procedure,
page 11-36

« PAP Authentication Procedure Input, page 11-36

» PAP Procedure Output, page 11-37

« CHAP/MS-CHAP/ARAP Authentication Procedure Input, page 11-38
- CHAP/MS-CHAP/ARAP Procedure Output, page 11-38

» Result Codes, page 11-39
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« Configuring a System Data Source Name for an ODBC External User
Database, page 11-40

« Configuring an ODBC External User Database, page 11-41

Cisco Secure ACS Authentication Process with an ODBC
External User Database

Cisco Secure ACS forwards user authentication requeststo an ODBC database in
one of two scenarios. The first scenario is when the user’s account in the
CiscoSecure user database lists an ODBC database configuration as the
authentication method. The second is when the user is unknown to the
CiscoSecure user database and the Unknown User Policy dictates that an ODBC
database is the next external user database to try.

In either case, Cisco Secure ACS forwards the username and password to the
ODBC database via an ODBC connection. The ODBC database either passes or
fails the authentication request from Cisco Secure ACS. The relational database
must have astored procedure that queriesthe appropriate tables and returns values
to Cisco Secure ACS. If the returned values indicate that the username and
password provided are valid, Cisco Secure ACS instructs the requesting AAA
client to grant the user access; otherwise, Cisco Secure ACS denies the user
access. See Figure 11-4. Upon receiving the response from the ODBC database,
Cisco Secure ACS instructs the requesting AAA client to grant or deny the user
access, depending upon the response from the ODBC database.
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Figure 11-4 Using the ODBC Database for Authentication

Name, pap password
Pap authentication

o—>
CiscoSecure 4
/\C:S !!IIII!!
"Unknown |——> OoDBC RDBMS
user" +
interface
: (MS) Chap/Arap Extraction
<«—0

Chap/Arap password,
authen result,
acct info

16752

Cisco Secure ACS grants authorization based on the Cisco Secure ACS group to
which the user is assigned. While the group to which a user is assigned can be
determined by information from the ODBC database using a process known as
“group specification”, it is Cisco Secure ACS that grants authorization privileges.

Cisco Secure ACS passes the user information to the relational database viathe
ODBC connection. The relational database must have a stored procedure that
gueries the appropriate tables and returns values to Cisco Secure ACS. If the
returned values indicate that the username and password provided are valid,
Cisco Secure ACS grants the user access. Otherwise, Cisco Secure ACS denies
the user access. See Figure 11-4 on page 11-32.

Preparing to Authenticate Users with an ODBC-Compliant
Relational Database

Authenticating users with an ODBC-compliant relational database requires that
you complete several significant steps external to Cisco Secure ACS before
configuring Cisco Secure ACS with an ODBC external user database.
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To prepare for authenticating with an ODBC-compliant relational database,
follow these steps:

Stepl Install the database software on its server. For more information, refer to the
relational database documentation.

Step2  Create the database to hold the usernames and passwords. The database name is
irrelevant to Cisco Secure ACS, so you can name the database however you like.

Step3  Create the table or tables that will hold the usernames and passwords for your
users. The table names are irrelevant to Cisco Secure ACS, so you can name the
tables and columns however you like.

Step4  Write the stored procedures intended to return the required authentication
information to Cisco Secure ACS. For more information about these stored
procedures, see the “Implementation of Stored Procedures for ODBC
Authentication” section on page 11-33.

Step5  Set up asystem DSN on the Cisco Secure ACS server. For steps, see the
“Configuring a System Data Source Name for an ODBC External User Database”
section on page 11-40.

Step6  Configure Cisco Secure ACS to authenticate users with an ODBC database. For
steps, see the “Configuring an ODBC External User Database” section on
page 11-41.

Implementation of Stored Procedures for ODBC Authentication

When you configure Cisco Secure ACS to authenticate users against an
ODBC-compliant relational database, you must create a stored procedure to
perform the necessary query and return the valuesthat Cisco Secure ACS expects.
Cisco Secure ACS supports ODBC authentication for PAP or
CHAP/MS-CHAP/ARAP protocols; however, the method of authentication
differs for these two sets of protocols.

Authentication for PAP protocol occurs within the relational database; that is, if
the stored procedure finds a record with both the username and the password
matching the input, the user is considered authenticated.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 11 Working with User Databases |

M ODBC Database

Authentication for CHAP/MS-CHAP/ARAP occurs within Cisco Secure ACS.
The stored procedure returns the fields for the record with a matching username,
including the password. Cisco Secure ACS confirms or denies authentication
based on the values returned from the procedure.

To support the two protocols, Cisco Secure ACS provides different input to, and
expects different output from, the ODBC authentication request. This requires a
separate stored procedure in the relational database to support each protocol.

The Cisco Secure ACS product CD provides “stub” routines for creating a
procedure in either Microsoft SQL Server or an Oracle database. You can either
modify acopy of these routinesto create your stored procedure or write your own.
Example routines for creating PAP and CHAP/MS-CHAP/ARAP authentication
stored proceduresin SQL Server are given in the “ Sample Routine for Generating
a PAP Authentication SQL Procedure” section on page 11-35 and the “ Sample
Routine for Generating an SQL CHAP Authentication Procedure” section on
page 11-36.

The following sections provide reference information about Cisco Secure ACS
data types versus SQL data types, PAP authentication procedure inputs and
outputs, CHAP/MS-CHAP/ARAP authentication procedure inputs and outputs,
and expected result codes. You can use this information while writing your
authentication stored procedures in your relational database.

Type Definitions

The Cisco Secure ACS types and their matching SQL types are as follows:
e Integer—SQL_INTEGER
e String—SQL_CHAR or SQL_VARCHAR

Microsoft SQL Server and Case-Sensitive Passwords

If you want your passwords to be case sensitive and are using Microsoft SQL

Server as your ODBC-compliant relational database, configure your SQL Server
to accommodate this feature. If your users are authenticating using PPP via PAP
or Telnet login, the password might not be case sensitive, depending on how the
case-sensitivity option is set on the SQL Server. For example, an Oracle database
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will default to case sensitive, whereas Microsoft SQL Server defaults to case
insensitive. However, in the case of CHAP/ARAP, the password is case sensitive
if the CHAP stored procedure is configured.

For example, with Telnet or PAP authentication, the passwords cisco or CISCO
or CiScO will all work if the SQL Server is configured to be case insensitive.

For CHAP/ARAP, the passwords cisco or CISCO or CiScO are not the same,
regardless of whether or not the SQL Server is configured for case-sensitive
passwords.

Sample Routine for Generating a PAP Authentication SQL

Procedure

The following exampl e routine creates a procedure named CSNTAuthUserPap in
Microsoft SQL Server, the default procedure used by Cisco Secure ACS for PAP
authentication. Table and column names that could vary for your database schema
are presented in variable text. The Cisco Secure ACS product CD includes a stub
routine for creating a procedure in either SQL Server or Oracle. For more
information about data type definitions, procedure parameters, and procedure
results, see the “ODBC Database” section on page 11-30.

if exists (select * fromsysobjects where id = object_id
(" dbo. CSNTAut hUser Pap’ ) and sysstat & Oxf = 4)

drop procedure dbo. CSNTAut hUser Pap

(€o)

CREATE PROCEDURE CSNTAut hUser Pap
@sernane varchar(64), @ass varchar (255)
AS

SET NOCOUNT ON

| F EXI STS( SELECT username

FROM users

WHERE username = @ser name

AND csntpassword = @ass )

SELECT 0, csntgroup, csntacctinfo, “No Error®
FROM users

VWHERE username = @ser nane

ELSE

SELECT 3, 0, "odbc", "ODBC Aut hen Error"

GO
GRANT EXECUTE ON dbo. CSNTAut hUser Pap TO ci scosecure
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Sample Routine for Generating an SQL CHAP Authentication
Procedure

The following example routine creates in Microsoft SQL Server a procedure
named CSNTExtractUserClearTextPw, the default procedure used by

Cisco Secure ACS for CHAP/MS-CHAP/ARAP authentication. Table and
column names that could vary for your database’ s schema are presented in
variable text. For more information about data type definitions, procedure
parameters, and procedure results, see the “ODBC Database” section on
page 11-30.

if exists (select * fromsysobjects where id =

obj ect _i d( " dbo. CSNTExt ract User Cl ear Text PW ) and sysstat & Oxf = 4)
drop procedure dbo. CSNTExtract User Cl ear Text Pw

GO

CREATE PROCEDURE CSNTExtract User Cl ear Text Pw

@ser nane var char (64)

AS

SET NOCOUNT ON

I F EXI STS( SELECT username

FROM users

WHERE username = @ser nane )

SELECT 0, csntgroup, csntacctinfo, "No Error ", csntpassword

FROM users

WHERE username = @ser nanme

ELSE

SELECT 3, 0, "odbc", "ODBC Aut hen Error"
(co]

GRANT EXECUTE ON dbo. CSNTExt ract User Cl ear Text Pw TO ci scosecure
(co]

PAP Authentication Procedure Input

Table 11-2 details the input provided by Cisco Secure ACS to the stored
procedure supporting PAP authentication. The stored procedure should accept the
named input values as variables.
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Table 11-2 PAP Stored Procedure Input

Field Type Explanation
CSNTusername | String 0-64 characters
CSNTpassword | String 0-255 characters

Theinput namesare for guidance only. Procedure variables created from them can
have different names; however, they must be defined in the procedure in the order
shown—the username must precede the password variable.

PAP Procedure Output

The stored procedure must return a single row containing the non-null fields.
Table 11-3 lists the procedure results Cisco Secure ACS expects as output from
stored procedure.

Table 11-3 PAP Stored Procedure Results

Field Type Explanation
CSNTresult Integer See Table 11-6 on page 11-39.
CSNTgroup Integer The Cisco Secure ACS group number for authorization.

OXFFFFFFFF is used to assign the default value. Values other than

0-499 are converted to the default.

Note  The group specified in the CSNTgroup field overrides
group mapping configured for the ODBC external user
database.

CSNTacctinfo |String 0-16 characters. A third-party defined string is added to subsequent
account log file entries.

CSNTerror String 0-255 characters. A third-party defined string is written to the

String CSAuth service log file if an error occurs.
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The CSNTGroup and CSNTacctInfo fields are processed only after a successful
authentication. The CSNTerrorString file is logged only after afailure (if the

result is greater than or equal to 4).

The procedure must return the result fields in the order listed above.

CHAP/MS-CHAP/ARAP Authentication Procedure Input

Cisco Secure ACS provides a single value for input to the stored procedure
supporting CHAP/M S-CHAP/ARAP authentication. The stored procedure should
accept the named input value as a variable.

Note  Because Cisco Secure ACS performs authentication for
CHAP/MS-CHAP/ARAP, the user’ s password is nhot an input. See Table 11-4.

Table 11-4 CHAP Stored Procedure Input

Field

Type

Explanation

CSNTusername

String

0-64 characters

The input name is for guidance only. A procedure variable created from it can
have a different name.

CHAP/MS-CHAP/ARAP Procedure Output

The stored procedure must return a single row containing the non-null fields.
Table 11-5 lists the procedure results Cisco Secure ACS expects as output from

stored procedure.
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Table 11-5 CHAP/MS-CHAP/ARAP Stored Procedure Results

Field Type Explanation
CSNTresult Integer See Table 11-6 on page 11-39 Result Codes.
CSNTgroup Integer The Cisco Secure ACS group number for authorization.

OXFFFFFFFF is used to assign the default value. Values other than
0-499 are converted to the default.

Note  The group specified in the CSNTgroup field overrides
group mapping configured for the ODBC external user

database.
CSNTacctIinfo |String 0-16 characters. A third-party defined string is added to subsequent
account log file entries.
CSNTerror- | String 0-255 characters. A third-party defined string is written to the
Stri ng CSAuth service log file if an error occurs.
CSNTpass- |String 0-255 characters. The password is authenticated by
word Cisco Secure ACS for CHAP authentication.

The CSNTGroup and CSNTacctInfo fields are processed only after a successful
authentication. The CSNTerrorString file islogged only after afailure (if the
result is greater than or equal to 4).

The procedure must return the result fields in the order listed above.

Result Codes
You can set the result codes listed in Table 11-6.
Table 11-6 Result Codes
Result Code Meaning
0 (zero) Authentication successful
1 Unknown username
2 Invalid password
Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Table 11-6 Result Codes (continued)

Result Code Meaning

3 Unknown username or invalid
password

4+ Internal error—authentication
not processed

The SQL procedure can decide among 1, 2, or 3 to indicate afailure, depending
on how much information you want the failed authentication log files to include.

A return code of 4 or higher resultsin an authentication error event. These errors
do not increment per-user failed attempt counters. Additionally, error codes are

returned to the AAA client so it can distinguish between errors and failures and,
if configured to do so, fall back to a backup AAA server.

Successful or failed authentications are not logged; general Cisco Secure ACS
logging mechanisms apply. In the event of an error (CSNTresult equal to or less
than 4), the contents of the CSNTerrorString are written to the Windows NT/2000
Event Log under the Application Log.

Configuring a System Data Source Name for an ODBC External
User Database

On the Cisco Secure ACS server, you must create a system DSN for
Cisco Secure ACS to communicate with the relational database.

To create a system DSN for use with an ODBC external user database, follow
these steps:

Step1  In Windows Control Panel, double-click the ODBC Data Sources icon.
Step2  Inthe ODBC Data Source Administrator window, click the System DSN tab.
Step3  Click Add.

Step4  Select the driver you need to use with your new DSN, and then click Finish.

Result: A dialog box displays fields requiring information specific to the ODBC
driver you selected.
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Step 5
Step 6

Step 7

Step 8

ODBC Database W

Type a descriptive name for the DSN in the Data Source Name box.

Complete the other fields required by the ODBC driver you selected. These fields
may include information such as the I P address of the server on which the
ODBC-compliant database runs.

Click OK.

Result: The name you assigned to the DSN appears in the System Data Sources
list.

Close the ODBC window and Windows Control Panel.

Result: The System DSN to be used by Cisco Secure ACS for communication
with the relational database is created on your Cisco Secure ACS server.

Configuring an ODBC External User Database

Step 1
Step 2

Step 3

Creating an ODBC database configuration is a process that provides

Cisco Secure ACSinformation that enablesit to pass authentication requeststo an
ODBC-compliant relational database. Thisinformation reflects the way you have
implemented your relational database and does not dictate how your relational
database is configured or functions. For information about your relational
database, refer to your relational documentation.

Before performing this procedure, you should have completed the stepsin the
“Preparing to Authenticate Users with an ODBC-Compliant Relational
Database” section on page 11-32.

To configure Cisco Secure ACS for ODBC authentication, follow these steps:

In the navigation bar, click External User Databases.
Click Database Configuration.

Result: Cisco Secure ACS displaysalist of all possible external user database
types.

Click External ODBC Database.
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Step4  If you are creating a configuration, follow these steps:
a. Click Create New Configuration.

b. Type aname for the new configuration for ODBC authentication in the box
provided, or accept the default name in the box.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Step5  Click Configure.

Step6  From the System DSN list, select the DSN that is configured on the
Cisco Secure ACS server to communicate with the ODBC-compliant relational
database you want to use.

~

Note If you have not configured on the Cisco Secure ACS server aDSN for
therelational database, do so before completing these steps. For more
information about creating a DSN for Cisco Secure ACS ODBC
authentication, see the “ Configuring a System Data Source Name for
an ODBC External User Database” section on page 11-40.

Step7  Inthe DSN Username box, type the username required to perform transactions
with your ODBC database.

Step8  Inthe DSN Password box, type the password required to perform transactions
with your ODBC database.

Step9  Inthe DSN Connection Retries box, type the number of times Cisco Secure ACS
should try to connect to the ODBC database before timing out. The default is 3.

~

Note  If you have connection problems when Windows NT/2000 starts,
increase this value.

Step10  To change the ODBC worker thread count, in the ODBC Worker Threads box,
type the number of ODBC worker threads. The maximum thread count is 10. The
default is 1.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Step 11

Step 12

Step 13

~

Note

ODBC Database W

Increase the ODBC worker thread count only if the ODBC driver you
are using is certified thread safe. For example, the Microsoft Access
ODBC driver is not thread safe and can cause Cisco Secure ACS to
become unstable if multiple threads are used. Where possible,

Cisco Secure ACS queriesthedriver tofind out if it isthread safe. The
thread count to use is a factor of how long the DSN takes to execute
the procedure and the rate at which authentications are required.

From the DSN Procedure Type list, select the type of output your relational
database provides. Different databases return different output:

Returns Recor dset—T he database returns araw record set in response to an
ODBC query. Microsoft SQL Server responds in this manner.

Returns Parameter s—The database returns a set of named parametersin
response to an ODBC query. Oracle databases respond in this manner.

To support PAP authentication with the ODBC database, follow these steps:

a.

b.

Select the Support PAP authentication check box.

In the PAP SQL Procedure box, type the name of the PAP SQL procedure
routine that runs on the ODBC server. The default value in this box is
CSNTAuthUserPap. If you named the PAP SQL procedure something else,
change this entry to match the name given to the PAP SQL procedure. For
more information and an example routine, see the “Sample Routine for
Generating a PAP Authentication SQL Procedure” section on page 11-35.

A

Note If you enabled PAP authentication, the PAP authentication SQL
procedure must exist on the ODBC database and must have the
exact name specified in the PAP SQL Procedure box. If it does
not, be sure to create it in the ODBC database before attempting
to authenticate users against the ODBC database.

To support CHAP authentication with the ODBC database, follow these steps:

a.

b.

Select the Support CHAP/MS-CHAP/ARAP Authentication check box.

Inthe CHAP SQL Procedure box, type the name of the CHAP SQL procedure
routine on the ODBC server. The default value in this box is
CSNTEXxtractUserClearTextPw. If you named the CHAP SQL procedure
something else, change this entry to match the name given to the CHAP SQL
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procedure. For more information and an example routine, see the “Sample
Routine for Generating an SQL CHAP Authentication Procedure” section on
page 11-36.

A

Note If you enabled CHAP/MS-CHAP/ARAP authentication, the
CHAP authentication SQL procedure must exist on the ODBC
database and must have the exact name specified in the PAP SQL
Procedure box. If it does not, be sure to create it in the ODBC
database before attempting to authenticate users against the
ODBC database.

Step14 Click Submit.

Result: Cisco Secure ACS saves the ODBC configuration you created. You can
add it to your Unknown User Policy or assign specific user accounts to use this
database for authentication. For more information about the Unknown User
Policy, see the “Unknown User Processing” section on page 12-1. For more
information about configuring user accounts to authenticate using this database,
see Chapter 7, “ Setting Up and Managing User Accounts.”

LEAP Proxy RADIUS Server Database

For Cisco Secure ACS-authenticated users accessing your network via Cisco
Aironet devices, Cisco Secure ACS supports MS-CHAP and EAP-TLS
authentication with a proxy RADIUS server. Cisco Secure ACS uses MS-CHAP
version 1 for LEAP Proxy RADIUS Server authentication. To manage your proxy
RADIUS database, refer to your RADIUS database documentation.

Lightweight extensible authentication protocol (LEAP) proxy RADIUS server
authentication allows you to authenticate users against existing Kerberos
databases that support MS-CHAP authentication. You can use the LEAP Proxy
RADIUS Server database to authenticate users with any third-party RADIUS
server that supports MS-CHAP authentication.
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The third-party RADIUS server must return Microsoft Point-to-Point
Encryption (MPPE) keys in the Microsoft RADIUS vendor-specific attribute
(VSA) MSCHAP-MPPE-Keys (VSA 12). If the third-party RADIUS server
does not return the MPPE keys, the authentication fails and is logged in the
Failed Attempts log.

Cisco Secure ACS support RADIUS-based group mapping for users
authenticated by LEAP Proxy RADIUS Server databases. For more information,
see the “RADIUS-Based Group Specification” section on page 12-21.

Configuring a LEAP Proxy RADIUS Server External User Database

Step 1
Step 2

Step 3

You should install and configure your proxy RADIUS server before configuring
Cisco Secure ACS to authenticate users with it. For information about installing
the proxy RADIUS server, refer to the documentation included with your
RADIUS server.

To configure LEAP proxy RADIUS authentication, follow these steps:

In the navigation bar, click External User Databases.

Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types.

Click LEAP Proxy RADIUS Server.

Result: If no LEAP Proxy RADIUS Server configuration exists, only the Database
Configuration Creation table appears. Otherwise, in addition to the Database
Configuration Creation table, the External User Database Configuration table

appears.
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Step4  If you are creating a configuration, follow these steps:
a. Click Create New Configuration.

b. Type aname for the new configuration for the LEAP Proxy RADIUS Server
in the box provided, or accept the default name in the box.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Step5  Under External User Database Configuration, select the name of the LDAP
database you need to configure.

S
Note  If only one LEAP Proxy RADIUS Server configuration exists, the

name of that configuration appears instead of the list. Proceed to the
next step.

Step6  Click Configure.
Step7  Inthe following boxes, type the required information:

« Primary Server Name/l P—IP address of the primary proxy RADIUS
server.

» Secondary Server Name/l P—IP address of the secondary proxy RADIUS
server.

» Shared Secret—The shared secret of the proxy RADIUS server. This must
be identical to the shared secret with which the proxy RADIUS server is
configured.

« Authentication Port—The TCP port over which the proxy RADIUS server
conducts authentication sessions. If the LEAP Proxy RADIUS server is
installed on the same Windows NT/2000 server as Cisco Secure ACS, this
port should not be the same port used by Cisco Secure ACS for RADIUS
authentication. For more information about the ports used by
Cisco Secure ACS for RADIUS, see the “RADIUS” section on page 1-6.

« Timeout (seconds):—The number of seconds Cisco Secure ACS waits
before sending notification to the user that the authentication attempt has
timed out.
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» Retries—The number of authentication attempts Cisco Secure ACS makes
before failing over to the secondary proxy RADIUS server.

« Failback Retry Delay (minutes)—The number of minutes after which
Cisco Secure ACS attempts authentications using a failed primary proxy
RADIUS server.

>
Note If both the primary and the secondary servers fail,

Cisco Secure ACS alternates between both servers until one
responds.

Step8  Click Submit.

Result: Cisco Secure ACS saves the proxy RADIUS token server database
configuration you created. You can add it to your Unknown User Policy or assign
specific user accounts to use this database for authentication. For more
information about the Unknown User Policy, see the “Unknown User Processing”
section on page 12-1. For more information about configuring user accounts to
authenticate using this database, see Chapter 7, “ Setting Up and Managing User
Accounts.”

Token Server User Databases

Cisco Secure ACS supports the use of token servers for the increased security
provided by one-time passwords (OTPs). This section includes the following
topics:

« About Token Servers and Cisco Secure ACS, page 11-48

« About Token Servers and Cisco Secure ACS, page 11-48
 RADIUS-Enabled Token Servers, page 11-49

» Token Servers with Vendor-Proprietary Interfaces, page 11-53
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About Token Servers and Cisco Secure ACS

Cisco Secure ACS provides PAP authentication using token servers. Requests
from the access device are first sent to Cisco Secure ACS. If Cisco Secure ACS
has been configured to authenticate against atoken server and finds the username,
it forwards the authentication request to the token server. If it does not find the
username, Cisco Secure ACS checks the database configured to authenticate
unknown users. If the request for authentication is passed, the appropriate
authorizations are forwarded to the access device along with the approved
authentication. Cisco Secure ACS then maintains the accounting information.

Cisco Secure ACS acts as a client to the token server. For the token servers
supported, Cisco Secure ACS accomplishes this in one of two ways. The first
method uses the token server’s RADIUS interface. For more information about
Cisco Secure ACS support of token servers with a RADIUS interface, see the
“RADIUS-Enabled Token Servers’ section on page 11-49.

For some token servers, Cisco Secure ACS uses the token server vendor’s
proprietary API. For more information about Cisco Secure ACS support of token
servers using the token server vendor’s proprietary API, see the “ Token Servers
with Vendor-Proprietary Interfaces” section on page 11-53.

Token Servers and ISDN

Cisco Secure ACS supports token caching for ISDN terminal adapters and
routers. One inconvenience of using token cards for OTP authentication with
ISDN isthat each B channel requiresits own OTP. Therefore, a user must enter
at least 2 OTPs, plus any other login passwords, such as those for

Windows NT/2000 networking. If the terminal adapter supportsthe ability to turn
on and off the second B channel, users might have to enter many OTPs each time
the second B channel comes into service.

Cisco Secure ACS caches the token to help make the OTPs easier for users. This
means that if atoken card is being used to authenticate a user on the first

B channel, a specified period can be set during which the second B channel can
come into service without requiring the user to enter another OTP. To lessen the
risk of unauthorized access to the second B channel, you can limit the time the
second B channel is up. Furthermore, you can configure the second B channel to
use the CHAP password specified during the first login to further lessen the
chance of a security problem. When the first B channel is dropped, the cached
token is erased.
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RADIUS-Enabled Token Servers

This section describes Cisco Secure ACS support for token servers that provide a
standard RADIUS interface.

About RADIUS-Enabled Token Servers

Cisco Secure ACS can support token servers using the RADIUS server built into
the token server. Rather than using the vendor’s proprietary API,

Cisco Secure ACS sends standard RADIUS authentication requests to the
RADIUS authentication port on the token server. The token servers supported
through their RADIUS servers are as follows:

« ActivCard
« CRYPTOCard
- Vasco

You can create multiple instances of each of these token server typesin
Cisco Secure ACS. For information about configuring Cisco Secure ACS to
authenticate users with one of these token servers, see the “Configuring a
RADIUS Token Server External User Database” section on page 11-50.

Cisco Secure ACS also supports any token server that isa RADIUS server
compliant with IETF RFC 2865. So, in addition to the RADIUS-enabled token
server vendors explicitly supported, this enables you to use any token server that
supports RADIUS-based authentication.

Although Cisco Secure ACS supports mapping users authenticated by a
RADIUS-enabled token server to asingle group, Cisco Secure ACS also provides
ameans for specifying a user’s group assignment in the RADIUS response from
the RADIUS-enabled token server. For more information, see the
“RADIUS-Based Group Specification” section on page 12-21.
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Token Server RADIUS Authentication Request and Response Contents

When Cisco Secure ACS forwards an authentication request to a
RADIUS-enabled token server, the RADIUS authentication request contains the
following attributes:

e User-Name (RADIUS attribute 1)
e User-Password (RADIUS attribute 2)
 NAS-IP-Address (RADIUS attribute 4)
« NAS-Port (RADIUS attribute 5)
» NAS-Identifier (RADIUS attribute 32)
Cisco Secure ACS expects to receive one following three responses:

- access-accept—No attributes are required; however, the response can
indicate the Cisco Secure ACS group to which the user should be assigned.
For moreinformation, seethe“RADIUS-Based Group Specification” section
on page 12-21.

» access-reject—No attributes required.

» access-challenge—Attributes required, per IETF RFC, are as follows:
- State (RADIUS attribute 24)

» Reply-Message (RADIUS attribute 18)

Configuring a RADIUS Token Server External User Database

Use this procedure to configure ActivCard, CRY PTOCard, Vasco, and RADIUS
Token Server external user databases in Cisco Secure ACS.

Before You Begin

You should install and configure your RADIUS token server before configuring
Cisco Secure ACS to authenticate users with it. For information about installing
the RADIUS token server, refer to the documentation included with your token

server.
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Step 1
Step 2

Step 3

Step 4

Step 5
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To configure Cisco Secure ACS to authenticate users with a ActivCard token
server, CRY PTOCard token server, Vasco token server, or generic RADIUS
Token Sever, follow these steps:

In the navigation bar, click External User Databases.
Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types. The external user databases that represent RADIUS-enabled token servers
are asfollows:

» ActivCard
« CRYPTOCard
- RADIUS Token Server
- Vasco
Click the link for the applicable RADIUS-enabled token server.

Result: The Database Configuration Creation table appears. If at |east one
configuration existsfor the selected external user database type, the External User
Database Configuration table also appears.

If you are creating a configuration, follow these steps:
a. Click Create New Configuration.

b. Typeanamefor the new configuration for the RADIUS-enabled token server
in the box provided, or accept the default name in the box.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Under External User Database Configuration, select the name of the
RADIUS-enabled token server you need to configure.

S

Note  If only one RADIUS-enabled token server configuration exists, the
name of that configuration appears instead of the list. Continue with
Step 6.
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Step6  Click Configure.
Step7  Inthe following boxes, type the required information:

e Primary Server Name/l P—The hostname or | P address of the primary
RADIUS token server. If you provide the hostname, the hostname must be
resolvable by DNS.

» Secondary Server Name/l P—The hostname or |P address of the secondary
RADIUS token server. If you provide the hosthame, the hostname must be
resolvable by DNS.

« Shared Secret—The shared secret of the RADIUS server. This must be
identical to the shared secret with which the RADIUS token server is
configured.

« Authentication Port—The TCP port over which the RADIUS server
conducts authentication sessions. If the RADIUS token server isinstalled on
the same Windows NT/2000 server as Cisco Secure ACS, this port should not
be the same port used by Cisco Secure ACS for RADIUS authentication. For
more information about the ports used by Cisco Secure ACS for RADIUS,
see the “RADIUS’ section on page 1-6.

« Timeout (seconds):—The number of seconds Cisco Secure ACS waitsfor a
response from the RADIUS token server before retrying the authentication
reguest.

« Retries—The number of authentication attempts Cisco Secure ACS makes
before failing over to the secondary RADIUS token server.

« Failback Retry Delay (minutes)—The number of minutes that
Cisco Secure ACS sends authentication requests to the secondary server
when the primary server has failed. When this duration is ended,
Cisco Secure ACS reverts to sending authentication requests to the primary
server.

~
Note If both the primary and the secondary servers fail,

Cisco Secure ACS alternates between both servers until one
responds.
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Click Submit.

Result: Cisco Secure ACS saves the RADIUS token server database
configuration you created. You can add it to your Unknown User Policy or assign
specific user accounts to use this database for authentication. For more
information about the Unknown User Policy, see the “Unknown User Processing”
section on page 12-1. For more information about configuring user accounts to
authenticate using this database, see Chapter 7, “ Setting Up and Managing User
Accounts.”

Token Servers with Vendor-Proprietary Interfaces

Cisco Secure ACS supports several token servers by communicating viathe token
server vendor’s proprietary API.

About Token Servers with Proprietary Interfaces

For token servers supported by using the token server vendor’s proprietary API,
Cisco Secure ACS acts as a token-card client to the token server. In some cases,
this means that the token-card client software is installed on the

Cisco Secure ACS server. In others, you must provide Cisco Secure ACS with
information about the token server. The token servers supported through their
vendor’s proprietary API are as follows:

» RSA Secur| D—Cisco Secure ACS supports PPP (ISDN and async) and
Telnet for RSA SecurlD.

» SafeWor d—Cisco Secure ACS supports PPP (ISDN and async) and Telnet
for SafeWord.

» AXENT—Cisco Secure ACS supports PPP (over async only) and Telnet for
AXENT, not PPP with ISDN.

Configuring a SafeWord Token Server External User Database

Cisco Secure ACS supports the SafeWord token server custom interface for
authentication of users. You can create only one SafeWord configuration within
Cisco Secure ACS.
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Before You Begin

You should install and configure your SafeWord token server before configuring
Cisco Secure ACS to authenticate users with it. For information about installing
the SafeWord server, refer to the documentation included with your token server.

To configure Cisco Secure ACS to authenticate users with a SafeWord token
server, follow these steps:

Step1  Inthe navigation bar, click External User Databases.
Step2  Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types.
Step3  Click SafeWord Token Server.

Result: If no SafeWord token server configuration exists, the Database
Configuration Creation table appears. Otherwise, the External User Database
Configuration page appears.

Step4  If you are creating a configuration, follow these steps:
a. Click Create New Configuration.

b. Type aname for the new configuration for the SafeWord token server in the
box provided, or accept the default name in the box.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Step5  Click Configure.
Step6  Inthe following boxes, type the required information:

« Server Name—Mnemonic for the user, preferably the name of the remote
sever.

« Server Address—The |P address of the SafeWord token server.
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Step7  Click Submit.

Result: Cisco Secure ACS saves the SafeWord token server database
configuration you created. You can add it to your Unknown User Policy or assign
specific user accounts to use this database for authentication. For more
information about the Unknown User Policy, see the “Unknown User Processing”
section on page 12-1. For more information about configuring user accounts to
authenticate using this database, see Chapter 7, “ Setting Up and Managing User
Accounts.”

Configuring an AXENT Token Server External User Database AXENT

Cisco Secure ACS supports the AXENT token server custom interface for
authentication of users. You can create only one AXENT configuration within
Cisco Secure ACS.

Before You Begin

You should install and configure your AXENT token server before configuring
Cisco Secure ACS to authenticate users with it. For information about installing
the AXENT server, refer to the documentation included with your token server.

To configure Cisco Secure ACS to authenticate users with an AXENT token
server, follow these steps:

Step1  Inthe navigation bar, click External User Databases.
Step2  Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types.

Step3  Click AXENT Token Server.
Result: If no AXENT token server configuration exists, the Database

Configuration Creation table appears. Otherwise, the External User Database
Configuration page appears.
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Step4  If you are creating a configuration, follow these steps:
a. Click Create New Configuration.

b. Type aname for the new configuration for the AXENT token server in the
box provided, or accept the default name in the box.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Step5  Click Configure.

Step6  Inthe following boxes, type the required information:
« Server Name—Name of the defender security server.
» Server Address—IP address of the defender security server.
« Server Port—Port number of the defender security server.

- Communication Timeout—Number of seconds to wait before sending
notification to the user that the connection has timed out.

- Agent ID—Identification of an agent that has been approved by the server.
« Agent Key—Agent’s SNK key in hexadecimal numbers (00 to FF).
Step7  Click Submit.

Result: Cisco Secure ACS savesthe AXENT token server database configuration
you created. You can add it to your Unknown User Policy or assign specific user
accounts to use this database for authentication. For more information about the
Unknown User Policy, seethe “Unknown User Processing” section on page 12-1.
For more information about configuring user accounts to authenticate using this
database, see Chapter 7, “ Setting Up and Managing User Accounts.”

Configuring an RSA SecurlID Token Server External User Database

Cisco Secure ACS supports the RSA SecurlD token server custom interface for
authentication of users. You can create only one RSA SecurlD configuration
within Cisco Secure ACS.
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Step 1

Step 2
Step 3

Token Server User Databases W

Before You Begin

You should install and configure your RSA SecurlD token server before
configuring Cisco Secure ACS to authenticate users with it. For information
about installing the RSA SecurlD server, refer to the documentation included with
your token server.

To configure Cisco Secure ACS to authenticate users with an RSA token server,
follow these steps:

Install the RSA client on the Cisco Secure ACS server:

a. Beforeyou begin:
« Login to the Windows NT/2000 server with administrative privileges.
» Make sure you have the ACE Client for Windows NT/2000 software.

b. Run the Setup program of the ACE Client software (following the setup
instructions). Do not restart your Windows NT/2000 server when installation
is complete.

c. Locate the ACE Server data directory, for example, / sdi / ace/ dat a.

d. Get thefile named sdconf. rec and placeit in your Windows NT directory:
%Sy st emRoot % syst enB2

For example;
\'wi nnt\ syst enB2

e. Make sure the ACE server host machine name is in the Windows NT/2000
local host’s file:

\ Windows directory\ syst en82\ dri ver s\ et c\ host s

f. Restart your Windows NT/2000 server.

g. Verify connectivity by running the Test Authentication function of your ACE
client application. You can run this from Control Panel.

In the navigation bar, click External User Databases.
Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types.
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Step4  Click RSA SecurlD Token Server.

Result: If no RSA SecurlD token server configuration exists, the Database
Configuration Creation table appears. Otherwise, the External User Database
Configuration page appears.

Step5  If you are creating a configuration, follow these steps:
a. Click Create New Configuration.

b. Type aname for the new configuration for the RSA SecurlD token server in
the box provided, or accept the default name in the box.

c. Click Submit.

Result: Cisco Secure ACS lists the new configuration in the External User
Database Configuration table.

Step6  Click Configure.

Result: Cisco Secure ACS displays the name of the token server and the path to
the authenticator DLL. This information confirms that Cisco Secure ACS can
contact the RSA client. You can add the RSA SecurlD external user database to
your Unknown User Policy or assign specific user accounts to use this database
for authentication. For more information about the Unknown User Policy, see the
“Unknown User Processing” section on page 12-1. For more information about
configuring user accounts to authenticate using this database, see Chapter 7,
“Setting Up and Managing User Accounts.”

Deleting an External User Database Configuration

If you no longer need a particular external user database configuration, you can
delete it from Cisco Secure ACS.

To delete an external user database configuration, follow these steps:

Stepl  Inthe navigation bar, click External User Databases.
Step2  Click Database Configuration.

Result: Cisco Secure ACS displays alist of all possible external user database
types.
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Step3  Click the external user database type for which you want to delete a configuration.
Result: The External User Database Configuration table appears.

Step4  If alist appearsin the External User Database Configuration table, select the
configuration you want to delete. Otherwise, proceed to the next step.

Step5  Click Delete.
Result: A confirmation dialog box appears.

Step6  Click OK to confirm that you want to delete the external user database
configuration.

Result: The external user database configuration you selected is deleted from
Cisco Secure ACS.
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CHAPTER12

Administering External User
Databases

After you have configured Cisco Secure Access Control Server for

Windows NT/2000 Servers Version 3.0 (Cisco Secure ACS) to communicate with
an external user database, you can decide how to implement other

Cisco Secure ACS features related to external user databases. To address these
features, this chapter contains the following sections;

- Unknown User Processing, page 12-1
- Database Group Mappings, page 12-10

For information about the databases supported by Cisco Secure ACS and how to
configure Cisco Secure ACS to communicate with an external user database, see
Chapter 11, “Working with User Databases.”

Unknown User Processing

Unknown users are users who are not listed in the Cisco Secure ACS database.
The Unknown User feature isaform of authentication forwarding. In essence, this
featureis an extra step in the authentication process. In this additional step of the
authentication process, if the username does not exist in the Cisco Secure ACS
database, Cisco Secure ACS forwards the authentication request of an incoming
username and password to external databases with which it is configured to
communicate.
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The Unknown User feature enables Cisco Secure ACSto use avariety of external
databases in addition to its own internal database to authenticate incoming user
requests. With thisfeature, Cisco Secure ACS providesthe foundation for abasic
single sign-on capability by integrating network and host-level access control.
Because the incoming usernames and passwords of users dialing in can be
authenticated with external user databases, there is no need for the network
administrator to maintain aduplicate list within Cisco Secure ACS. Thisprovides
two advantages to the Cisco Secure ACS administrator:

« Eliminates the necessity of entering every user multiple times
« Prevents data-entry errors that are inherent to manual procedures

Known, Unknown, and Cached Users

The Unknown User feature implements three categories of usersin
Cisco Secure ACS. Each category is treated differently:

« Known Users explicitly added, either manually or automatically, into the
Cisco Secure ACS database.

These are users added through User Setup in the HTML interface, by the
RDBMS Synchronization feature, by the Database Replication feature, or
through by the CSUtil.exe utility. For more information about CSUtil.exe,
see Appendix E, “Cisco Secure ACS Command-Line Database Utility.” In
the CiscoSecure user database, each user must have an assigned password and
must be explicitly associated with a particular authentication database.

» Unknown User s—Users who have no account entry in the CiscoSecure user
database.

Such users never have previously authenticated with Cisco Secure ACS. If
the Unknown User Policy is configured in Cisco Secure ACS,

Cisco Secure ACS attempts to authenticate these users with external user
databases.

» Cached Users—Users whose accounts were automatically added to the
Cisco Secure ACS database when Cisco Secure ACS successfully
authenticated them using the Unknown User Policy.

All cached users were once unknown users. The authentication process for
cached usersisidentical to the authentication process for known users.
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General Authentication Request Handling and Rejection Mode

If you have configured the Unknown User Policy in Cisco Secure ACS,
Cisco Secure ACS attempts to authenticate users as follows:

1. Cisco Secure ACS checks itsinternal user database. If the user existsin the
CiscoSecure user database (that is, is a known or cached user),
Cisco Secure ACS tries to authenticate the user with the specified password
type against the specified database. Authentication for that user either passes
or fails, depending on other procedures in the normal authentication process.

2. If the user does not exist in the CiscoSecure user database (that is, isan
unknown user), Cisco Secure ACS tries each configured external databasein
the order specified in the Selected Databases list. If the user passes
authentication against one of the external databases, Cisco Secure ACS
automatically adds the user to the CiscoSecure user database, with a pointer
to use the password type and database that succeeded on this authentication
attempt. Users added by unknown user processing are flagged as such within
the CiscoSecure user database and are called cached users.

The next time the cached user tries to authenticate, Cisco Secure ACS
authenticates the user against the database that was successful the first time.
Cached users are treated the same as known users.

3. If the unknown user fails authentication with all configured external
databases, the user is not added to the CiscoSecure user database, and the
authentication request is rejected.

Because usernames in the CiscoSecure user database must be unique,

Cisco Secure ACS supports asingleinstance of any given username across all the
databases it is configured to use. For example, assume every external user
database contains a user account with the username John. Each account is for a
different user, but they each, coincidentally, have the same exact username. After
the first John attempts to access the network and has authenticated through the
unknown user process, Cisco Secure ACS retains a cached user account for that
John and only that John. Now, Cisco Secure ACS tries to authenticate subsequent
attempts by any user named John using the same external user database that
originally authenticated John. Assuming their passwords are different than the
password for the John who authenticated first, the other Johns are unable to access
the network.
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Note  The scenario given above is handled differently if the user accounts with
identical usernames exist in separate Windows domains. For more
information, see the “ Authentication Request Handling and Rejection Mode
with the Windows NT/2000 User Database” section on page 12-4.

Authentication Request Handling and Rejection Mode with the
Windows NT/2000 User Database

Because it is a native Windows NT/2000 application, Cisco Secure ACS treats
authentication with aWindows NT/2000 user database as aspecial case. Windows
can provide added functionality to the remote access authentication process.
Perhaps the most important aspect of this added functionality is support for
multiple occurrences of the same username across the trusted domains against
which Cisco Secure ACS authenticates access requests.

Cisco Secure ACS communicates with the Windows NT/2000 operating system
of the Cisco Secure ACS server to perform authentications. Windows NT/2000
usesitsbuilt-in facilities to forward the authentication requests to the appropriate
domain controller. There are two possible scenarios to consider:

- Authentication reguests in which the domain name is supplied

« Authentication requests in which the domain name is omitted

Windows Authentication with a Domain Specified

When a domain name is supplied as part of a authentication request,

Cisco Secure ACS detects that a domain name was supplied and tries the
authentication credentials against the specified domain. The dial-up networking
client provided with Window NT/2000 and Windows 95/98 differ in the method
by which users can specify their domains. For more information, see the
“Windows Dial-up Networking Clients” section on page 11-9.

If the domain controller rejectsthe authentication request, Cisco Secure ACSlogs
the request as a failed attempt.

Specifying the domain name allows Cisco Secure ACS to differentiate a user
from multiple instances of the same username in different domains. For unknown
users who provide a domain name and who are authenticated by a Windows
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NT/2000 database, Cisco Secure ACS caches the username in the CiscoSecure
user database in the form domain\user. The combination of username and domain
makes this cached user unique in the Cisco Secure ACS database.

Cisco Secure ACS does not support the user @domain form of qualified
usernames.

We recommend removing a username from a database when the privileges
associated with that username are no longer required.

Windows Authentication with Domain Omitted

If the appropriate domain identifier is not supplied as part of the authentication
process, as with the Windows 95/98 dial-up networking client or with

Windows NT/2000 in a workgroup environment, the Windows NT/2000
operating system of the Cisco Secure ACS server follows a more complex
authentication process. It first attempts to authenticate the user against its local
domain controller. If the user does not exist in the local domain controller’s user
database, it progresses down thelist of all itstrusted domains, trying the username
against each one. If Windows NT/2000 does not find the username, it tries the
credentials against its local accounts database. If it does not find the usernamein
the local accounts database, it rejects the authentication request. If authentication
succeeds against the local domain, any of the trusted domains, or the local
Windows NT/2000 accounts database, the user is granted access and

Cisco Secure ACS ceases further attempts to find the user in other domains.

If the username exists in the local domain or any of the trusted domains but the
password does not match the one supplied as part of the authentication
credentials, Windows NT/2000 returns arejection message to Cisco Secure ACS.
You can circumvent this difficulty by using the Domain List in the

Cisco Secure ACS configuration for the Windows NT/2000 database. If you have
configured the Domain List with alist of trusted domains, Cisco Secure ACS
submits the username and password to each domain in the list, using a
domain-qualified format, until Cisco Secure ACS successfully authenticates the
user. If Cisco Secure ACS has tried each domain listed in the Domain List, or if
no trusted domains have been configured in the Domain List, Cisco Secure ACS
fails the authentication request for that user.
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Note  If your network has multiple occurrences of a username across domains (for
example, every domain has a user called Administrator) or if usersdialing in
do not provide their domains as part of their authentication credentials, be sure
to configure the Domain List for the Windows NT/2000 database in the
External User Databases section. If not, only the user whose account
Windows NT/2000 happens to check first authenticates successfully. The
Domain List is the only way that Cisco Secure ACS controls the order in
which Windows NT/2000 checks domains. The most reliable method of
supporting multipleinstances of a username across domainsisto require users
to supply their domain memberships as part of the authentication request.

Performance of Unknown User Authentication

Authentication requests that use the Unknown User authentication feature require
slightly more time. This small delay may require additional configuration on the
AAA clients through which unknown users may attempt to access your network.

Added Latency

Adding external databases against which to process unknown users can
significantly increase the time needed for each individual authentication. At best,
the time needed for each authentication is the time taken by the external database
to authenticate, plus some latency for Cisco Secure ACS processing. |n some
circumstances (for example, when using a Windows NT/2000 user database), the
extra latency introduced by an external database can be as much as tens of
seconds. If you have configured multiple databases, this number is multiplied by
the time taken for each one to complete.

Authentication Timeout Value on AAA clients

Be sure to increase the AAA client timeout to accommodate the longer
authentication time required for Cisco Secure ACS to pass the authentication
request to the external databases. If the AAA client timeout value is not set high
enough to account for the delay required by unknown user authentication, the
AAA client times out the request and every unknown user authentication fails.
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Thedefault AAA client timeout valueis 5 seconds. If you have Cisco Secure ACS
configured to search through several databases or if your databases are large, you
might need to increase this value in your AAA client configuration file. For more
information, refer to your Cisco |OS documentation.

Network Access Authorization

While the Unknown User Policy allows authentication requests to be forwarded
to external user databases, all responsibility for the authorization parameters
provided to the AAA client remains with Cisco Secure ACS. External user
databases provide authentication services, and Cisco Secure ACS then provides
the additional authorization information that is sent to the AAA client in the
RADIUS or TACACS+ response packet. For more information about assignment
of user authorization, see the “ Database Group Mappings’ section on page 12-10.

Unknown User Policy

You can configure how Cisco Secure ACS processes unknown users on the
Configure Unknown User Policy page, in the External User Databases section of
the HTML interface. The Configure Unknown User Policy page contains the
following fields:

« Unknown User Policy—Defines what action Cisco Secure ACS takesiif it
does not find a matching username in its database. There are two options for
controlling the Unknown User Policy:

— Falil the attempt—Disables unknown user processing.
Cisco Secure ACS rejects authentication requests for any user not found
in the CiscoSecure user database.

— Check the following external user databases—Enables unknown user
processing. Cisco Secure ACS uses databases in the Selected Databases
list to authenticate users that are not found in the CiscoSecure user
database.

- External Databases—L ists the external user databases that
Cisco Secure ACS does not use to authenticate unknown users.

» Selected Databases—L ists the external user databases Cisco Secure ACS
that usesto authenticate an unknown user (if the Check the following external
user databases option is selected). Cisco Secure ACS attempts authentication

| 78-13751-01, Version 3.0

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide ]

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 12 Administering External User Databases |

W Unknown User Processing

using the selected databases serially and in the order specified, top to bottom.
For more information about the significance of the order of selected
databases, see the “ Database Search Order” section on page 12-8.

For more information about configuring your Unknown User Policy, see the
“Configuring the Unknown User Policy” section on page 12-8

Database Search Order

You can configure the order in which Cisco Secure ACS checks the selected
external databases when Cisco Secure ACS attempts to authenticate unknown
users. If the first database in the Selected Databases list fails the authentication
request for the unknown user, Cisco Secure ACS checks the next database listed,
and so on down the Selected Databases list, in the order listed, until the user
authenticates or until Cisco Secure ACS has tried all the databases listed.
Authentication with a Windows NT/2000 database is more complex. (For more
information about Windows NT/2000 authentication, see the “The

Cisco Secure ACS Authentication Process with Windows NT/2000 User
Databases’ section on page 11-7.) If Cisco Secure ACS does not find the user in
any of the listed databases, authentication fails.

The order in which the databases appear in the Selected Databases list is
important. For best performance, authentications should be processed first against
the external database where the greatest number of authentications are likely to
succeed (that is, get the highest level of successful cache hits).

L

Tip Always list the database that will allow most authentications to succeed as
near to the top of the list as possible.

Configuring the Unknown User Policy

In Cisco Secure ACS, an unknown user is defined as one for whom no account has
been created within the Cisco Secure ACS database.

To specify how Cisco Secure ACS should handle users who are not in the
Cisco Secure ACS database, follow these steps:

Stepl  Inthe navigation bar, click External User Databases.
Step2  Click Unknown User Policy.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
m. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.




| Chapter12  Administering External User Databases

Unknown User Processing W

Step3  Todeny authentication requestsfor any unknown user, select the Fail the attempt
option.

Step4  To alow authentication requests for unknown users, follow these steps:
a. Select the Check the following external user databases option.

b. For each database you need Cisco Secure ACS to use when attempting to
authenticate unknown users, select the database in the External Databases list
and click —> (right arrow button) to move it to the Selected Databases list.
To remove a database from the Selected Databases list, select the database,
and then click <— (left arrow button) to move it back to the External
Databases list.

c. To assign the order in which Cisco Secure ACS should use the selected
external databases when attempting to authenticate an unknown user, click a
database name in the Selected Databases list and click Up or Down to move
it into the position you want.

d. Repeat Steps athrough c until the selected databases are in the order needed.
Step5  Click Submit.

Result: Cisco Secure ACS saves and implements the Unknown User Policy
configuration you created. Cisco Secure ACS attempts to authenticate unknown
users using the databases in the order listed in the Selected Databases list.

Turning off External User Database Authentication

You can configure Cisco Secure ACS so that users who are not in the
Cisco Secure ACS database are not permitted to authenticate.

To turn off external user database authentication, follow these steps:

Stepl  Inthe navigation bar, click External User Databases.

Step2  Click Unknown User Policy.
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Step3  Select the Fail the attempt option.
Step4  Click Submit.

Result: Unknown user processing is halted. Cisco Secure ACS does not allow
unknown users to authenticate with external user databases.

Database Group Mappings

The Database Group Mapping feature in the External User Databases section
enables you to associate unknown users with a Cisco Secure ACS group for the
purposes of assignhing authorization profiles. For external user databases from
which Cisco Secure ACS can derive group information, you can associate the
group memberships defined for the usersin the external user database to specific
Cisco Secure ACS groups. For Windows NT/2000 user databases, group mapping
is further specified by domain, because each domain maintains its own user
database. For Novell NDS user databases, group mapping is further specified by
tree, because Cisco Secure ACS supports multiple treesin a single Novell NDS
user database.

In addition to the Database Group Mapping feature, for some database types,
Cisco Secure ACS supports RADIUS-based group specification.

This section contains the following topics:
« Group Mapping by External User Database, page 12-10
« Group Mapping by Group Set Membership, page 12-13
- RADIUS-Based Group Specification, page 12-21

Group Mapping by External User Database

You can map an external database to a Cisco Secure ACS group. Unknown users
who authenticate using the specified database automatically belong to, and inherit
the authorizations of, the group. For example, you could configure

Cisco Secure ACS so that all unknown users who authenticate with a certain
token server database belong to a group called Telecommuters. You could then
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assign a group setup that is appropriate for users who are working away from
home, such as MaxSessions=1. Or you could configure restricted hours for other
groups, but give unrestricted access to Telecommuters group members.

While you can configure Cisco Secure ACS to map all unknown users found in
any external user databasetypeto asingle Cisco Secure ACSgroup, thefollowing
external user database types are the external user database types whose users you
can only map to a single Cisco Secure ACS group:

- ODBC

« LEAP Proxy RADIUS server
» ActivCard token server

« AXENT token server

- CRYPTOCard token server

- RADIUS token server

» RSA SecurlD token server

- SafeWord token server

» Vasco token server

For a subset of the external user database types listed above, group mapping by
external databasetypeisoverridden on auser-by-user basiswhen the external user
database specifies a Cisco Secure ACS group with its authentication response.
Cisco Secure ACS supports specification of group membership for the following
external user database types:

« LEAP Proxy RADIUS server
- ActivCard token server

« CRYPTOCard token server

- RADIUS token server

» Vasco token server

For more information about specifying group membership for users authenticated
with one of these database types, see the “RADIUS-Based Group Specification”
section on page 12-21.
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Additionally, users authenticated by an ODBC external user database can also be
assigned to a specified Cisco Secure ACS group. Group specification by ODBC
database authentication overrides group mapping. For more information about
specifying group membership for users authenticated with an ODBC database, see
the “ODBC Database” section on page 11-30.

Creating a Cisco Secure ACS Group Mapping for a Token Server, ODBC Database,
or LEAP Proxy RADIUS Server Database

To set or change atoken server, ODBC, or LEAP Proxy RADIUS Server database
group mapping, follow these steps:

Step1  Inthe navigation bar, click External User Databases.
Step2  Click Database Group M appings.
Step3  Click the name of the token server, LEAP Proxy RADIUS Server, or ODBC
database configuration for which you want to configure a group mapping.
Result: The Define Group Mapping table appears.
Step4  From the Select a default group for database list, click the group to which users
authenticated with this database should be assigned.
a The Select a default group for database list displays the number of users
assigned to each group.
Step5  Click Submit.
Result: Cisco Secure ACSassigns unknown and cached users authenticated by the
external database type you selected in Step 3 to the Cisco Secure ACS group
selected in Step 4. For users authenticated by an ODBC, ActivCard, or LEAP
Proxy RADIUS Server database, the mapping is only applied as adefault if those
databases did not specify a Cisco Secure ACS group for the user.
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Group Mapping by Group Set Membership

You can create group mappings for some external user databases based on the
combination of external user database groups to which users belong. The
following are the external user database types for which you can create group
mappings based on group set membership:

«  Windows NT/2000
« Novell NDS
« Generic LDAP

Windows NT/2000 databases are defined by domain name.

When you configure a Cisco Secure ACS group mapping based on group set
membership, you can add one or many external user database groups to the set.
For Cisco Secure ACSto map auser to the specified Cisco Secure ACS group, the
user must match all the external user database groupsin the set.

Asan example, you could configure agroup mapping for userswho belong to both
the Engineering and Tokyo groups and a separate onefor userswho belong to both
Engineering and London. You could then configure separate group mappings for
the combinations of Engineering-Tokyo and Engineering-London and configure
different access times for the Cisco Secure ACS groups to which they map. You
could also configure a group mapping that only included the Engineering group
that would map other members of the Engineering group who were not members
of Tokyo or London.

Group Mapping Order

Cisco Secure ACS always maps users to a single Cisco Secure ACS group, yet a
user can belong to more than one group set mapping. For example, a user, John,
could be a member of the group combination Engineering and California, and at
the same time be a member of the group combination Engineering and Managers.
If there are Cisco Secure ACS group set mappings for both these combinations,
Cisco Secure ACS has to determine to which group John should be assigned.

Cisco Secure ACS prevents conflicting group set mappings by assigning the
group set mappings a mapping order. When a user authenticated by an external
user database is to be assigned to a Cisco Secure ACS group, Cisco Secure ACS
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starts at the top of thelist of group mappingsfor that database. Cisco Secure ACS
checks the user’s group memberships in the external user database against each
group mapping in the list sequentially. Upon finding the first group set mapping
that matches the user’s external user database group memberships,

Cisco Secure ACS assigns the user to that group mapping’s Cisco Secure ACS
group and terminates the mapping process.

Clearly, the order of group mappings is important because it affects the network
access and services allowed users. When defining mappings for users who belong
to multiple groups, make sure they areinthe correct order so that usersare granted
the correct group settings.

For example, a user, Mary, is assigned to the three-group combination of
Engineering, Marketing, and Managers. Mary should be granted the privileges of
amanager rather than an engineer. Mapping A assigns users who belong to all
three of Mary’s groups to Cisco Secure ACS Group 2. Mapping B assigns users
who belong to the Engineering and Marketing groups to Cisco Secure ACS
Group 1. If Mapping B islisted first, Cisco Secure ACS authenticates Mary as a
user of Group 1, and she is be assigned to Group 1, rather than Group 2 like
managers should be.

No Access Group for Group Set Mappings

To prevent remote access for users assigned a group by a particular group set
mapping, assign the group to the Cisco Secure ACS No Access group. For
example, you could assign all members of an external user database group
“Contractors” to the No Access group so they could not dial in to the network
remotely.

Default Group Mapping for Windows NT/2000

For Windows NT/2000 user databases, Cisco Secure ACS includes the ability to
define a default group mapping. If no other group mapping matches an unknown
user authenticated by a Windows NT/2000 user database, Cisco Secure ACS
assigns the user to a group based on the default group mapping.

Configuring the default group mapping for Windows NT/2000 user databases is
the same as editing an existing group mapping, with one exception. When editing
the default group mapping for Windows NT/2000, instead of selecting avalid
domain name on the Domain Configurations page, select \DEFAULT.
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For more information about editing an existing group mapping, see the “Editing
a Windows NT/2000, Novell NDS, or Generic LDAP Group Set Mapping”
section on page 12-17.

Creating a Cisco Secure ACS Group Mapping for Windows NT/2000, Novell NDS,
or Generic LDAP Groups

To map a Windows NT/2000, Novell NDS, or generic LDAP group to a
Cisco Secure ACS group, follow these steps:

Stepl1  Inthe navigation bar, click External User Databases.

Step2  Click Database Group M appings.

Step3  Click the external user database name for which you want to configure a group
mapping.
Result: If you are mapping a Windows NT/2000 group set, the Domain

Configurations table appears. If you are mapping an NDS group set, the NDS
Trees table appears. Otherwise, the Group Mappings for database Users table

appears.

Step4  If you are mapping aWindows NT/2000 group set for anew domain, follow these
steps:

a. Click New configuration.
Result: The Define New Domain Configuration page appears.

b. If the Windows domain for which you want to create a group set mapping
configuration appears in the Detected domains list, select the name of the
domain.

Je

ﬁ To clear your domain selection, click Clear Selection.

c. If the Windows domain for which you want to create a group set mapping
does not appear in the Detected domains list, type the name of atrusted
Windows NT/2000 domain in the Domain box.

d. Click Submit.

Result: The new Windows NT/2000 domain appearsin thelist of domainsin
the Domain Configurations page.
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Step5  If you are mapping a Windows NT/2000 group set, click the domain name for
which you want to configure a group set mapping.

Result: The Group Mappings for Domain: domainname table appears.

Step6  If you are mapping a Novell NDS group set, click the name of the Novell NDS
tree for which you want to configure group set mappings.

Result: The Group Mappings for NDS Users table appears.
Step7  Click Add Mapping.

Result: The Create new group mapping for database page opens. The group list
displays group names derived from the external user database.

Step8  For each group to be added to the group set mapping, select the name of the
applicable external user database group in the group list, and then click Add to
selected.

~

Note A user must match all the groups in the Selected list in order for
Cisco Secure ACS to use this group set mapping to map the user to a
Cisco Secure ACS group; however, a user can also belong to other
groups (in addition to the groups listed) and still be mapped to a
Cisco Secure ACS group.

Tip To remove a group from the mapping, select the name of the group in the
Selected list, and then click Remove from selected.

Result: The Selected list shows all the groups that a user must belong to in order
to be mapped to a Cisco Secure ACS group.

Step9  Inthe CiscoSecure group list, select the name of the Cisco Secure ACS group to
which you want to map users who belong to all the external user database groups
in the Selected list.

~
Note  You can also select <No Access>. For moreinformation about the <No

Access> group, see the “No Access Group for Group Set Mappings’
section on page 12-14.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
m. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.



| Chapter12  Administering External User Databases

Step 10

~

Note

Database Group Mappings Il

Click Submit.

Result: The group set you mapped to the Cisco Secure ACS list appears at the
bottom of the database groups column.

The asterisk at the end of each set of groups indicates that users authenticated
with the external user database can belong to other groups besides thosein the
set.

Editing a Windows NT/2000, Novell NDS, or Generic LDAP Group Set Mapping

Step 1
Step 2
Step 3

Step 4

You can change the Cisco Secure ACS group to which a group set mapping is
mapped.

The external user database groups of an existing group set mapping cannot be
edited. If you want to add or remove external user database groups from the
group set mapping, delete the group set mapping and create one with the
revised set of groups.

To edit a Windows NT/2000, Novell NDS, or generic LDAP group mapping,
follow these steps:

In the navigation bar, click External User Databases.

Click Database Group Mappings.

Click the external user database name for which you want to edit a group set
mapping.

Result: If you are editing a Windows NT/2000 group set mapping, the Domain
Configurations table appears. If you are editing an NDS group set mapping, the

NDS Trees table appears. Otherwise, the Group Mappings for database Users
table appears.

If you are editing a Windows NT/2000 group set mapping, click the domain name
for which you want to edit a group set mapping.

Result: The Group Mappings for Domain: domainname table appears.
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Step5  If you are editing a Novell NDS group set mapping, click the name of the Novell
NDS tree for which you want to edit a group set mapping.

Result: The Group Mappings for NDS Users table appears.
Step 6 Click the group set mapping to be edited.

Result: The Edit mapping for database page opens. The external user database
group or groups included in the group set mapping appear above the CiscoSecure
group list.

Step7  From the CiscoSecure group list, select the name of the group to which the set of
external database groups should be mapped, and then click Submit.

S

Note  You canalso select <No Access>. For moreinformation about the<No
Access> group, see the “No Access Group for Group Set Mappings’
section on page 12-14.

Step8  Click Submit.

Result: The Group Mappings for database page opens again with the changed
group set mapping listed.

Deleting a Windows NT/2000, Novell NDS, or Generic LDAP Group Set Mapping

You can delete individual group set mappings.

To delete a Windows NT/2000, Novell NDS, or generic LDAP group mapping,
follow these steps:

Stepl  Inthe navigation bar, click External User Databases.
Step2  Click Database Group Mappings.

Step3  Click the external user database configuration whose group set mapping you need
to delete.

Result: If you are deleting a Windows NT/2000 group set mapping, the Domain
Configurations table appears. If you are deleting an NDS group set mapping, the
NDS Trees table appears. Otherwise, the Group Mappings for database Users
table appears.
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Step4  If you are deleting a Windows NT/2000 group set mapping, click the domain
name whose group set mapping you want to delete.

Result: The Group Mappings for Domain: domainname table appears.

Step5  If you aredeleting aNovell NDS group set mapping, click the name of the Novell
NDS tree whose group set mapping you want to delete.

Result: The Group Mappings for NDS Users table appears.
Step6  Click the group set mapping you want to delete.
Step7  Click Delete.

Result: Cisco Secure ACS displays a confirmation dialog box.
Step8  Click OK in the confirmation dialog box.

Result: Cisco Secure ACS deletes the selected external user database group set
mapping.

Deleting a Windows NT/2000 Domain Group Mapping Configuration

You can delete an entire group mapping configuration for a Windows NT/2000
domain. When you delete a Windows domain group mapping configuration, all
the group set mappings in the configuration are deleted.

To delete a Windows NT/2000 group mapping, follow these steps:

Stepl  Inthe navigation bar, click External User Databases.
Step2  Click Database Group Mappings.
Step3  Click the name of the Windows NT/2000 external user database.
Step4  Click the domain name whose group set mapping you want to delete.
Step5  Click Delete Configuration.

Result: Cisco Secure ACS displays a confirmation dialog box.
Step6  Click OK in the confirmation dialog box.

Result: Cisco Secure ACS deletes the selected external user database group
mapping configuration.
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Changing Group Set Mapping Order

You can change the order in which Cisco Secure ACS checks group set mappings
for users authenticated by Windows NT/2000, Novell NDS, and generic LDAP
databases. To order group mappings, you must have already mapped them. For
more information about creating group mappings, see the “Creating a

Cisco Secure ACS Group Mapping for Windows NT/2000, Novell NDS, or
Generic LDAP Groups” section on page 12-15.

To changethe order of the group mappingsfor aWindows NT/2000, Novell NDS,
or generic LDAP group mapping, follow these steps:

Stepl  Inthe navigation bar, click External User Databases.
Step2  Click Database Group Mappings.

Step3  Click the external user database name for which you want to configure group set
mapping order.

Result: If you are ordering Windows NT/2000 group set mappings, the Domain
Configurations table appears. If you are ordering NDS group set mappings, the
NDS Trees table appears. Otherwise, the Group Mappings for database Users
table appears.

Step4  If you are configuring Windows NT/2000 group mapping order, click the domain
name for which you want to configure group set mapping order.

Result: The Group Mappings for Domain: domainname table appears.

Step5  If you are configuring Novell NDS group set mapping order, click the name of the
Novell NDS tree for which you want to configure group set mapping order.

Result: The Group Mappings for NDS Users table appears.
Step6  Click Order mappings.

S

Note  The Order mappings button appears only if more than one group set
mapping exists for the current database.

Result: The Order mappings for database page appears. The group mappings for
the current database appear in the Order list.

Step7  Select the name of a group set mapping you want to move, and then click Up or
Down until it isin the position you want.
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Step8  Repeat Step 7 until the group mappings are in the order you need.
Step9  Click Submit.

Result: The Group Mappings for database page displays the group set mappings
in the order you defined.

RADIUS-Based Group Specification

For some types of external user databases, Cisco Secure ACS supports the
assignment of users to specific Cisco Secure ACS groups based upon the
RADIUS authentication response from the external user database. Thisis
provided in addition to the unknown user group mapping described in the “ Group
Mapping by External User Database” section on page 12-10. RADIUS-based
group specification overrides group mapping. The database types that support
RADIUS-based group specification are as follows:

« LEAP Proxy RADIUS server
» CRYPTOCard token server

- ActivCard token server

« Vasco token server

- RADIUS token server

Cisco Secure ACS supports per-user group mapping for users authenticated with
aLEAP Proxy RADIUS Server database. Thisis provided in addition to the
default group mapping described in the “ Group Mapping by External User
Database” section on page 12-10.
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To enable per-user group mapping, configure the external user database to return
authentication responses that contain the Cisco I0OS/PIX RADIUS attribute 1,
[009\001] cisco-av-pair with the following value:

ACS: Gi scoSecure-Group-1d = N
where N is the Cisco Secure ACS group number (0 through 499) to which
Cisco Secure ACS should assign the user. For example, if the LEAP Proxy

RADIUS Server authenticated a user and included the following value for the
Cisco |OS/PIX RADIUS attribute 1, [009\001] cisco-av-pair:

ACS: C scoSecure-G oup-1d = 37

Cisco Secure ACS assigns the user to group 37 and applies authorization
associated with group 37.
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Troubleshooting Information for
Cisco Secure ACS

This appendix provides information about some basic problems and describes
how to resolve them.

Scan the column on the left to identify the condition that you are trying to resolve,
and then carefully go through each corresponding recovery action offered in the
column on the right.
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Administration Issues

Condition

Recovery Action

Remote administrator cannot
bring up the Cisco Secure ACS
HTML interface in a browser or
receives awarning that accessis
not permitted.

Ping the machine running Cisco Secure ACS to confirm
connectivity.

Verify that the remote administrator is using a valid administrator
name and password that has already been added in Administration
Control.

Verify that Java functionality is enabled in the browser.

Determine whether the remote administrator istrying to administer
Cisco Secure ACS through afirewall, through a device performing
network address translation, or from a browser configured to use an
HTTP proxy server. For more information about accessing the
HTML interface in these networking scenarios, see Network
Environments and Remote Administrative Sessions, page 1-24.

Unauthorized users can log in.

Reject listed IP addresses is selected, but no start or stop IP
addresses are listed. Go to Administrator Control: Access Policy
and specify the Start IP Address and Stop IP Address.

Restart Services does not work.

The systemisnot responding. To manually restart services, fromthe
Windows Start menu, choose Control Panel > Services. Click
CSAdmin, and then Stop, and then Start.

Cannot install Novell NDS
database authentication.

Make sure Novell Requestor isinstalled on the same
Windows NT/2000 server as the Cisco Secure ACS.

No remote administrators can
login.

Allow only listed | P addresses to connect is selected, but no start or
stop IP addresses are listed. Go to Administrator Control: Access
Policy and specify the Start IP Address and Stop | P Address.

Administrator configured for
event notification is not
receiving e-mail.

Make sure that the SMTP server name is correct. If the nameis
correct, make sure that the Cisco Secure ACS machine can ping the
SMTP server or can send e-mail viaathird-party e-mail software
package. Make sure you have not used underscores in the e-mail
address.
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Browser Issues

Condition Recovery Action

The browser cannot bring up the |Open Internet Explorer or Netscape Navigator and choose Help >
Cisco Secure ACSHTML About to determine the version of the browser. See System
interface. Requirements, page 2-2 for alist of browsers supported by

Cisco Secure ACS and the Release Notes for known issues with a
particular browser version.

For information about various network scenarios that affect remote
administrative sessions, see Network Environments and Remote
Administrative Sessions, page 1-24.

The browser displaysthe Java | Check the idle timeout value for remote administrators. Thisisin
message that your session the Administration Control window. Increase the value as needed.
connection islost.

Administrator database appears |The remote Netscape client is caching the password. If you specify
corrupted. an incorrect password, it is cached. When you attempt to
reauthenticate with the correct password, the incorrect password is
sent. Clear the cache before attempting to reauthenticate or closethe
browser and open a new session.
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Cisco I0S Issues

Condition Recovery Action

Under EXEC Commands, Examine the Cisco |OS configuration at the AAA client. If not
Cisco |OS commands are not already present, add the following Cisco |OS command to the AAA
being denied when checked. client configuration:

aaa aut horizati on command <0- 15> default group TACACS+

The correct syntax for the arguments in the text box is
permit argument or deny argument.

Administrator has been locked | Try to connect directly to the AAA client at the console port. If that
out of the AAA client because of |is not successful, consult your AAA client documentation or go to
an incorrect configuration being |Cisco.com regarding password recovery procedures on your AAA
set up in the AAA client. client. For more information, see the “ Cisco.com” section on
page xxxiii.

IETF RADIUS attributes not Cisco incorporated RADIUS (IETF) attributes in Cisco 10S
supported in Cisco I0S 12.0.5.T |Release 11.1. However, there are a few attributes that are not yet
supported or that require alater version of the Cisco 10S software.
The following attributes fall into this category:

Number—Attribute Supported
17—Change Password 11.3
21—Password-Expiration 11.3
35—Login-LAT-Node No
36—Login-LAT-Group No

AAA client times out when Increase the TACACS+ timeout interval from the default, 5, to 20.
authenticating against Set the Cisco 10S command as follows:
Windows NT/2000.

tacacs-server tinmeout 20
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Database Issues

Condition Recovery Action

RDBMS Synchronizationisnot |Make sure the correct server islisted in the Partners list.
operating properly.

Database Replication not Make sure you have set the server correctly as either Send or
operating properly. Receive.

On the sending server, make sure the receiving server isin the
Replication list.

On the receiving server, make sure the sending server is selected in
the Accept Replication from list.

Make sure that the replication schedule on the sending
Cisco Secure ACS is not conflicting with the replication schedule
on the receiving Cisco Secure ACS.

If the receiving server has dual network cards, on the sending server
add a AAA server to the AAA Servers table in Network
Configuration for every |P address of the receiving server. If the
sending server has dual network cards, on the receiving server add
aAAA server to the AAA Servers table in Network Configuration
for every IP address of the receiving server.

The external user databaseisnot |The external database has not been configured in External User
available in the Group Mapping |Databases or the username and password have been typed
section. incorrectly. Make sure the username and password are correct.
Click the applicable external database to configure.

External databases not operating |Make sure atwo-way trust (for dial-in check) has been established
properly. between the Cisco Secure ACS domain and the other domains. Turn
logging to the maximum and check the csauth service log file for
any debug messages beginning with [ Ext er nal DB] . See Setting Up
Event Logging, page 8-51.
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Dial-in Connection Issues

Condition Recovery Action

A dial-in user is unable to make |Examine the Cisco Secure ACS Reports or AAA client Debug
a connection to the AAA client. |output to narrow the problem to a system error or a user error.

No record of the attempt appears Contfirm the following:

in either the TACACS+ or » Thedial-in user was abl e to establish a connection and ping the
RADIUS Accounting Report (in Windows NT/2000 server before Cisco Secure ACS was

the Reports & Activity section, installed. If the dial-in user could not, the problem is related to
click TACACS+ Accounting or aAAA client/modem configuration, not Cisco Secure ACS.

EAD| US Accounting or Failed | || AN connections for both the AAA client and the
ttempts). Windows NT/2000 server supporting Cisco Secure ACS are
physically connected.

« |P address of the AAA client in the Cisco Secure ACS
configuration is correct.

« |Paddressof Cisco Secure ACSin AAA client configurationis
correct.

« TACACS+ or RADIUS key in both AAA client and
Cisco Secure ACS are identical (case sensitive).

- The command ppp authentication pap is entered for each
interface, if the Windows NT/2000 user database is being used.

« The command ppp authentication chap pap is entered for
each interface, if the Cisco Secure ACS database is being used.

e« The AAA and TACACS+ or RADIUS commands are correct in
the AAA client. The necessary commands are listed in the
following:

Program Fi | es\ G scoSecure ACS vX. X\ TacConfi g. t xt
Program Fi |l es\ G scoSecure ACS vX. X\ RadConfig.txt.

« The Cisco Secure ACS Services are running (CSAdmin,
CSAuth, CSDBSync CSLog, CSRadius, CSTacacs) on the
Windows NT/2000 server.
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Condition

Recovery Action

A dial-in user is unable to make
aconnection to the AAA client.

The Windows NT/2000 user
database is being used for
authentication.

A record of afailed attempt
appears in the Failed Attempts
Report (in the Reports &
Activity section, click Failed
Attempts).

The user information is not properly configured for authentication
in Windows NT/2000 or Cisco Secure ACS.

The Windows NT/2000 user database resides on the same machine
as Cisco Secure ACS.

From the Windows NT User Manager or Windows 2000 Active
Directory Users and Computers, confirm the following:

« The username and password are configured in Windows NT
User Manager or the Windows 2000 Active Directory Users
and Computers.

« The User Properties window does not have User Must Change
Password at Login enabled.

» The User Properties window does not have Account Disabled
selected.

« TheUser Propertiesfor the dial-in window does not have Grant
dial-in permission to user disabled, if Cisco Secure ACSis
using this option for authenticating.

From within the Cisco Secure ACS confirm the following:

« If the username has already been entered into
Cisco Secure ACS, a Windows NT/2000 database
configuration is selected in the Password Authentication list in
User Setup for the user.

« If the username has already been entered into
Cisco Secure ACS, the Cisco Secure ACS group to which the
user is assigned has the correct authorization enabled (such as
IP/PPP, IPX/PPP or Exec/Telnet). Be sure to click Submit +
Restart if a change has been made.

« The user’'s expiration information in the Windows NT/2000
database has not caused failed authentication. For
troubleshooting purposes, disable password expiry for the user
in the Windows NT/2000 database.
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Condition

Recovery Action

(continued)

Click External User Databases, and click List All Databases
Configured, and then make sure that the database configuration for
Windows NT/2000 is listed.

Check the Unknown User Policy to make sure that Fail the Attempt
is not selected.

Select the Selected Databases check box in the Unknown User
Policy page in the External User Databases section.

Verify that the Windows NT/2000 group that the user belongsto has
not been mapped to No Access.

A dial-in user is unable to make
aconnection to the AAA client.

The CiscoSecure user database
being used for authentication.

A record of afailed attempt is
displayed in the Failed Attempts
Report (in the Reports &
Activity section, click Failed
Attempts).

From within Cisco Secure ACS confirm the following:
« The username has been entered into Cisco Secure ACS.

« CiscoSecure user database is selected on the Password
Authentication list and a password has been entered in User
Setup for the user

« The Cisco Secure ACS group to which the user is assigned has
the correct authorization enabled (such as | P/PPP, |PX/PPP or
Exec/Telnet). Be sureto click Submit + Restart if a change has
been made.

« Expiration information has not caused failed authentication. Set
to Expiration: Never for troubleshooting.
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Condition

Recovery Action

A dial-in user is unable to make
aconnection to the AAA client;
however, a Telnet connection
can be authenticated across the
LAN.

This isolates the problem to one of three areas:

« Line/modem configuration problem. Review the
documentation that came with your modem and verify that the
modem is properly configured.

« The user is not assigned to a group that has the correct
authorization rights. Authorization rights can be modified
under Group Setup or User Setup. User settings override group
settings.

e The Cisco Secure ACS or TACACS+ or RADIUS
configuration is not correct in the AAA client. The necessary
commands are listed in the following:

Program Fi | es\ C scoSecure ACS vX. X\ TacConfi g.t xt

Program Fi | es\ G scoSecure ACS vX. X\ RadConfi g. t xt
Program Fi |l es\ C scoSecure ACS vX. X\ READMVE. TXT

You can additionally verify Cisco Secure ACS connectivity as
follows:

« Telnet to the access server from a workstation connected to the
LAN.

A successful authentication for Telnet confirms that
Cisco Secure ACS isworking with the AAA client.
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Condition Recovery Action

A dia-in user is unable to make |Determineif the Cisco Secure ACS is receiving the request. This
a connection to the AAA client, |can be done by viewing the Cisco Secure ACS reports. Based on
and a Telnet connection cannot  |what does not appear in the reports and which database is being
be authenticated acrossthe LAN. |used, troubleshoot the problem based on one of the following:

« Line/modem configuration problem. Review the
documentation that came with your modem and verify that the
modem is properly configured.

e The user does not exist in the Windows NT/2000 user database
or the CiscoSecure user database and might not have the correct
password. Authentication parameters can be modified under
User Setup.

e The Cisco Secure ACS or TACACS+ or RADIUS
configuration is not correct in the AAA client. The necessary
commands are listed in the following:

Program Fi |l es\ G scoSecure ACS vX. X\ TacConfi g.t xt

Program Fi | es\ G scoSecure ACS vX. X\ RadConfi g. t xt
Program Fi | es\ C scoSecure ACS vX. X\ READMVE. TXT
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Debug Issues

Condition Recovery Action
When running debug aaa The configurations of the AAA client or Cisco Secure ACS are
authentication on the AAA likely to be at fault.

client, afailure message is
returned from

Cisco Secure ACS. » Cisco Secure ACSisreceiving the request. This can be done by
viewing the Cisco Secure ACS reports. Based on what
does/does not appear in the reports and which database is being
used, troubleshoot Cisco Secure ACS based on one of the first
three listings in this matrix.

From within Cisco Secure ACS confirm the following:

From the AAA client, confirm the following:

« The command ppp authentication pap is entered for each
interface if authentication against the Windows NT/2000 User
Database is being used.

« The command ppp authentication chap pap is entered for
each interface if authentication against the CiscoSecure user
database is being used.

« The AAA and TACACS+ or RADIUS configuration is correct
in the AAA client. The necessary commands are listed in the
following:

Program Fi | es\ G scoSecure ACS vX. X\ TacConfi g. t xt
Program Fi | es\ G scoSecure ACS vX. X\ RadConfi g. t xt
Program Fi | es\ C scoSecure ACS vX. X\ READMVE. TXT

When running debug aaa This problem occurs because authorization rights are not correctly
authentication and debug aaa |assigned.

authorization on the AAA
client, a pAss is returned for
authentication, but aFAl L is
returned for authorization.

From Cisco Secure ACS User Setup, confirm that the user is
assigned to a group that has the correct authorization rights.
Authorization rights can be modified under Group Setup or User
Setup. User settings override group settings.

If a specific attribute for TACACS+ or RADIUS is not displayed
within the Group Setup section, this might indicate it has not been
enabled in Interface Configuration: TACACS+ (Cisco |10S) or
RADIUS.
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Proxy Issues

Condition Recovery Action

Proxy fails. Make sure that the direction on the remote server is set to
Incoming/Outgoing or Incoming, and that the direction on the
authentication forwarding server is set to Incoming/Outgoing or
Outgoing.

Make sure the shared secret (key) matches the shared secret of one
or both Cisco Secure ACS servers.

Make sure the character string and delimiter match the stripping
information configured in the Proxy Distribution Table, and the
position is set correctly to either Prefix or Suffix.

One or more serversisdown, or no fallback server is configured. Go
to Network Configuration and configure afallback server. Fallback
servers are used only under the following circumstances:

« The remote Cisco Secure ACS is down.

« One or more services (CSTacacs, CSRadius, or CSAuth) are
down.

» The secret key is misconfigured.

» Inbound/Outbound messaging is misconfigured.
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Installation and Upgrade Issues

Installation and Upgrade Issues

Condition

Recovery Action

The following error message
displayswhen you try to upgrade
or uninstall Cisco Secure ACS:

The following file is

invalid or the data is
corrupted "Del sL1.isu"

From the Windows NT/2000 Registry, delete the following registry
key:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si
on\ Uni nstal I\ C scoSecure

All previous accounting logs are
missing.

If you arereinstalling or upgrading the Cisco Secure ACS software,
the files are deleted unless moved to another directory location.

MaxSessions Issues

Condition

Recovery Action

MaxSessions over VPDN is not
working.

The use of MaxSessions over VPDN is not supported.

User MaxSessions fluctuates or
isunreliable.

Services were restarted, possibly because the connection between
the Cisco Secure ACS and the AAA client is unstable. Clear the
Single Connect TACACS+ AAA Client check box.
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Report Issues

Condition

Recovery Action

The acti ve. csv report is blank.

You changed protocol configurations recently.

Whenever protocol configurations change, the existing acti ve. csv
report file is renamed to yyyy- mm- dd. csv, and a new, blank
active. csv report is generated

A report is blank.

Make sure you have selected Log to reportname Report under
System Configuration: Logging: Log Target: reportname. You must
also set Network Configuration: servername: Access Server Typeto
CiscoSecure ACS for Windows NT.

No Unknown User information
isincluded in reports.

The Unknown User database was changed. Accounting reports will
still contain unknown user information.

Two entries are logged for one
user session.

Make sure that remote logging and the Send Accounting
Information fields in the Proxy Distribution Table are not
configured to send accounting packets to the same location.

After you have changed the date
format, the Logged-In User list
and CSAdmin log still display
old format dates.

Restart the csadmin services by clicking X in the upper right corner
of the HTML interface.

H Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide

78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.



| Appendix A Troubleshooting Information for Cisco Secure ACS

Third-Party Server Issues W

Third-Party Server Issues

Condition Recovery Action
You cannot properly implement | 1. Log in to the Windows NT/2000 Server on which
the RSA token server. Cisco Secure ACSisinstalled. (Make sure your login account

has administrative privileges.)

2. Make sure the RSA Client softwareisinstalled on the same
WindowsNT/2000 server as the Cisco Secure ACS.

3. Follow the setup instructions. Do not restart at the end of the
installation.

4. Get the file named sdconf.rec located in the /data directory of
the RSA ACE server.

5. Place sdconf.rec on the WindowsNT/2000 Server in the
Sy st emRoot % syst ens2 directory.

6. Make sure you can ping the machine that is running the ACE
server by hostname. (You might need to add the machine in the
Imhostsfile.)

7. Verify that support for RSA is enabled in External User
Database: Database Configuration in the Cisco Secure ACS.

8. Run Test Authentication from the WindowsNT/2000 Server
control panel for the ACE/Client application.

9. From Cisco Secure ACS, install the token server.

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
[ 78-13751-01, Version 3.0 .m

Download from Www.Somanuals.com. All Manuals Search And Download.



Appendix A Troubleshooting Information for Cisco Secure ACS |

W PiX Firewall Issues

PIX Firewall Issues

Condition Recovery Action

Remote administrator cannot If Network Address Translation is enabled on the PIX Firewall,
bring up Cisco Secure ACSfrom |administration through the firewall cannot work.

his or her browser Or FECAVES A 14 administer Cisco Secure ACS through a firewall, you must
warning that access is not configure an HTTP port range in System Configuration: Access
permitted. Policy. The PIX Firewall must be configured to permit HTTP traffic
over all portsincluded in the range specified in Cisco Secure ACS.
For more information, see Access Policy, page 10-10.

User Authentication Issues

Condition Recovery Action

After the administrator removes |Restart the Cisco Secure ACS services.
the Check NT Callback setting
from External User Databases:
Database Configuration:
Windows NT/2000:
Configuration,

Windows NT/2000 database
users can still dial in and apply
the Callback string configured
under the Windows NT/2000
user database.

Callback is not working. Ensure that callback works on the AAA client using local
authentication. Then add AAA authentication.

User authentication failswhen  |Outbound PAP is not enabled. If the Failed Attempts report shows
using PAP. that you are using outbound PAPR, go to Interface Configuration and
select the Per-User Advanced TACACS+ Features check box.
Then, go to User Setup: Advanced TACACS+ Settings. Click
TACACS+ Enable Control and type and confirm the password in
the TACACS+ Outbound Password box.
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User Authentication Issues Il

Condition Recovery Action
Unknown users are not Go to External User Databases: Unknown User Policy. Click Check
authenticated. the following external user databases. From the External

Databases list, select the database(s) against which to authenticate
unknown users. Click —> (right arrow button) to add the database
to the Selected Databases list. Click Up or Down to move the
database into the desired position in the authentication hierarchy.

If you are using the Cisco Secure ACS Unknown User feature,
external databases can authenticate using only PAP.

User did not inherit settingsfrom |Users moved to a new group inherit new group settings but they

new group. keep their existing user settings. Manually change the settingsin
User Settings.
User can authenticate but Different vendors use different AV pairs. AV pairs not used in one

authorizations are different from |vendor’s protocol are ignored by another vendor’s protocol.

expected. Make sure the user settings reflect the correct vendor protocol; for

example, Cisco RADIUS.

User cannot log in. Re-enable the user account or reset the failed attempts counter.

Authentication fails. Theretry interval istoo short. (The default is 5 seconds.) Increase
the retry interval (tacacs-server timeout 20) on the AAA client to
20 or greater.

Check the Failed Attempts report.
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TACACS+ and RADIUS Attribute Issues

Condition Recovery Action

TACACS+ and RADIUS Ensure that you have at least one RADIUS or TACACS+ AAA
attributes do not appear on the |client configured in the Network Configuration section and that, in
Group Setup page. the Interface Configuration section, you have enabled the attributes

you need to configure.

Note  Some attributes are not customer-configurable in
Cisco Secure ACS; instead, their values are set by
Cisco Secure ACS.

Beginning with Cisco Secure ACS Version 2.3, some TACACS+
attributes no longer appear on the Group Setup page. Thisisbecause
IP pools and callback supersede the following attributes:

TACACS+

addr
addr - pool
cal | back-dial string

Ascend RADIUS

8, Franed-| P- Address
19, Call back- Nunber
218, Ascend- Assi gn-| P- Pool

Additionally, these attributes cannot be set via database
synchronization, and i p: addr =n. n. n. n is not allowed as a Cisco
vendor-specific attribute (V SA)

Novell NDS or Generic LDAP  |Make sure you have correctly configured Group Mapping for the
Group Mapping not working applicable database. For more information, see Database Group
correctly. Mappings, page 12-10.
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System Messages

This appendix contains a partial list of system messages for Cisco Secure ACS,
an explanation of their meanings, and recommended action to resolve any
problems.

Windows NT/2000 Event Log Service Startup Errors

Error Message Coul d not initialize Crypto nodul e
Explanation The Microsoft Crypto API failed to initialize.

Recommended Action Make sure you are running the U.S. version of
Windows NT/2000. Make sure the Crypto API files are not missing or
corrupted.

Error Message Failed to initialize working directories/files

Explanation The Registry might be corrupt, or the files under the CSAuth
folder might be missing or busy.

Recommended Action Reinstall Cisco Secure ACS
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Error Message One or more registry entries were missing/corrupt
Explanation The CSAuth Registry either is corrupt or has missing values.

Recommended Action Reinstall Cisco Secure ACS.
System Monitored Events

Error Message Auth server down: Could not change Password
Explanation CSMon could not change the password of the test account.

Recommended Action No action required.

Error Message CSMon obtained an authentication via a CiscoSecure service.

Recommended Action NO action required.

Error Message Error Message name: Failed to authenticate on test account
Explanation CSMon failed to get an authentication via a CiscoSecure service.

Recommended Action No action required.

Error Message name: Failed to logon to test account.
Explanation CSMon failed to log in via a CiscoSecure service.

Recommended Action No action required.

Error Message name: Failed to logoff from test account
Explanation CSMon failed to log off via a CiscoSecure service.

Recommended Action NO action required.
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Error Message name: Logged Off
Explanation CSMon logged off via a CiscoSecure service.

Recommended Action No action required

Error Message name: Logged On
Explanation CSMon obtained alogin via a CiscoSecure service.

Recommended Action No action required.

Error Message Monitoring of name stopped as a service hame was stopped
properly

Explanation A CiscoSecure service was shut down because a service it
depended on has been shut down.

Recommended Action No action required.

Error Message Problem Authenticating from name. Got as far as phase
Explanation CSMon could not authenticate a test account via a CiscoSecure
service. phase is one of the following:

— Launching Request to Protocol Module
— Starting Processing in Protocol Module
— Finishing Processing Protocol Module
— Starting Processing in Auth Module

— Finishing Processing in Auth Module
- Logging

Recommended Action NO action required.
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Error Message Problem Logging on to name. Got as far as phase
Explanation CSMon could not log on to the named account via a CiscoSecure
service. phase is one of the following:
— Launching Request to Protocol Module
— Starting Processing in Protocol Module
— Finishing Processing Protocol Module
— Starting Processing in Auth Module
— Finishing Processing in Auth Module
- Logging

Recommended Action No action required.

Error Message Problem Logging Off from name. Got as far as phase
Explanation CSMon could not log off from the named account viaa
CiscoSecure service. phase is one of the following:

— Launching Request to Protocol Module
— Starting Processing in Protocol Module
— Finishing Processing Protocol Module
— Starting Processing in Auth Module

— Finishing Processing in Auth Module
— Logging

Recommended Action No action required.

Error Message Problem Logging on to name. Got as far as phase
Explanation CSMon could not log on to the named account via a CiscoSecure
service. phase is one of the following:
— Launching Request to Protocol Module
— Starting Processing in Protocol Module
— Finishing Processing Protocol Module
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— Starting Processing in Auth Module
— Finishing Processing in Auth Module

— Logging

Recommended Action No action required

Error Message Service name could not be restarted
Explanation CSMon has failed to restart the named CiscoSecure service.

Recommended Action Manually start the applicable service from the command
line or choose Start > Settings > Control Panel and then click Services and
use the Services applet to start the applicable service

Error Message Service name has been restarted so monitoring will now continue

Explanation The named CiscoSecure service has been restarted via the
Windows NT/2000 Service Manager.

Recommended Action NO action required.

Error Message Service name has been stopped properly. Monitoring will suspend
until the service is restarted

Explanation The named CiscoSecure service was shut down via the
Windows NT/2000 Service Manager

Recommended Action No action required.

Error Message Service name in transition state for too long... giving up

Explanation CSMon waits only so long before giving up on atransitory
service.

Recommended Action No action required
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Error Message Service name in transition/unknown state... will try again

Explanation Windows NT/2000 Service Manager does not know what state a
serviceisin.

Recommended Action No action required.

Error Message Service name not running: will attempt to restart

Explanation CSMon has detected that the named CiscoSecure service is not
running.

Recommended Action No action required

Error Message Service name re-started OK
Explanation CSMon has restarted the named CiscoSecure service

Recommended Action No action required.

Replication Messages

Error Message Cannot replicate to ‘name’ - server not responding

Explanation The named destination Cisco Secure ACS system was
unreachable

Recommended Action Check the connectivity between the remote
Cisco Secure ACS and the replicating ACS. Verify that the | P address of the
AAA server is correct under AAA entry.
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Replication Messages W

Error Message Database synchronization with host name failed - refer to CSAuth
log file

Explanation Part of the configuration set could not be sent to the named
Cisco Secure ACS.

Recommended Action Check the CSAuth log file to view the cause of the
failure. The CSAuthlog fileislocated in Program Fil es\ Ci sco Secure ACS
v2. 6\ CSAut h\ | ogs.

Error Message Failed to send one or more files to host ‘ name’

Explanation Part of the replication set was not successfully sent to the remote
Cisco Secure ACS.

Recommended Action Check the connectivity between the remote
Cisco Secure ACS and the replicating ACS. Verify that the | P address of the
AAA server is correct under AAA entry.

Error Message Host ‘name’ has denied replication request
Explanation Remote Cisco Secure ACS did not authorize replication.

Recommended Action Verify that the remote ACS is accepting replication in
System Configuration: CiscoSecure Database Replication.

Error Message Host ‘name’ not replied to replication request - possibly dead

Explanation Remote Cisco Secure ACS did not respond to replication commit
command.

Recommended Action Check the systems' connectivity.
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M Replication Messages

Error Message Host ‘name’ not configured to receive any matching information

Explanation The remote Cisco Secure ACS is not configured to accept the
information offered.

Recommended Action Verify that the remote ACS has at least some replication
components checked.

Error Message Inbound database replication from host ‘name’ denied

Explanation Remote Cisco Secure ACS not authorized to replicate to this
Cisco Secure ACS.

Recommended Action Configure the remote Cisco Secure ACS to replicate to
this Cisco Secure ACS.

Error Message |nbound database replication from remote host has errors - refer to
CSAuth logfile

Explanation Inbound replication failed or was only partially successful.

Recommended Action Check the CSAuth log file to view the cause of the error.
The CSAuth log fileis located in:
Program Fil es\ Ci sco Secure ACS vx.x\ CSAut h\l ogs.

Error Message Initiating outbound database replication

Explanation CSAuth has started to replicate configuration information to
another Cisco Secure ACS.

Recommended Action NO action required.

Error Message Outbound database replication completed
Explanation CSAuth has completed replication.

Recommended Action No action required.
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Error Message Outbound database replication failed - refer to CSAuth log file
Explanation Replication failed or was only partially successful.

Recommended Action Check the CSAuth log file to view the cause of the
failure. The CSAuth log fileislocated in:
Program Fil es\ Ci sco Secure ACS vx.x\ CSAut h\l ogs.

Failed Attempts Messages

Error Message Auth type not supported by External DB
Explanation External DLL isnot configured for requested authentication type.

Recommended Action No action is required.

Error Message Cached token rejected/expired
Explanation The cached token isincorrect or has expired.

Recommended Action Enter or re-enter the correct token.

Error Message Failed to Allocate IP Address For User
Explanation Internal error.

Recommended Action The ACS pool has run out of available |P addresses.
Extend the I P address ranges.

Error Message Key Mismatch

Explanation The AAA client secret key did not match the Cisco Secure ACS
configured key.

Recommended Action Check the shared key between the Cisco Secure ACS and
the AAA server.
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APPENDIX C

TACACS+ Attribute-Value Pairs

Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) provides support for Terminal Access Controller Access
Control System (TACACSH+) attribute-value (AV) pairs. You can enable different
AV pairs for any supported attribute value.

Cisco I0S Attribute-Value Pair Dictionary

Before selecting TACACS+ AV pairs for Cisco Secure ACS, confirm that your
AAA client isrunning Cisco |OS Release 11.2 or later. Earlier versions of Cisco
IOS work with Cisco Secure ACS but do not fully support the TACACS+ features
in Cisco Secure ACS.

Note  If you specify agiven AV pair in Cisco Secure ACS, you must also enable the
corresponding AV pair in the Cisco |OS software running on the AAA client.
Therefore, you must consider which AV pairsyour Cisco | OSrel ease supports.
If Cisco Secure ACS sends an AV pair to the AAA client that the Cisco 10S
software does not support, that attribute is not implemented.

For more information on TACACS+ AV pairs, refer to Cisco 10S documentation
for the release of Cisco 10S running on your AAA clients.

Note  All TACACS+ values are stri ngs. The concept of value “type”’ does not exist
in TACACS+ asit does in Remote Access Dial-1n User Service (RADIUS).
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M Cisco I0S Attribute-Value Pair Dictionary

TACACS+ AV Pairs
~

Note  Beginning with Cisco Secure ACS 2.3, some TACACS+ attributes no longer

appear on the Group Setup page. Thisis because IP pools and callback
supersede the following attributes:

addr
addr-pool
callback-dialstring

Additionally, these attributes cannot be set via database synchronization, and
ip:addr=n.n.n.n is not allowed as a Cisco vendor-specific attribute (V SA).

Cisco Secure ACS supports many TACACS+ AV pairs. For descriptions of these
attributes, refer to Cisco |OS documentation for the release of Cisco 10S running
onyour AAA clients. TACACS+ AV Pairs supported in Cisco Secure ACS are as
follows:

. acl=
« addr=

- addr-pool=

- autocmd=

« callback-dialstring
 callback-line

» callback-rotary

- cmd-arg=

- cmd=

e dns-servers=

e gw-password

« idletime=
e inacl#n
e inacl=

- interface-config=
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e ip-addresses
 link-compression=
 load-threshold=n
e max-links=n

» nas-password

» nocallback-verify
e noescape=

« nohangup=

« old-prompts

- outacl#n

- outacl=

» pool-def#n

e pool-timeout=

> ppp-vj-slot-
compression

e priv-lvl=

» protocol=

- route

e route#n

e routing=

e rte-ftr-in#n

- rte-ftr-out#n
-« saptn

« sap-fltr-in#n
» sap-fltr-out#n
- service=

e source-ip=
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« timeout=
e tunnel-id
e Wwins-servers=

e zonelist=

TACACS+ Accounting AV Pairs

Cisco Secure ACS supports many TACACS+ accounting AV pairs. For
descriptions of these attributes, see Cisco |OS documentation for the release of
Cisco 10S running on your AAA clients. TACACS+ accounting AV pairs
supported in Cisco Secure ACS are as follows:

e bytes in

« bytes out

- cmd

- data-rate

» disc-cause
 disc-cause-ext
» elapsed_time
- event

- mip-links-max
- mip-sess-id

e nas-rx-speed

e nas-tx-speed

e paks in

» paks out

- port

e pre-bytes-in

» pre-bytes-out
e pre-paks-in

e pre-paks-out
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e pre-session-time
e priv_level

« protocol

e reason

e service

- start time

e stop_time

- task_id

- timezone

e Xmit-rate
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RADIUS Attributes

Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) provides support for many RADIUS attributes. This
appendix lists the standard attributes, vendor-proprietary attributes,
vendor-specific attributes supported by Cisco Secure ACS for the following
vendors' implementations of RADIUS:

- Cisco IOS RADIUS

» Cisco VPN 3000 Concentrator RADIUS

» Cisco VPN 5000 Concentrator RADIUS

« Cisco Building Broadband Service Manager RADIUS
- Microsoft RADIUS

- Ascend RADIUS

« Nortel RADIUS

« Juniper RADIUS

» Internet Engineering Task Force (IETF) RADIUS

You can enable different AV pairs for any supported vendors. The supported
RADIUS AV pairs specific to each vendor are listed in this appendix:

« Cisco IOS Dictionary of RADIUS AV Pairs, page D-2

« Cisco IOS/PIX Dictionary of RADIUS VSAS, page D-4

- Cisco VPN 3000 Concentrator Dictionary of RADIUS VSAS, page D-6
- Cisco VPN 5000 Concentrator Dictionary of RADIUS VSAs, page D-9
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» Cisco Building Broadband Service Manager Dictionary of RADIUSVSA,
page D-9

« Vendor-Proprietary IETF RADIUS AV Pairs, page D-10

- |ETF Dictionary of RADIUS AV Pairs, page D-12

» Microsoft MPPE Dictionary of RADIUS VSAS, page D-18
» Ascend Dictionary of RADIUS AV Pairs, page D-21

» Nortel Dictionary of RADIUS VSAS, page D-29

e Juniper Dictionary of RADIUS VSAs, page D-30

Cisco I0S Dictionary of RADIUS AV Pairs

Cisco Secure ACS supports Cisco 10S RADIUS attribute-value (AV) pairs.
Before selecting AV pairsfor Cisco Secure ACS, confirm that your AAA clientis
a compatible release of Cisco 10S or compatible AAA client software. For more
information, seethe “System Requirements’ section on page 2-2.

Note  If you specify agiven AV pair on Cisco Secure ACS, the corresponding AV
pair must be implemented in the Cisco 10S software running on the network
device. Alwaystakeinto consideration which AV pairsyour Cisco |OSrelease
supports. If Cisco Secure ACS sends an AV pair that the Cisco 10S software
does not support, the attribute is not implemented.

Note  Beginning with Cisco Secure ACS version 2.3, some RADIUS attributes do
not appear on the Group Setup page. Thisis because IP pools and callback
supersede the following attributes:

8, Framed-IP-Address
19, Callback-Number
218, Ascend-Assign-I P-Pool

Neither can these attributes be set via RDBMS Synchroni zation.
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RADIUS Attributes

Cisco I0S Dictionary of RADIUS AV Pairs W

Table D-1 lists the supported Cisco I0S RADIUS AV pairs.

Table D-1 Cisco IOS Software RADIUS AV Pairs
Attribute Number |Type of Value
User-Name 1 string
User-Password 2 string
CHAP-Password 3 string
NAS-IP Address 4 i paddr
NAS-Port 5 integer
Service-Type 6 integer
Framed-Protocol 7 integer
Framed-1P-Netmask 9 i paddr
Framed-Routing 10 integer
Filter-1d 11 string
Framed-MTU 12 integer
Framed-Compression |13 integer
Login-1P-Host 14 ipaddr
Login-Service 15 integer
Login-TCP-Port 16 integer
Old-Password 17 string
Reply-Message 18 string
Expiration 21 date
Framed-Route 22 string
State 24 string
Class 25 string
Vendor specific 26 string
Session-Timeout 27 integer
Idle-Timeout 28 integer
Called-Station-1D 30 string
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W Cisco I0S/PIX Dictionary of RADIUS VSAs

Table D-1 Cisco I0OS Software RADIUS AV Pairs (continued)

Attribute Number |Type of Value
Calling-Station-1D 31 string
Login-LAT-Service 33 string
Acct-Status-Type 40 integer
Acct-Delay-Time 41 integer
Acct-1nput-Octets 42 integer
Acct-Output-Octets 43 integer
Acct-Session-1D 44 string
Acct-Authentic 45 integer
Acct-Session-Time 46 integer
Acct-1nput-Packets 47 integer
Acct-Output-Packets 48 integer
Acct-Terminate-Cause |49 integer
NAS-Port-Type 61 integer
NAS-Port-Limit 62 integer

Cisco IOS/PIX Dictionary of RADIUS VSAS

Cisco Secure ACS supports Cisco I0S/PIX vendor-specific attributes (VSAS).
The vendor ID for this Cisco RADIUS Implementation is 009. Table D-2 on
page D-5 lists the supported Cisco IOS/PIX RADIUS VSAs.

Note  For adiscussion of Cisco IOS/PIX RADIUSV SA 1, cisco-av-pair, see AV pair
26 in Table D-7 on page D-12.

Note For details about the Cisco IOS H.323 V SAS, refer to Cisco |OS Voice-over-1P
documentation.
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For details about the Cisco 10S Node Route Processor-Service Selection
Gateway VSAs (VSAs 250, 251, and 252), refer to Cisco |OS documentation.

Table D-2  Cisco IOS/PIX RADIUS VSAs

Attribute Number |Type of Value
Cisco-av-pair 1 string
cisco-vsa-port-string 2 string
cisco-h323-remote-address 23 string
cisco-h323-conf-id 24 string
Cisco-h323-setup-time 25 string
cisco-h323-call-origin 26 string
cisco-h323-call-type 27 string
cisco-h323-connect-time 28 string
cisco-h323-disconnect-time |29 string
cisco-h323-disconnect-cause |30 string
cisco-h323-voice-quality 31 string
cisco-h323-gw-id 33 string
cisco-h323-incoming-conn-id |35 string
cisco-h323-credit-amount 101 string
cisco-h323-credit-time 102 string
cisco-h323-return-code 103 string
cisco-h323-prompt-id 104 string
cisco-h323-day-and-time 105 string
cisco-h323-redirect-number 106 string
cisco-h323-preferred-lang 107 string
cisco-h323-redirect-ip-addr 108 string
cisco-h323-billing-model 109 string
cisco-h323-currency 110 string
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Table D-2  Cisco IOS/PIX RADIUS VSAs (continued)

Attribute Number |Type of Value
Cisco-ssg-account-info 250 string
cisco-ssg-service-info 251 string
cisco-ssg-control-info 253 string

Cisco VPN 3000 Concentrator Dictionary of RADIUS
VSAS

Cisco Secure ACS supports Cisco VPN 3000 RADIUS VSAs. The vendor ID for
this Cisco RADIUS Implementation is 3076. Table D-3 lists the supported
Cisco VPN 3000 Concentrator RADIUS VSAS.

Note  Some of the RADIUS V SAs supported by Cisco VPN 3000 Concentrators are
interdependent. Before you implement them, we recommend that you refer to
Cisco VPN 3000-series Concentrator documentation.

Table D-3 Cisco VPN 3000 Concentrator RADIUS VSAs

Type of
Attribute Number |Value
CVPN3000-Access-Hours 1 string
CV PN3000-Simultaneous-L ogins 2 integer
CVPN3000-Primary-DNS 5 ipaddr
CVPN3000-Secondary-DNS 6 ipaddr
CVPN3000-Primary-WINS 7 ipaddr
CVPN3000-Secondary-WINS 8 ipaddr
CVPN3000-SEP-Card-Assignment 9 integer
CVPN3000-Tunneling-Protocols 11 integer
CVPN3000-1 PSec-Sec-Association 12 string
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Table D-3  Cisco VPN 3000 Concentrator RADIUS VSAs (continued)

Type of
Attribute Number |Value
CVPN3000-1PSec-Authentication 13 integer
CVPN3000-I1PSec-Bannerl 15 string
CVPN3000-IPSec-Allow-Passwd- Store 16 integer
CVPN3000-Use-Client-Address 17 integer
CVPN3000-PPTP-Encryption 20 integer
CVPN3000-L2TP-Encryption 21 integer
CVPN3000-IPSec-Split-Tunnel-List 27 string
CVPN3000-1PSec-Default-Domain 28 string
CVPN3000-1PSec-Tunnel-Type 30 integer
CVPN3000-1PSec-Mode-Config 31 integer
CVPN3000- I PSec-User-Group-L ock 33 integer
CVPN3000-1PSec-Over-UDP 34 integer
CVPN3000-1PSec-Over-UDP-Port 35 integer
CVPN3000-I1PSec-Banner2 36 string
CVPN3000-PPTP-MPPC-Compression 37 integer
CVPN3000-L2TP-MPPC-Compression 38 integer
CV PN3000-1PSec-1P-Compression 39 integer
CVPN3000-1PSec-1K E-Peer-1D-Check 40 integer
CVPN3000-1KE-Keep-Alives 41 integer
CVPN3000-1PSec-Auth-On-Rekey 42 integer
CVPN3000-Required-Client-Firewall-Vendor-Code 45 integer
CVPN3000-Required-Client-Firewall-Product-Code 46 integer
CVPN3000-Required-Client-Firewall-Description 47 string
CVPN3000-Require-HW-Client-Auth 48 integer
CVPN3000-Require-Individual-User-Auth 49 integer
CVPN3000-Authenticated-User-1dle- Timeout 50 integer
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Table D-3  Cisco VPN 3000 Concentrator RADIUS VSAs (continued)

Type of
Attribute Number |Value
CVPN3000-Cisco-IP-Phone-Bypass 51 integer
CVPN3000-User-Auth-Server-Name 52 string
CVPN3000-User-Auth-Server-Port 53 integer
CVPN3000-User-Auth-Server-Secret 54 string
CVPN3000-1PSec-Split-Tunneling-Policy 55 integer
CVPN3000-1PSec-Required-Client-Firewal [-Capability |56 integer
CVPN3000-IPSec-Client-Firewal l-Filter-Name 57 string
CVPN3000-1PSec-Client-Firewall-Filter-Optional 58 integer
CVPN3000-1PSec-Backup-Servers 59 integer
CVPN3000-1PSec-Backup-Server-List 60 string
CVPN3000-Strip-Realm 135 integer

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
m. 78-13751-01, Version 3.0 |

Download from Www.Somanuals.com. All Manuals Search And Download.



| AppendixD  RADIUS Attributes

Cisco VPN 5000 Concentrator Dictionary of RADIUS VSAs W

Cisco VPN 5000 Concentrator Dictionary of RADIUS
VSAs

Cisco Secure ACS supports the Cisco VPN 5000 RADIUS V SAs. The vendor ID
for this Cisco RADIUS Implementation is 255. Table D-4 lists the supported
Cisco VPN 5000 Concentrator RADIUS VSAs.

Table D-4 Cisco VPN 5000 Concentrator RADIUS VSAs

Attribute Number |Type of Value
CVPN5000-Tunnel-Throughput  |001 integer
CVPN5000-Client-Assigned-1P  |002 string
CVPN5000-Client-Real-1P 003 string
CVPN5000-VPN-Grouplnfo 004 string
CVPN5000-V PN-Password 005 string
CVPN5000-Echo 006 integer
CVPN5000-Client-Assigned-1PX 007 integer

Cisco Building Broadband Service Manager
Dictionary of RADIUS VSA

Cisco Secure ACS supports a Cisco Building Broadband Service Manager
(BBSM) RADIUS VSA. The vendor ID for this Cisco RADIUS Implementation
is 5263. Table D-5 lists the supported Cisco BBSM RADIUS VSA.

Table D-5 Cisco BBSM RADIUS VSA

Attribute Number |Type of Value
CBBSM-Bandwidth [001 integer
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Vendor-Proprietary IETF RADIUS AV Pairs

Table D-6 lists the supported vendor-proprietary RADIUS (IETF) attributes

Table D-6  Vendor-Proprietary RADIUS Attributes

No. |Vendor-Proprietary Attribute
17  |Change-Password

21  |Password-Expiration
135 |Primary-DNS-Server
136 |Secondary-DNS-Server
187 |Multilink-1D

188 |Num-In-Multilink
190 |Pre-Input-Octets

191 |Pre-Output-Octets
192 | Pre-Input-Packets
193 | Pre-Output-Packets
194 Maximum-Time

195 | Disconnect-Cause
197 Data-Rate

198 |PreSession-Time
208 |PW-Lifetime

209 |IP-Direct

210 |PPP-VJ-Slot-Comp
218 |Assign-1P-pool

228 |Route-IP

233 |Link-Compression
234 |Target-Utils

235 |Maximum-Channels
242 |Data-Filter

H Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Table D-6  Vendor-Proprietary RADIUS Attributes (continued)

No. |Vendor-Proprietary Attribute
243 |Call-Filter
244 |ldle-Limit
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IETF Dictionary of RADIUS AV Pairs

Table D-7 lists the supported RADIUS (IETF) attributes. If the attribute has a
security server-specific format, the format is specified. Accounting attributes are
listed in Table D-8 on page D-16.

Table D-7  RADIUS (IETF) Attributes

No. | Attribute Description
User-Name Name of the user being authenticated.
User-Password User’s password or input following an access challenge. Passwords

longer than 16 characters are encrypted using |ETF Draft #2 or later
specifications.

3 CHAP-Password PPP (Point-to-Point Protocol) CHAP (Challenge Handshake
Authentication Protocol) response to an Access-Challenge.
NAS-IP Address IP address of the AAA client that is requesting authentication.
NAS-Port Physical port number of the AAA client that is authenticating the user.

The AAA client port value (32 bits) consists of one or two 16-bit
values, depending on the setting of the RADIUS server extended
portnames command. Each 16-bit number is a 5-digit decimal integer
interpreted as follows:

For asynchronous terminal lines, async network interfaces, and virtual
async interfaces, the value is 00ttt, where ttt is the line number or
async interface unit number.

For ordinary synchronous network interfaces, the value is 10xxx.

For channels on a primary-rate ISDN (Integrated Services Digital
Network) interface, the valueis 2ppcc.

For channels on a basic rate ISDN interface, the value is 3bbO0c.

For other types of interfaces, the valueis 6nnss.
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Table D-7 RADIUS (IETF) Attributes (continued)

No. | Attribute Description

6 Service-Type Type of service requested or type of service to be provided:
In arequest:

Framed—For known PPP or SLIP (Serial Line Internet Protocol)
connection.
Administrative User—For enable command.
In aresponse:
L ogin—M ake a connection.
Framed—Start SLIP or PPP.
Administrative User—Start an EXEC or enable ok.
Exec User—Start an EXEC session.
Framed-Protocol Framing to be used for framed access.
Framed-IP-Address Address to be configured for the user.

9 Framed-IP-Netmask  |IP netmask to be configured for the user when the user is arouter to a
network. This attribute-value results in a static route being added for
Framed-IP-Address with the mask specified.

10 |Framed-Routing Routing method for the user when the user isarouter to anetwork. Only
None and Send and Listen values are supported for this attribute.

11 |Filter-Id Name of thefilter list for the user, formatted as follows: %d, %d.in, or
%d.out. This attribute is associated with the most recent service-type
command. For login and EXEC, use %d or %d.out asthe line accesslist
value from 0 to 199. For Framed service, use %d or %d.out as interface
output access list and %d.in for input access list. The numbers are
self-encoding to the protocol to which they refer.

12 |Framed-MTU I ndi cates the maximum transmission unit (MTU) that can be configured
for the user when the MTU is not negotiated by PPP or some other
means.

13 |Framed-Compression |Compression protocol used for the link. This attribute resultsin

"/compress" being added to the PPP or SLIP autocommand generated
during EXEC authorization. Not currently implemented for non-EXEC
authorization.
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Table D-7 RADIUS (IETF) Attributes (continued)

No. | Attribute Description

14  |Login-IP-Host Host to which the user will connect when the Login-Service attributeis
included.

15 |Login-Service Service that should be used to connect the user to the login host.
Serviceisindicated by a numeric value as follows:
0: Telnet
1: Rlogin
2: TCP-Clear
3: PortMaster
4: LAT

16  |Login-TCP-Port TCP (Transmission Control Protocol) port with which the user isto be
connected when the Login-Service attribute is also present.

18 | Reply-Message Text to be displayed to the user.

22  |Framed-Route Routing information to be configured for the user on this AAA client.

The RADIUS RFC (Request for Comments) format (net/bits [router
[metric]]) and the old style dotted mask (net mask [router [metric]]) are
supported. If the router field is omitted or O (zero), the peer |P address
is used. Metrics are currently ignored.

24 |State Allows State information to be maintained between the AAA client and
the RADIUS server. This attribute is applicable only to CHAP
challenges.
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Table D-7 RADIUS (IETF) Attributes (continued)

No. | Attribute

Description

26  |Vendor-Specific

Allows vendors to support their own extended attributes. The Cisco
RADIUSimplementation supports one vendor-specific option using the
format recommended in the specification. Cisco’s vendor-1D is 9, and
the supported option is vendor-type 1, cisco-avpair. The valueis a
string of the format:

protocol:attribute sep value

Protocol is avalue of the Cisco protocol attribute for a particular type
of authorization. Attribute and value are an appropriate AV pair defined
in the Cisco TACACS+ specification, and "sep” is "=" for mandatory
attributes and "*" for optional attributes. This allows the full set of
TACACS+ authorization features to be used for RADIUS. The
following is an example:

cisco-avpair= "ip:addr-pool =first"
ci sco-avpair= "shell:priv-1vl=15"

The first example causes Cisco’s multiple named | P address pools
feature to be activated during I P authorization (during PPP’'s |PCP
address assignment). The second example causes a AAA client prompt
user to have immediate access to EXEC commands.

27 |Session-Timeout

Maximum number of seconds of service to be provided to the user
before the session terminates. This attribute value becomes the per-user
absolute timeout. This attribute is not valid for PPP sessions.

28 Idle-Timeout

Maximum number of consecutive seconds of idle connection time
allowed to the user before the session terminates. This attribute value
becomes the per-user session-timeout. This attribute is not valid for
PPP sessions.

34 |Login-LAT-Service

System with which the user isto be connected by LAT. Thisattributeis
only available in the EXEC mode.
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Table D-7 RADIUS (IETF) Attributes (continued)

No.

Attribute

Description

61

NAS-Port-Type

Indicates the type of physical port the AAA client isusing to
authenticate the user. Physical portsareindicated by anumeric value as
follows:

0: Asynchronous

1: Synchronous

2: ISDN-Synchronous

3: ISDN-Asynchronous (V.120)
4: ISDN- Asynchronous (V.110)
5: Virtual

62

Port-Limit

Sets the maximum number of ports to be provided to the user by the
network access server.

RADIUS (IETF) Accounting AV Pairs

Table D-8 lists the supported RADIUS (IETF) accounting attributes. If the
attribute has a security server-specific format, the format is specified.

Table D-8 RADIUS (IETF) Accounting Attributes

No. | Attribute Description

25 |Class Arbitrary value that the AAA client includesin all accounting packets
for this user if supplied by the RADIUS server.

30 |Called-Station-1d Allows the AAA client to send the telephone number the user called
into as part of the access-request packet, using DNIS (Dialed Number
Identification Server) or similar technology. This attribute is only
supported on ISDN and for modem calls on the Cisco AS5200 if used
with PRI (Primary Rate Interface).
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Table D-8 RADIUS (IETF) Accounting Attributes (continued)

No.

Attribute

Description

31

Calling-Station-Id

Allows the AAA client to send the telephone number the call came
from as part of the access-request packet using automatic number
identification or similar technology. This attribute has the same value
as remote-addr in TACACS+. This attribute is supported only on
ISDN and for modem calls on the Cisco AS5200 if used with PRI.

40

Acct-Status-Type

Specifies whether this accounting-request marks the beginning of the
user service (start) or the end (stop).

41

Acct-Delay-Time

Number of seconds the client has been trying to send a particular
record.

42

Acct-1nput-Octets

Number of octets received from the port while this service is being
provided.

43

Acct-Output-Octets

Number of octets sent to the port while this serviceis being delivered.

44

Acct-Session-Id

Unique accounting identifier that makesit easy to match start and stop
recordsin alog file. The Acct-Session-1d restarts at 1 each time the
router is power cycled or the software is reloaded. Contact Cisco
support if thisis unsuitable.

45

Acct-Authentic

Way in which the user was authenticated—by RADIUS, by the AAA
client itself, or by another remote authentication protocol. This
attribute is set to radius for users authenticated by RADIUS; to
remote for TACACS+ and Kerberos; or to local for local, enable,
line, and if-needed methods. For all other methods, the attribute is
omitted.

46

Acct-Session-Time

Number of seconds the user has been receiving service.

47

Acct-Input-Packets

Number of packets received from the port while this service is being
provided to a framed user.

48

Acct-Output-Packets

Number of packets sent to the port while this serviceis being
delivered to a framed user.
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Table D-8 RADIUS (IETF) Accounting Attributes (continued)

No.

Attribute

Description

49

Acct-Terminate-Cause

Reports details on why the connection was terminated. Termination
causes are indicated by a numeric value as follows:

1

18:

User request

. Lost carrier

: Lost service

: Idle timeout

: Session-timeout
: Admin reset

: Admin reboot

: Port error

: AAA client error

: AAA client request
: AAA client reboot

: Port unneeded

: Port pre-empted

: Port suspended

: Service unavailable
: Callback

- User error

Host request

61

NAS-Port-Type

Type of physical port the AAA client is using to authenticate the user.

Microsoft MPPE Dictionary of RADIUS VSAs

Cisco Secure ACS supports the Microsoft RADIUS V SAs used for Microsoft
Point-to-Point Encryption (MPPE). The vendor ID for this Microsoft RADIUS
Implementation is 311. MPPE is an encryption technology developed by
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Microsoft to encrypt point-to-point (PPP) links. These PPP connections can bevia
adial-up line, or over aVPN tunnel such as PPTP. MPPE is supported by several

RADIUS network device vendorsthat Cisco Secure ACS supports. Thefollowing
Cisco Secure ACS RADIUS protocols support the Microsoft RADIUS V SAs:

- CiscolOS
- Cisco VPN 3000
- Ascend
Table D-9 lists the supported MPPE RADIUS VSAs.

Table D-9 Microsoft MPPE RADIUS VSAs

Attribute Number |Type of Value |Description

MS-CHAP-Response 1 string —

MS-CHAP-Error 2 string —

MS-CHAP-CPW-1 3 string —

MS-CHAP-CPW-2 4 string —

MS-CHAP-LM-Enc-PW 5 string —

MS-CHAP-NT-Enc-PW 6 string —

MS-MPPE-Encryption-Policy |7 integer The MS-MPPE-Encryption-Policy

attribute signifies whether the use of
encryption is allowed or required. If the
Policy field isequal to 1
(Encryption-Allowed), any or none of the
encryption types specified in the

M S-MPPE-Encryption-Types attribute
can be used. If the Policy field isequal to
2 (Encryption-Required), any of the
encryption types specified in the

M S-MPPE-Encryption-Types attribute
can be used, but at least one must be used.

MS-MPPE-Encryption-Types |8 integer The MS-MPPE-Encryption-Types
attribute signifies the types of encryption
available for use with MPPE. It isafour
octet integer that isinterpreted as a string
of bits.
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Table D-9 Microsoft MPPE RADIUS VSAs (continued)

Attribute Number |Type of Value |Description

MS-CHAP-Domain 10 string —

MS-CHAP-Challenge 11 string —

MS-CHAP-MPPE-Keys 12 string The MS-CHAP-MPPE-Keys attribute

contains two session keys for use by the
MPPE. This attribute is only included in
Access-Accept packets.

The MS-CHAP-MPPE-Keys attribute
value is autogenerated by

Cisco Secure ACS; thereisno valueto set
inthe HTML interface.

M S-M PPE-Send-Key 16 string The MS-MPPE-Send-Key attribute
contains a session key for use by MPPE.
Asthe name implies, this key isintended
for encrypting packets sent fromthe AAA
client to the remote host. This attributeis
only included in Access-Accept packets.

MS-MPPE-Recv-Key 17 string The MS-MPPE-Recv-Key attribute
contains a session key for use by MPPE.
Asthe name implies, this key is intended
for encrypting packets received by the
AAA client from the remote host. This
attribute is only included in
Access-Accept packets

MS-RAS-Version 18 string —
MS-CHAP-NT-Enc-PW 25 string —
MS-CHAP2-Response 26 string —
MS-CHAP2-CPW 27 string —
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Ascend Dictionary of RADIUS AV Pairs

Cisco Secure ACS supports the Ascend RADIUS AV pairs. Table D-10 contains
Ascend RADIUS dictionary translations for parsing requests and generating
responses. All transactions are composed of AV pairs. The value of each attribute
is specified as one of the following valid data types:

e string—0-253 octets

« abinary—O0-254 octets

« ipaddr—4 octetsin network byte order

» integer—32-bit value in big endian order (high byte first)

- call filter—Defines a call filter for the profile

Note  RADIUSfilters are retrieved only when acall is placed using a
RADIUS outgoing profile or answered using a RADIUS incoming
profile. Filter entries are applied in the order in which they are
entered. If you make changesto afilter in an Ascend RADIUS profile,
the changes do not take effect until a call uses that profile.

- date—32-bit value in big-endian order. For example, seconds since 00:00:00
universal time (UT), January 1, 1970

« enum—Enumerated values are stored in the user file with dictionary value
translations for easy administration.

Table D-10 Ascend RADIUS Attributes

Attribute ‘Number ‘Type of Value
Dictionary of Ascend Attributes
User-Name 1 string
Password 2 string
Challenge-Response 3 string
NAS-ldentifier 4 ipaddr
NAS-Port 5 integer
User-Service 6 integer
Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
| 78-13751-01, Version 3.0 ..m

Download from Www.Somanuals.com. All Manuals Search And Download.



Appendix D RADIUS Attributes |

W Ascend Dictionary of RADIUS AV Pairs

Table D-10 Ascend RADIUS Attributes (continued)

Attribute Number |Type of Value
Framed-Protocol 7 integer
Framed-Address 8 ipaddr
Framed-Netmask 9 ipaddr
Framed-Routing 10 integer
Framed-Filter 11 string
Framed-MTU 12 integer
Framed-Compression 13 integer
Login-Host 14 ipaddr
Login-Service 15 integer
L ogin-TCP-Port 16 integer
Change-Password 17 string
Reply-Message 18 string
Callback-Number 19 string
Callback-Name 20 string
Framed-Route 22 string
Framed-1PX-Network 23 integer
State 24 string
Class 25 string
Vendor-Specific 26 string
Client-Port-DNIS 30 string
Caller-1d 31 string
Acct-Status-Type 40 integer
Acct-Delay-Time 41 integer
Acct-Input-Octets 42 integer
Acct-Output-Octets 43 integer
Acct-Session-1d 44 integer
Acct-Authentic 45 integer
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Table D-10 Ascend RADIUS Attributes (continued)

Attribute Number |Type of Value
Acct-Session-Time 46 integer
Acct-1nput-Packets 47 integer
Acct-Output-Packets 48 integer
Tunnel-Type 64 string
Tunnel-Medium-Type 65 string
Tunnel-Client-Endpoint 66 string
Tunnel-Server-Endpoint 67 string
Tunnel-1D 68 integer
Ascend-Private-Route 104 string
Ascend-Numbering-Plan-1D 105 integer
Ascend-FR-Link-Status-Dlci 106 integer
Ascend-Calling-Subaddress 107 string
Ascend-Callback-Delay 108 string
Ascend-My-Name-Alias 109 string
Ascend-Remote-FW 110 string
Ascend-Multicast-GLeave-Delay 111 integer
Ascend-CBCP-Enable 112 string
Ascend-CBCP-Mode 113 string
Ascend-CBCP-Delay 114 string
Ascend-CBCP-Trunk-Group 115 string
Ascend-AppleTak-Route 116 string
Ascend-AppleTalk-Peer-Mode 117 string
Ascend-Route-AppleTalk 118 string
Ascend-FCP-Parameter 119 string
Ascend-Modem-PortNo 120 integer
Ascend-Modem-S|otNo 121 integer
Ascend-Modem-ShelfNo 122 integer
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Table D-10 Ascend RADIUS Attributes (continued)

Attribute Number |Type of Value
Ascend-Call-Attempt-Limit 123 integer
Ascend-Call-Block_Duration 124 integer
Ascend-Maximum-Call-Duration 125 integer
Ascend-Router-Preference 126 string
Ascend-Tunneling-Protocol 127 string
Ascend- Shared-Profile-Enable 128 string
Ascend-Primary-Home-Agent 129 string
Ascend-Secondary-Home-Agent 130 string
Ascend-Dialout-Allowed 131 integer
Ascend-BACP-Enable 133 string
Ascend-DHCP-Maximum-L eases 134 integer
Ascend-Client-Primary-DNS 135 address
Ascend-Client-Secondary-DNS 136 address
Ascend-Client-Assign-DNS 137 enum
Ascend-User-Acct-Type 138 enum
Ascend-User-Acct-Host 139 address
Ascend-User-Acct-Port 140 integer
Ascend-User-Acct-Key 141 string
Ascend-User-Acct-Base 142 enum
Ascend-User-Acct-Time 143 integer
Support IP Address Allocation from Global Pools
Ascend-Assign-1P-Client 144 ipaddr
Ascend-Assign-IP-Server 145 ipaddr
Ascend-Assign-1P-Global-Pool 146 string
DHCP Server Functions

Ascend-DHCP-Reply 147 integer
Ascend-DHCP-Pool-Number 148 integer
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Table D-10 Ascend RADIUS Attributes (continued)

Attribute ‘Number ‘Type of Value
Connection Profile/Telco Option

Ascend-Expect-Callback ‘ 149 ’ integer

Event Type for an Ascend-Event Packet

Ascend-Event-Type ‘ 150 ’ integer
RADIUS Server Session Key

Ascend-Session-Svr-Key ‘ 151 ‘stri ng
Multicast Rate Limit Per Client

Ascend-Multicast-Rate-Limit 152 ’integer

Connection Profile Fields to Support Interface-Based Routing

Ascend-|F-Netmask 153 ipaddr
Ascend-Remote-Addr 154 ipaddr
Multicast Support

Ascend-Multicast-Client ‘ 155 ‘ integer
Frame Datalink Profiles

Ascend-FR-Circuit-Name 156 string
Ascend-FR-LinkUp 157 integer
Ascend-FR-Nailed-Group 158 integer
Ascend-FR-Type 159 integer
Ascend-FR-Link-Mgt 160 integer
Ascend-FR-N391 161 integer
Ascend-FR-DCE-N392 162 integer
Ascend-FR-DTE-N392 163 integer
Ascend-FR-DCE-N393 164 integer
Ascend-FR-DTE-N393 165 integer
Ascend-FR-T391 166 integer
Ascend-FR-T392 167 integer
Ascend-Bridge-Address 168 string
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Table D-10 Ascend RADIUS Attributes (continued)

Attribute Number |Type of Value
Ascend-TS-Idle-Limit 169 integer
Ascend-TS-lIdle-Mode 170 integer
Ascend-DBA-Monitor 171 integer
Ascend-Base-Channel -Count 172 integer
Ascend-Minimum-Channels 173 integer
IPX Static Routes

Ascend-I1PX-Route 174 string
Ascend-FT1-Caller 175 integer
Ascend-Backup 176 string
Ascend-Call-Type 177 integer
Ascend-Group 178 string
Ascend-FR-DLCI 179 integer
Ascend-FR-Profile-Name 180 string
Ascend-Ara-PW 181 string
Ascend-1PX-Node-Addr 182 string
Ascend-Home-Agent-1P-Addr 183 i paddr
Ascend-Home-Agent-Password 184 string
Ascend-Home-Network-Name 185 string
Ascend-Home-Agent-UDP-Port 186 integer
Ascend-Multilink-1D 187 integer
Ascend-Num-In-Multilink 188 integer
Ascend-First-Dest 189 i paddr
Ascend-Pre-Input-Octets 190 integer
Ascend-Pre-Output-Octets 191 integer
Ascend-Pre-1nput-Packets 192 integer
Ascend-Pre-Output-Packets 193 integer
Ascend-Maximum-Time 194 integer
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Table D-10 Ascend RADIUS Attributes (continued)

Attribute Number |Type of Value
Ascend-Disconnect-Cause 195 integer
Ascend-Connect-Progress 196 integer
Ascend-Data-Rate 197 integer
Ascend-PreSession-Time 198 integer
Ascend-Token-ldle 199 integer
Ascend-Token-Immediate 200 integer
Ascend-Require-Auth 201 integer
Ascend-Number-Sessions 202 string
Ascend-Authen-Alias 203 string
Ascend-Token-Expiry 204 integer
Ascend-Menu-Selector 205 string
Ascend-Menu-Item 206 string
RADIUS Password Expiration Options
Ascend-PW-Warntime 207 integer
Ascend-PW-Lifetime 208 integer
Ascend-IP-Direct 209 ipaddr
Ascend-PPP-V J-Slot-Comp 210 integer
Ascend-PPP-VJ-1172 211 integer
Ascend-PPP-Async-Map 212 integer
Ascend-Third-Prompt 213 string
Ascend-Send-Secret 214 string
Ascend-Receive-Secret 215 string
Ascend-1PX-Peer-Mode 216 integer
Ascend-IP-Pool-Definition 217 string
Ascend-Assign-I P-Pool 218 integer
Ascend-FR-Direct 219 integer
Ascend-FR-Direct-Profile 220 string
Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Table D-10 Ascend RADIUS Attributes (continued)

Attribute Number |Type of Value
Ascend-FR-Direct-DLCI 221 integer
Ascend-Handle-1PX 222 integer
Ascend-Netware-Timeout 223 integer
Ascend-IPX-Alias 224 integer
Ascend-Metric 225 integer
Ascend-PRI-Number-Type 226 integer
Ascend-Dial-Number 227 string
Connection Profile/PPP Options

Ascend-Route-IP 228 integer
Ascend-Route-1PX 229 integer
Ascend-Bridge 230 integer
Ascend-Send-Auth 231 integer
Ascend-Send-Passwd 232 string
Ascend-Link-Compression 233 integer
Ascend-Target-Util 234 integer
Ascend-Max-Channels 235 integer
Ascend-Inc-Channel-Count 236 integer
Ascend-Dec-Channel-Count 237 integer
Ascend-Seconds-Of-History 238 integer
Ascend-History-Weigh-Type 239 integer
Ascend-Add-Seconds 240 integer
Ascend-Remove-Seconds 241 integer
Connection Profile/Session Options

Ascend-Data-Filter 242 call filter
Ascend-Call-Filter 243 call filter
Ascend-ldle-Limit 244 integer
Ascend-Preempt-Limit 245 integer
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Table D-10 Ascend RADIUS Attributes (continued)

Attribute ‘Number ‘Type of Value
Connection Profile/Telco Options

Ascend-Callback 246 integer
Ascend-Data-Svc 247 integer
Ascend-Force-56 248 integer
Ascend-Billing-Number 249 string
Ascend-Call-By-Call 250 integer
Ascend-Transit-Number 251 string
Terminal Server Attributes

Ascend-Host-Info ‘ 252 ’ string
PPP Local Address Attribute

Ascend-PPP-Address ‘ 253 ‘ ipaddr
MPP Percent Idle Attribute

Ascend-M PP-Idle-Percent 254 integer
Ascend-Xmit-Rate 255 integer

Nortel Dictionary of RADIUS VSAs

Table D-11 liststhe Nortel RADIUS V SAs supported by Cisco Secure ACS. The
Nortel vendor ID number is 1584.

Table D-11 Nortel RADIUS VSAs

Attribute Number |Type of Value
Bay-Local-1P-Address 035 ipaddr
Bay-Primary-DNS-Server 054 ipaddr
Bay-Secondary-DNS-Server 055 ipaddr
Bay-Primary-NBNS-Server 056 ipaddr
Bay-Secondary-NBNS-Server 057 i paddr
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Table D-11 Nortel RADIUS VSAs

Attribute Number |Type of Value
Bay-User-Level 100 integer
Bay-Audit-Level 101 integer

Juniper Dictionary of RADIUS VSAs

Table D-12 liststhe Juniper RADIUSYV SAs supported by Cisco Secure ACS. The
Juniper vendor ID number is 2636.

Table D-12 Juniper RADIUS VSAs

Attribute Number  |Type of Value
Juniper-Local-User-Name 001 string
Juniper-Allow-Commands 002 string
Juniper-Deny-Commands 003 string
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APPENDIX E

Cisco Secure ACS Command-Line
Database Utility

This appendix details the Cisco Secure ACS command-line utility, CSUtil.exe.
Among its several functions, CSUtil.exe enables you to add, change, and delete
users from a colon-delimited text file. You can also use the utility to add and
delete AAA client configurations.

Note  You can accomplish similar tasks using the ACS System Backup, ACS System
Restore, Database Replication, and RDBM S Synchroni zation features. For
more information on these features, see Chapter 8, “Establishing
Cisco Secure ACS System Configuration.”

This appendix contains the following topics:
» Location of CSUtil.exe and Related Files, page E-2
» CSUtil.exe Syntax, page E-2
» CSUtil.exe Options, page E-3
» Backing Up Cisco Secure ACS with CSUtil.exe, page E-5
» Restoring Cisco Secure ACS with CSUtil.exe, page E-6
« Creating a CiscoSecure User Database, page E-7
» Creating a Cisco Secure ACS Database Dump File, page E-9
« Loading the Cisco Secure ACS Database from a Dump File, page E-10
« Compacting the CiscoSecure User Database, page E-11
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e User and AAA Client Import Option, page E-13

- Exporting User List to a Text File, page E-23

« Exporting Group Information to a Text File, page E-24

- Exporting Registry Information to a Text File, page E-25
» Decoding Error Numbers, page E-25

» Recalculating CRC Values, page E-26

» User-Defined RADIUS Vendors and VSA Sets, page E-27

Location of CSUtil.exe and Related Files

When you install Cisco Secure ACSin the default location, CSUtil.exe islocated
in the following directory:

C.\Program Fi |l es\ Ci scoSecure ACS vX. X\Utils
where X.Xis the version of your Cisco Secure ACS software. Regardless of
whereyou install Cisco Secure ACS, CSUtil.exeislocatedinthe uti | s directory.

Files generated by or accessed by Csuti | . exe arealso located inthe uti I s
directory.

CSUtil.exe Syntax

The syntax for the CSUtil.exe command is as follows:

CSUtil.exe [-q] [-c] [-d] [-9] [-i filenane] [[-p] -I filename] [-e
-nunber] [-b filenane] [-r filename] [-f] [-n] [-u] [-y] [-listUDV]
[-addUDV slotfilenanme] [-del UDV slot]

Note  Most CSUtil.exe options require that you stop the CSAuth service. While the
CSAuth serviceis stopped, Cisco Secure ACS does not authenticate users. To
determine if an option requires that you stop CSAuth, see the “ CSULtil.exe
Options” section on page E-3.
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CSUtil.exe

CSUtil.exe Options

You can combine many of the optionsin asingle use of CSUtil.exe. If you are new
to using CSULtil.exe, we recommend performing only one option at atime, with
the exception of those options, such as -p, that must be used in conjunction with
other options.

Experienced CSUtil.exe users may find it useful to combine CSUtil.exe options,
such as the following example, which would first import AAA client
configurations and then generate a dump of all Cisco Secure ACS internal data:

CSUtil.exe -i newnases.txt -d

Options

CSUtil.exe can perform several actions. The options, listed below in alphabetical
order, are detailed in later sections of this chapter.

» -b—Backup system to a specified filename. For more information about this
option, see the “Backing Up Cisco Secure ACS with CSULtil.exe” section on
page E-5.

« -c—Recalculate database CRC values. For more information about this
option, see the “Recalculating CRC Values” section on page E-26.

» -d—Export all Cisco Secure ACSinternal datato afile named dunp. t xt .
Using this option requires that you stop the CSAuth service. For more
information about this option, see the “Creating a Cisco Secure ACS
Database Dump File” section on page E-9.

» -e—Decodeinternal Cisco Secure ACSerror numbersto ASCII message. For
more information about this option, see the “Decoding Error Numbers”
section on page E-25.

» -g—Export group information to afile named gr oups. t xt . Using this option
requires that you stop the CSAuth service. For more information about this
option, see the “Exporting Group Information to a Text File” section on
page E-24.

e -i—Import user or AAA client information from afile named i nport.txt or
a specified file. For more information about this option, see the “Importing
User and AAA Client Information” section on page E-13.

| 78-13751-01, Version 3.0

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide ]

Download from Www.Somanuals.com. All Manuals Search And Download.



Appendix E Cisco Secure ACS Command-Line Database Utility |

M CsSUtil.exe Options

e -l—Load all Cisco Secure ACS internal data from afile named dunp. t xt or
named file. Using this option requires that you stop the CSAuth service. For
more information about this option, see the “Loading the Cisco Secure ACS
Database from a Dump File” section on page E-10.

« -n—Create CiscoSecure user database and index. Using this option requires
that you stop the CSAuth service. For moreinformation about this option, see
the “ Creating a CiscoSecure User Database” section on page E-7.

» -p—Reset password aging counters during database load, to be used only in
conjunction with the - option. For moreinformation about this option, seethe
“Loading the Cisco Secure ACS Database from a Dump File” section on
page E-10.

e -g—Run CSUtil.exe without confirmation prompts.

- -r—Restore system from a specified backup filename. For more information
about this option, see the “Restoring Cisco Secure ACS with CSUtil.exe”
section on page E-6.

- -u—Export user information, sorted by group membership, to afile named
users. txt . Using this option requires that you stop the CSAuth service. For
more information about this option, see the “Exporting User List to a Text
File” section on page E-23.

e -y—Dump Windows NT/2000 Registry configuration information to afile
named set up. t xt . For more information about this option, see the
“Exporting Registry Information to a Text File” section on page E-25.

« -addUDV—Add a user-defined RADIUS vendor-specific attribute (VSA).
For more information about this option, see the “ Adding a Custom RADIUS
Vendor and VSA Set” section on page E-28.

» -delUDV—Deleteauser-defined RADIUSV SA. For more information about
this option, see the “Deleting a Custom RADIUS Vendor and VSA Set”
section on page E-29.

» -listUDV—List all user-defined RADIUS V SAs currently defined in
Cisco Secure ACS. For more information about this option, see the “Listing
Custom RADIUS Vendors” section on page E-30.
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Backing Up Cisco Secure ACS with CSUtiLexe W

Backing Up Cisco Secure ACS with CSUtil.exe

Step 1

Step 2

Step 3

Note

You can use the -b option to create a system backup of all Cisco Secure ACS
internal data. The resulting backup file has the same data as the backup files
produced by the ACS Backup feature found in the HTML interface. For more
information about the ACS Backup feature, see the “ Cisco Secure ACS Backup”
section on page 8-40.

During the backup, all services are automatically stopped and restarted. No
users are authenticated while the backup is occurring.

To back up Cisco Secure ACS with CSUtil.exe, follow these steps:

On the Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSULtil.exe. For more information about the
location of CSULtil.exe, seethe“L ocation of CSUtil.exe and Related Files’ section
on page E-2.

Type:

CSUtil.exe -b filenanme

where filename is the name of the backup file. Press Enter.
Result: CSULtil.exe displays a confirmation prompt.

To confirm that you want to perform a backup and to halt all Cisco Secure ACS
services during the backup, type Y and press Enter.

Result: CSUtil.exe generates a complete backup of all Cisco Secure ACSinternal
data, including user accounts and system configuration. This process may take a
few minutes.

CSUtil.exe displays the error message Backup Fai | ed when it attempts to
backup components of Cisco Secure ACS that are empty, such as when no
administrator accounts exist. These apply only to the components that are
empty, not to the overall success or failure of the backup.
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M Restoring Cisco Secure ACS with CSUtil.exe

Restoring Cisco Secure ACS with CSUtil.exe

You can use the -r option to restore all Cisco Secure ACS internal data. The
backup file from which you restore Cisco Secure ACS can be one generated by the
CSUtil.exe -b option or by the ACS Backup feature in the HTML interface.

Cisco Secure ACS backup files contain two types of data:
« User and group data
» System configuration

You can restore either user and group data or system configuration, or both. For
more information about the ACS Backup feature, see the “ Cisco Secure ACS
Backup” section on page 8-40.

Note  During the backup, all services are automatically stopped and restarted. No
users are authenticated while the restoration is occurring.

To restore Cisco Secure ACS with CSUTtil.exe, follow these steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSUtil.exe, seethe L ocation of CSUtil.exe and Related Files” section
on page E-2.

Step2  Perform the applicable restoration command:
a. Torestore all data (user and group data, and system configuration), type:

CSUtil.exe -r all filenane

where filename is the name of the backup file. Press Enter.
b. Torestore only user and group data, type:

CSUtil.exe -r users filenane

where filename is the name of the backup file. Press Enter.
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Step 3

Note

Creating a CiscoSecure User Database W

c. Torestore only the system configuration, type:

CSUtil.exe -r config fil enanme

where filename is the name of the backup file. Press Enter.
Result: CSUtil.exe displays a confirmation prompt.

To confirm that you want to perform arestoration and to halt all
Cisco Secure ACS services during the restoration, type Y and press Enter.

Result: CSUtil.exerestoresthe specified portions of your Cisco Secure ACS data.
This process may take a few minutes.

If the backup file is missing a database component, CSUtil.exe displays an
error message. Such an error message applies only to the restoration of the
missing component. The absence of a database component in a backup is
usually intentional and indicates that the component was empty in

Cisco Secure ACS at the time the backup was created.

Creating a CiscoSecure User Database

You can use the -n option to create a CiscoSecure user database.

Using the -n option requires that you stop the CSAuth service. While CSAuth
is stopped, no users are authenticated.

Caution

Using the -n option erases all user information in the CiscoSecure user
database. Unless you have a current backup or dump of your CiscoSecure user
database, all user accounts are lost when you use this option.
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To create a CiscoSecure user database, follow these steps:

Stepl  If you have not performed a backup or dump of the CiscoSecure user database, do
so now before proceeding. For more information about backing up the database,
see the “Backing Up Cisco Secure ACS with CSUtil.exe” section on page E-5.

Step2  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSULtil.exe, seethe“L ocation of CSUtil.exe and Related Files’ section
on page E-2.

Step3  If the CSAuth serviceisrunning, type:

net stop csauth

and press Enter.

Result: The CSAuth service stops.
Step4  Type:

CSUtil.exe -n

and press Enter.
Result: CSULtil.exe displays a confirmation prompt.

Step5  To confirm that you want to initialize the CiscoSecure user database, type Y and
press Enter.

Result: The CiscoSecure user database isinitialized. This process may take afew
minutes.

Step6  To resume user authentication, type:

net start csauth

and press Enter.
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Creating a Cisco Secure ACS Database Dump File

Creating a Cisco Secure ACS Database Dump File

Note

Step 1

Step 2

Step 3

You can use the -d option to dump all the contents of the CiscoSecure user
database into atext file. In addition to providing a thorough, eye-readable, and
compressible backup of all Cisco Secure ACSinternal data, a database dump can
also be useful for the Cisco Technical Assistance Center (TAC) during
troubleshooting.

Using the -l option, you can reload the Cisco Secure ACS internal datafrom a
dump file created by the -d option. For more information about the -I option, see
the “Loading the Cisco Secure ACS Database from a Dump File” section on
page E-10.

Using the -d option requires that you stop the CSAuth service. While CSAuth
is stopped, no users are authenticated.

To dump all Cisco Secure ACS internal data into atext file, follow these steps:

On the Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSULtil.exe, seethe L ocation of CSUtil.exe and Related Files” section
on page E-2.

If the CSAuth service is running, type:

net stop csauth

and press Enter.

Result: The CSAuth service stops.
Type:

CSUtil.exe -d

Press Enter.

Result: CSULtil.exe displays a confirmation prompt.
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Step4  To confirm that you want to dump all Cisco Secure ACS internal datainto
dump. txt, type Y and press Enter.

Result: CSUtil.exe creates the dunp. t xt file. This process may take a few
minutes.

Step5  Toresume user authentication, type:

net start csauth

and press Enter.

Loading the Cisco Secure ACS Database from a
Dump File

You can use the -I option to overwrite all Cisco Secure ACS internal datafrom a
dump text file. This option replaces the existing all Cisco Secure ACS internal
data with the data in the dump text file. In effect, the -l option initializes all
Cisco Secure ACS internal data before loading it from the dump text file. Dump
text files are created using the -d option. While the -d option only produces dump
text filesthat are named dunp. t xt , the -l option allows for loading renamed dump
files. For more information about creating dump text files, see the “ Creating a
Cisco Secure ACS Database Dump File” section on page E-9.

You can use the -p option in conjunction with the -l option to reset
password-aging counters.

Note  Using the -l option requires that you stop the CSAuth service. While CSAuth
is stopped, no users are authenticated.

To load all Cisco Secure ACS internal datafrom atext file, follow these steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSUtil.exe, seethe”Location of CSUtil.exe and Related Files” section
on page E-2.
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Step 2

Step 3

Note

Step 4

Step 5

Compacting the CiscoSecure User Database

If the CSAuth serviceis running, type:

net stop csauth

and press Enter.
Result: The CSAuth service stops.
Type:

CSutil.exe -1 filenane

where filename is the name of the dump file you want CSUtil.exe to use to load
Cisco Secure ACS internal data. Press Enter.

Result: CSULtil.exe displays a confirmation prompt for overwriting all
Cisco Secure ACS internal data with the data in the dump text file.

Overwriting the database does not preserve any data; instead, after the
overwrite, the database contains only what is specified in the dump text file.

To confirm that you want to replace all Cisco Secure ACS internal data, type Y
and press Enter.

Result: CSUtil.exe initializes all Cisco Secure ACS internal data, and then loads
Cisco Secure ACS with the information in the dump file specified. This process
may take a few minutes.

To resume user authentication, type:

net start csauth

and press Enter.

Compacting the CiscoSecure User Database

Like many relational databases, the CiscoSecure user database handles the
deletion of records by marking deleted records as deleted but not removing the
record from the database. Over time, your CiscoSecure user database may be
substantially larger than is required by the number of usersit contains. To reduce
the CiscoSecure user database size, you can compact it periodically.
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Compacting the CiscoSecure user database consists of using in conjunction three
CSUtil.exe options:

» -d—Export all Cisco Secure ACSinternal datato atext file named dunp. t xt .
+ -n—Create a CiscoSecure user database and index.

« -l—Load al Cisco Secure ACS internal data from atext file. If you do not
specify the file name, CSUtil.exe uses the default file name dunp. t xt .

Additionally, if you want to automate this process, consider using the -q option to
suppress the confirmation prompts that otherwise appear before CSUtil.exe
performs the -n and -1 options.

Note  Compacting the CiscoSecure user database requires that you stop the CSAuth
service. While CSAuth is stopped, no users are authenticated.

To compact the CiscoSecure user database, follow these steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSUtil.exe, seethe”Location of CSUtil.exe and Related Files” section
on page E-2.

Step2  If the CSAuth serviceisrunning, type:

net stop csauth

and press Enter.

Result: The CSAuth service stops.
Step3  Type:

CsUtil.exe -d -n -1

Press Enter.

Tip If you include the -g option in the command, CSUtil.exe does not prompt you
for confirmation of initializing or loading the database.
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Step 4

Step 5

User and AAA Client Import Option

Result: If you do not use the -g option, CSUtil.exe displays a confirmation prompt
for initializing the database and then for loading the database. For more
information about the effects of the -n option, see the “ Creating a CiscoSecure
User Database” section on page E-7. For more information about the effects of the
-] option, see the “Loading the Cisco Secure ACS Database from a Dump File”
section on page E-10.

For each confirmation prompt that appears, type Y and press Enter.

Result: CSULtil.exe dumps all Cisco Secure ACSinternal datato dunp. t xt,
initializes the CiscoSecure user database, and reloads all Cisco Secure ACS
internal data from dunp. t xt . This process may take a few minutes.

To resume user authentication, type:

net start csauth

and press Enter.

User and AAA Client Import Option

The -i option enables you to update Cisco Secure ACS with data from a
colon-delimited text file. You can also update AAA client definitions.

For user accounts, you can add users, change user information, or del ete users. For
AAA client definitions, you can add or delete AAA clients.

This section contains the following topics:
« Importing User and AAA Client Information, page E-13
« User and AAA Client Import File Format, page E-15

Importing User and AAA Client Information

Step 1

To import user or AAA client information, follow these steps:

If you have not performed a backup or dump of Cisco Secure ACS, do so how
before proceeding. For more information about backing up the database, see the
“Backing Up Cisco Secure ACS with CSUtil.exe” section on page E-5.
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Step2  Create animport text file. For moreinformation about what an import text file can
or must contain, see the “User and AAA Client Import File Format” section on
page E-15.
Step3  Copy or move the import text file to the same directory as CSUtil.exe. For more
information about the location of CSUtil.exe, seethe “Location of CSUtil.exe and
Related Files’ section on page E-2.
Step4  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directories to the directory containing CSUtil.exe.
Step5  Type:
CSUtil.exe -i filename
where filename is the name of the import text file you want CSUtil.exe to use to
update Cisco Secure ACS. Press Enter.
Result: CSUtil.exe displays a confirmation prompt for updating the database.
Step6  To confirm that you want to update Cisco Secure ACS with the information from
the import text file specified, type Y and press Enter.
Result: Cisco Secure ACSis updated with the information in the import text file
specified. This process may take a few minutes.
If the import text file contained AAA client configuration data, CSUtil.exe warns
you that you need to restart CSTacacs and CSRadiusin order for these changes to
take effect.
Step7  To restart CSRadius, follow these steps:
a. Type:
net stop csradius
and press Enter.
Result: The CSRadius service stops.
b. To start CSRadius, type:
net start csradius
and press Enter.
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Step8  To restart CSTacacs, follow these steps:

a.

b.

Type:

net st op cstacacs

and press Enter.

Result: The CSTacacs service stops.
To start CSTacacs, type:

net start cstacacs

and press Enter.

User and AAA Client Import File Format

Theimport file can contain six different line types. At least two arerequired. This
section contains an overview topic, topics for each of the six line types, and an
exampl e section:

About User and AAA Client Import File Format, page E-15
ONLINE or OFFLINE Statement, page E-16

ADD Statements, page E-16

UPDATE Statements, page E-18

DELETE Statements, page E-20

ADD_NAS Statements, page E-20

DEL_NAS Statements, page E-22

Import File Examples, page E-22

About User and AAA Client Import File Format

Each line of a CSUTtil.exe import file is a series of colon-separated tokens. Some
of thetokens are followed by values. Values, like tokens, are colon-delimited. For
tokens that require values, CSUtil.exe expects the value of the token to be in the
colon-delimited field immediately following the token.
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ONLINE or OFFLINE Statement
CSUtil.exerequiresan ONLINE or OFFLINE token in animport text file. Thefile
must begin with aline that contains only a ONLINE or OFFLINE token. The
ONLINE and OFFLINE tokens are described in Table E-1.

Table E-1 ONLINE/OFFLINE Statement Tokens

Value

Token Required Required |Description

ONLINE |Either ONLINE or |— The CSAuth service remains active while CSUtil.exe
OFFLINE must be imports the text file. CSUtil.exe performance is slower
present when run in this mode, but Cisco Secure ACS continues to

authenticate users during the import.

OFFLINE |Either ONLINE or |— The CSAuth service is stopped while CSUtil.exe imports
OFFLINE must be the text file. Although CSULtil.exe performanceisfastest in
present this mode, no users are authenticated during the import.

If you need to import a large amount of user information
quickly, consider using the OFFLINE token. While
performing an import in the OFFLINE mode stops
authentication during theimport, the import is much faster.
For example, importing 100,000 users in the OFFLINE
mode takes less than one minute.

ADD Statements

ADD statements are optional. Only the ADD token and its value are required to
add a user to Cisco Secure ACS. The valid tokens for ADD statements are listed
in Table E-2 on page E-17.

Note  CSUtil.exe provides no means to specify a particular instance of an external
user database type. If auser isto be authenticated by an external user database
and Cisco Secure ACS has multiple instances of the specified database type,
CSUtil.exe assigns the user to the first instance of that database type. For
example, if Cisco Secure ACS has two LDAP external user databases
configured, CSUtil.exe creates the user record and assigns the user to the
L DAP database that was added to Cisco Secure ACS first.
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Table E-2 ADD Statement Tokens
Value
Token Required |Required Description
ADD Yes username Add user information to Cisco Secure ACS. If the
username already exists, no information is changed.
PROFILE No group number Group number to which the user is assigned. This must
be anumber from 0 to 499, not aname. If you do not use
the PROFILE token or fail to provide a group number,
the user is added to the default group.
CHAP No CHAP password |Require a CHAP password for authentication.
SENDAUTH [No sendauth Require a TACACS+ sendauth password.
password
CsDB No password Authenticate the username with the CiscoSecure user
database.
CSDB_UNIX |[No UNIX-encrypted |Authenticate the username with the CiscoSecure user
password database, using a UNIX password format.
EXT_NT No — Authenticate the username with a Windows NT/2000
external user database.
EXT_NDS No — Authenticate the username with a Novell NDS external
user database.
EXT_SDI No — Authenticate the username with an RSA external user
database.
EXT_ANPI |No — Authenticate the username with an AXENT external
user database.
EXT_ No — Authenticate the username with a CRY PTOCard
CRYPTO external user database.
EXT_ODBC |No — Authenticate the username with an ODBC external user
database.
EXT_LDAP [No — Authenticate the username with a generic LDAP
external user database.
EXT_ No — Authenticate the username with a SafeWord external
ENIGMA user database.
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Table E-2 ADD Statement Tokens (continued)

Value
Token Required |Required Description
EXT_LEAP |No — Authenticatethe usernamewithalL EAP proxy RADIUS
server external user database.
EXT_ACTV |No — Authenticate the username with an ActivCard external
user database.
EXT_ No — Authenticate the username with a Vasco external user
VASCO database.
EXT_ No — Authenticate the username with aRADIUS token server
RADIUS external user database.

For example, the following ADD statement would create an account with the
username "John", assign it to Group 3, and specify that John should be
authenticated by the CiscoSecure user database with the password
"closedmondays”:

ADD: John: PROFI LE: 3: CSDB: cl osednondays

UPDATE Statements

UPDATE statements are optional. They make changes to existing user accounts.
Only the UPDATE token and its value are required by CSUtil.exe, but if no other
tokensareincluded, no changes are made to the user account. The valid tokensfor
UPDATE statements are listed in Table E-3.

Table E-3 UPDATE Statement Tokens

Token Required |Value Required Description
UPDATE Yes username Update user information to Cisco Secure ACS.
PROFILE No group number Group number to which the user is assigned. This
must be a number from 0 to 499, not a name.
CHAP No CHAP password |Require a CHAP password for authentication.
SENDAUTH No sendauth Require a TACACS+ sendauth password.
password
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Table E-3 UPDATE Statement Tokens (continued)

Token Required |Value Required Description

CsDbB No password Authenticate the username with the CiscoSecure user
database.

CSDB_UNIX  |No UNIX-encrypted |Authenticate the username with the CiscoSecure user

password database, using a UNIX password format.

EXT_NT No — Authenticate the username with a Windows NT/2000
external user database.

EXT_NDS No — Authenticate the username with a Novell NDS
external user database.

EXT_SDI No — Authenticate the username with a RSA external user
database.

EXT_ANPI No — Authenticate the username with an AXENT external
user database.

EXT_CRYPTO |No — Authenticate the username with a CRY PTOCard
external user database.

EXT_ODBC No — Authenticate the username with an ODBC external
user database.

EXT_LDAP No — Authenticate the username with a generic LDAP
external user database.

EXT_ENIGMA |No — Authenticate the username with a SafeWord external
user database.

EXT_LEAP No — Authenticate the username with a LEAP proxy
RADIUS server external user database.

EXT_ACTV No — Authenticate the username with an ActivCard external
user database.

EXT _VASCO |No — Authenticate the username with a Vasco external user
database.

EXT_RADIUS |No — Authenticate the username with a RADIUS token
server external user database.
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DELETE S

For example, the following UPDATE statement causes CSUtil.exe to update the
account with username "John", assign it to Group 50, specify that John should be
authenticated by a UNIX-encrypted password, with a separate CHAP password

"goodoldchap":
UPDATE: John: PROFI LE: 50: CSDB_UNI X: 3Al 3gf 9: CHAP: goodol dchap

tatements

DELETE statements are optional. The DELETE token and its value are required
to delete a user account from Cisco Secure ACS. The DELETE token, detailed in

Table E-4, isthe only token in a DELETE statement.

Table E-4 UPDATE Statement Tokens

Token Required

Value Required

Description

DELETE |Yes

username

to be deleted.

The name of the user account that is

For example, the following DEL ETE statement causes CSUtil.exe to permanently

remove the account with username "John" from the CiscoSecure user database:

DELETE: John

ADD_NAS Statements

ADD_NAS statements are optional. The ADD_NAS, IP, KEY, and VENDOR
tokens and their values are required to add a AAA client definition to
Cisco Secure ACS. The valid tokens for ADD_NAS statements are listed in

Table E-5.
Table E-5 ADD_NAS Statement Tokens
Token Required |Value Required Description
ADD_NAS Yes AAA client name |The name of the AAA client that is to be added.
P Yes IP address The IP address of the AAA client being added.
KEY Yes shared secret The shared secret for the AAA client.
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Table E-5 ADD_NAS Statement Tokens (continued)

Token

Required

Value Required

Description

VENDOR

Yes

See Description

The authentication protocol the AAA client uses. For
RADIUS, thisincludes the VSA. The valid values are
listed below. Quotation marks are required due to the
spaces in the protocol names.

"TACACS+ (Cisco 10S)"
"RADIUS (IETF)"

"RADIUS (Cisco |0S/PIX)"
"RADIUS (Ascend)"
"RADIUS (Cisco VPN 3000)"
"RADIUS (Cisco VPN 5000)"
"RADIUS (Cisco Aironet)"
"RADIUS (Cisco BBSM)"
"RADIUS (Nortel)"
"RADIUS (Juniper)"

NDG

No

NDG name

The name of the Network Device Group to which the
AAA client isto be added.

SINGLE_CON

No

Y or N

For AAA clients using TACACS+ only, the value set
for this TOKEN specifies whether the Single Connect
TACACS+ AAA Client option is enabled. For more
information, see the “Adding and Configuring a AAA
Client” section on page 4-9.

KEEPALIVE

No

Y or N

For AAA clients using TACACS+ only, the value set
for this token specifies whether or not the Log
Update/Watchdog Packets from this Access Server
option is enabled. For more information, see the
“Adding and Configuring a AAA Client” section on

page 4-9.
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For example, the following ADD_NAS statement causes CSUtil.exe to add a
AAA client with the name "SVR2-T+", using TACACS+ with the single
connection and keep alive packet options enabled:

ADD_NAS: SVR2- T+: | P: | P address: KEY: shared secret: VENDOR: " TACACS+ (G sco
| OS)": NDG "East Coast": S| NGLE_CON: Y: KEEPALI VE: Y

DEL_NAS Statements

DEL_NAS statements are optional. The DEL_NAS token, detailed in Table E-6,
isthe only token in a DEL_NAS statement. DEL_NAS statements delete AAA
client definitions from Cisco Secure ACS.

Table E-6 DEL_NAS Statement Tokens
Token Required |Value Required Description
DEL_NAS |Yes AAA client name |Thename of the AAA client that

isto be deleted.

For example, the following DEL_NAS statement causes CSUtil.exe to delete a
AAA client with the name "SVR2-T+":

DEL_NAS: SVR2- T+

Import File Examples

The following is an example import text file:

OFFLI NE

ADD: user 01: CSDB: user passwor d: PROFI LE: 1
ADD: user 02: EXT_NT: PROFI LE: 2

ADD: chapuser : CSDB: hel | o: CHAP: chappw. PROFI LE: 3
ADD: nmary: EXT_NT: CHAP: achappasswor d
ADD: j oe: EXT_SDI
ADD: vanessa: CSDB: vanessaspasswor d
ADD: j uan: CSDB_UNI X: uni xpasswor d
UPDATE: f oobar : PROFI LE: 10

DELETE: paul

ADD_NAS: SVR2- T+: | P: 209. 165. 202. 136: KEY: A87i | 032bzg: VENDOR: " TACACS+
(Cisco | OS)": NDG "East Coast"
DEL_NAS: SVR16- RAD
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Exporting User List to a Text File

Step 1

Step 2

Step 3

Step 4

You can use the -u option to export alist of all usersin the CiscoSecure user
database to atext file named users. txt . Theusers. t xt file organizes the users
by group. Within each group, users are listed by the order of the creation of the
user account in the CiscoSecure user database. For example, if accounts were
created for Pat, Dana, and Lloyd, in that order, users. t xt liststhem in that order
aswell, rather than alphabetically.

Using the -u option requires that you stop the CSAuth service. While CSAuth
is stopped, no users are authenticated.

To export user information from the CiscoSecure user database into a text file,
follow these steps:

On the Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSULtil.exe. For more information about the
location of CSULtil.exe, seethe“L ocation of CSUtil.exe and Related Files” section
on page E-2.

If the CSAuth serviceis running, type:

net stop csauth

and press Enter.

Result: The CSAuth service stops.
Type:

CSUtil.exe -u

and press Enter.

Result: CSULtil.exe exports information for all usersin the CiscoSecure user
database to afile named users. t xt .

To resume user authentication, type:

net start csauth

and press Enter.
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Exporting Group Information to a Text File

You can use the -g option to export group configuration data, including device
command sets, from the CiscoSecure user database to a text file named
groups. txt. Thegroups. txt fileisuseful primarily for debugging purposes
while working with the TAC.

Note  Using the-g option reguires that you stop the CSAuth service. While CSAuth
is stopped, no users are authenticated.

To export group information from the CiscoSecure user database to a text file,
follow these steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSULtil.exe. For more information about the
location of CSULtil.exe, seethe“L ocation of CSUtil.exe and Related Files’ section
on page E-2.

Step2  If the CSAuth serviceisrunning, type:

net stop csauth

and press Enter.

Result: The CSAuth service stops.
Step3  Type:

CSUtil.exe -g

and press Enter.

Result: CSUtil.exe exports information for all groupsin the CiscoSecure user
database to a file named gr oups. t xt .

Step4  Toresume user authentication, type:

net start csauth

and press Enter.
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Exporting Registry Information to a Text File

You can use the -y option to export Windows Registry information for

Cisco Secure ACS. CSUtil.exe exports the Registry information to a file named
setup.txt. Thesetup. txt fileisprimarily useful for debugging purposes while
working with the TAC.

To export registry information from Cisco Secure ACSto atext file, follow these
steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSUtil.exe, seethe” L ocation of CSUtil.exe and Related Files” section
on page E-2.

Step2  Type:

CSUtil.exe -y

and press Enter.

Result: CSULtil.exe exports Windows Registry information for Cisco Secure ACS
to afile named set up. t xt .

Decoding Error Numbers

You can use the -e option to decode error numbers found in Cisco Secure ACS
service logs. These are error codes internal to Cisco Secure ACS. For example,
the CSRadius log could contain a message similar to the following:

CSRadi us/ Logs/ RDS. | og: RDS 05/22/2001 10:09: 02 E 2152 4756 Error -1087
aut henticati ng geddy - no NAS response sent

In this example, the error code number that you could use CSULtil.exe to decode
is"-1087":
C.\Program Fi |l es\ Ci scoSecure ACS vx.x\Uils: CSUil.exe -e -1087

Csutil v3.0(1.14), Copyright 1997-2001, C sco Systens I|nc
Code -1087 : External database reported error during authentication
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S

Note  The -e option applies to Cisco Secure ACS internal error codes only, not to
Windows error codes sometimes captured in Cisco Secure ACS logs, such as
when Windows NT/2000 authentication fails.

For more information about Cisco Secure ACS service logs, see the “ Service
Logs” section on page 9-34.

To decode an error number from a Cisco Secure ACS service log, follow these
steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSULtil.exe, seethe“L ocation of CSUtil.exe and Related Files” section
on page E-2.

Step2  Type:

CSUtil.exe -e -number

where number isthe error number found in the Cisco Secure ACS service log.
Press Enter.

S
Note  The hyphen (-) before number is required.

Result: CSUtil.exe displays the text message equivalent to the error number
specified.

Recalculating CRC Values

The -c option is for use by the TAC. Its purpose is to resolve CRC (cyclical
redundancy check) value conflicts between files manually copied into your
Cisco Secure ACS directories and the values recorded in the Windows Registry.

~

Note Do not use the -c option unless a Cisco representative requests that you do.
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User-Defined RADIUS Vendors and VSA Sets

This section provides information and procedures about user-defined RADIUS
vendors and V SAs. It contains the following topics:

« About User-Defined RADIUS Vendors and VSA Sets, page E-27
« Adding a Custom RADIUS Vendor and VSA Set, page E-28

« Deleting a Custom RADIUS Vendor and VSA Set, page E-29

» Listing Custom RADIUS Vendors, page E-30

« RADIUS Vendor/VSA Import File, page E-31

About User-Defined RADIUS Vendors and VSA Sets

Note

In addition to a set of predefined RADIUS vendors and vendor-specific attributes
(VSASs), Cisco Secure ACS supports RADIUS vendors and V SAs that you define.
CSuUtil.exe provides the mechanism for adding and deleting your custom
RADIUS vendors and VSAs. Vendors you add must be IETF-compliant;
therefore, all VSAsthat you add must be sub-attributes of IETF RADIUS attribute
number 26.

You can define up to ten custom RADIUS vendors, numbered 0 (zero) through 9.
CSUtil.exe allows only one instance of any given vendor, as defined by the
vendor’s unique |ETF ID number and by the vendor name.

If you intend to replicate user-defined RADIUS vendor and VSA
configurations, user-defined RADIUS vendor and V SA definitions to be
replicated must be identical on the primary and secondary Cisco Secure ACS
servers, including the RADIUS vendor slots that the user-defined RADIUS
vendors occupy. For more information about database replication, see the
“CiscoSecure Database Replication” section on page 8-6.
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Adding a Custom RADIUS Vendor and VSA Set

You can use the -addUDV option to add up to ten custom RADIUS vendors and
V SA sets to Cisco Secure ACS. Each RADIUS vendor and VSA set is added to
one of ten possible user-defined RADIUS vendor slots.

Note  While CSUTtil.exe adds a custom RADIUS vendor and VSA set to
Cisco Secure ACS, all Cisco Secure ACS services are automatically stopped
and restarted. No users are authenticated while this process is occurring.

Before You Begin

« Define acustom RADIUS vendor and VSA set in a RADIUS vendor/V SA
import file. For more information, seethe .

» Determine the RADIUS vendor slot to which you want to add the new
RADIUS vendor and VSAs. For more information, see the “Listing Custom
RADIUS Vendors” section on page E-30.

To add a custom RADIUS V SA to Cisco Secure ACS, follow these steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSUtil.exe, seethe”Location of CSUtil.exe and Related Files” section
on page E-2.

Step2  Type:
CSUtil.exe -adduUbDV sl ot-nunber fil enane
where slot-number is an unused Cisco Secure ACS RADIUS vendor slot and

filenameisthe name of aRADIUS vendor/V SA import file. filename can include
arelative or absolute path to the RADIUS vendor/V SA import file. Press Enter.

For example, to add the RADIUS vendor defined ind: \ acs\ myvsa. i ni toslot5,
the command would be:

CSUtil.exe -addUDV 5 d:\acs\myvsa.ini

Result: CSUtil.exe displays a confirmation prompt.
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Step 3

Note

User-Defined RADIUS Vendors and VSA Sets W

To confirm that you want to add the RADIUS vendor and halt all
Cisco Secure ACS services during the process, type Y and press Enter.

Result: CSUtil.exe halts Cisco Secure ACS services, parsesthe vendor/V SA input
file, and adds the new RADIUS vendor and VSAsto Cisco Secure ACS. This
process may take afew minutes. After it is complete, CSUtil.exe restarts

Cisco Secure ACS services.

We recommend that you archive RADIUS vendor/V SA import files. During
upgrades, the Utils directory, where CSUtil.exe is located, is replaced,
including all its contents. Backing up RADIUS vendor/V SA import files
ensures that you can recover your custom RADIUS vendors and V SAs after
reinstallation or upgrading to a later release.

Deleting a Custom RADIUS Vendor and VSA Set

You can use the -delUDV option to delete a custom RADIUS vendor from
Cisco Secure ACS.

While CSULtil.exe deletes a custom RADIUS vendor from Cisco Secure ACS,
all Cisco Secure ACS services are automatically stopped and restarted. No
users are authenticated while this process is occurring.

Before You Begin

Verify that, inthe Network Configuration section of the Cisco Secure ACSHTML
interface, no AAA client uses the RADIUS vendor. For more information about
configuring AAA clients, seethe “AAA Client Configuration” section on

page 4-8.

Verify that your RADIUS accounting log does not contain attributes from the
RADIUS vendor you want to del ete. For more information about configuring your
RADIUS accounting log, see the “RADIUS Accounting Log” section on

page 9-7.
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To delete acustom RADIUS vendor and V SA set from Cisco Secure ACS, follow
these steps:

Stepl  Onthe Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSUtil.exe, seethe”Location of CSUtil.exe and Related Files” section
on page E-2.

Step2  Type:
CSUtil.exe -del UDV sl ot -nunber

where slot-number is the slot containing the RADIUS vendor that you want to
delete. Press Enter.

~

Note  For more information about determining what RADIUS vendor a
particular slot contains, see the “Listing Custom RADIUS Vendors”
section on page E-30.

Result: CSULtil.exe displays a confirmation prompt.

Step3  Toconfirm that you want to halt all Cisco Secure ACS serviceswhile deleting the
custom RADIUS vendor and VSASs, type Y and press Enter.

Result: CSUtil.exe displays a second confirmation prompt.
Step4  To confirm that you want to delete the RADIUS vendor, type Y and press Enter.

Result: CSUTtil.exe halts Cisco Secure ACS services, deletes the specified
RADIUS vendor from Cisco Secure ACS. This process may take a few minutes.
After it is complete, CSULtil.exe restarts Cisco Secure ACS services.

Listing Custom RADIUS Vendors

You can use the -listUDV option to determine what custom RADIUS vendors are
defined in Cisco Secure ACS. This option also enables you to determine which of
the ten possible custom RADIUS vendor slots are in use and which RADIUS
vendor occupies each used slot.
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Step 1

Step 2

User-Defined RADIUS Vendors and VSA Sets W

To list all custom RADIUS vendors defined in Cisco Secure ACS, follow these
steps:

On the Cisco Secure ACS server, open an MS DOS command prompt and change
directoriesto the directory containing CSUtil.exe. For more information about the
location of CSUtil.exe, seethe”Location of CSUtil.exe and Related Files” section
on page E-2.

Type:
CSUtil.exe -1istUDV

Press Enter.

Result: CSUtil.exe lists each user-defined RADIUS vendor slot in slot number
order. CSUtil.exe lists slots that do not contain a custom RADIUS vendor as
"Unassigned”. An unassigned slot is empty. You can add a custom RADIUS
vendor to any slot listed as "Unassigned".

RADIUS Vendor/VSA Import File

To import a custom RADIUS vendor and V SA set into Cisco Secure ACS, you
must define the RADIUS vendor and VSA set in an import file.

We recommend that you archive RADIUS vendor/V SA import files. During
upgrades, the Ut i | s directory, where CSULtil.exeislocated, isreplaced, including
all its contents. Backing up RADIUS vendor/V SA import files ensures that you
can recover your custom RADIUS vendors and V SAs after reinstallation or
upgrading to alater release.

This section details the format and content of RADIUS V SA import files. It
includes the following topics:

» About the RADIUS Vendor/V SA Import File, page E-32
« Vendor and VSA Set Definition, page E-33

« Attribute Definition, page E-34

« Enumeration Definition, page E-35

- Example RADIUS Vendor/V SA Import File, page E-37
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About the RADIUS Vendor/VSA Import File

RADIUS Vendor/V SA import files use aWindows.ini fileformat. Each RADIUS
vendor/V SA import file comprises three types of sections, detailed in Table E-7.
Each section comprises a section header and a set of keys and values. The order
of the sections in the RADIUS vendor/V SA import fileisirrelevant.

Table E-7 RADIUS VSA Import File Section Types

Section Required |Number |Description

Vendor and |Yes 1 Definesthe RADIUS vendor and V SA set. For more information,

VSA set see the “Vendor and VSA Set Definition” section on page E-33.

definition

Attribute Yes 1to 255 |Defines asingle attribute of the VSA set. For more information,

definition see the “ Attribute Definition” section on page E-34.

Enumeration |No 0to 255 |Defines enumerations for attributes with integer data types. For
more information, see the “ Enumeration Definition” section on
page E-35.
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Vendor and VSA Set Definition

Each RADIUS vendor/V SA import file must have one vendor and VSA set
section. The section header must be “[User Defined Vendor]”. Table E-8 lists
valid keys for the vendor and V SA set section.

User-Defined RADIUS Vendors and VSA Sets W

Table E-8 Vendor and VSA Set Keys

Keys Required |Value Required |Description

Name Yes Vendor name The name of the RADIUS vendor.

IETF Code Yes An integer The IETF-assigned vendor number for this vendor.
VSA n Yes—you |Attribute name |Thenameof aV SA. For each V SA named here, thefile
(where nis can define must contain a corresponding attribute definition

the VSA 1to 255 section.

number) VSAs

Attribute names must be unique within the RADIUS
vendor/V SA import file, and within the set of all
RADIUS attributesin Cisco Secure ACS. To facilitate
this, we recommend that you prefix the vendor nameto
each attribute name, such as "widget-encryption” for
an encryption-related attribute for the vendor Widget.
This also makes accounting logs easier to understand.

For example, the following vendor and V SA set section defines the vendor
"Widget", whose IETF-assigned vendor number is 9999. Vendor Widget has 4
V SAs (thus requiring 4 attribute definition sections):

[User Defined Vendor]

Name=W dget

| ETF Code=9999

VSA 1=wi dget - encrypti on

VSA 2=wi dget - adni n-interface
VSA 3=w dget - gr oup

VSA 4=w dget - admi n-encrypti on
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Attribute Definition

Each RADIUS vendor/V SA import file must have one attribute definition section
for each attribute defined in the vendor and V SA set section. The section header
of each attribute definition section must match the attribute name defined for that
attribute in the vendor and V SA set section. Table E-9 lists the valid keys for an

attribute definition section.

Table E-9  Attribute Definition Keys
Keys |Required Value Required |Description
Type |Yes See Description. | The data type of the attribute. It must be one of the
following:
STRING
INTEGER
IPADDR
If the attribute is an integer, the Enums key is valid.
Profile |Yes See Description. | The attribute profile defines if the attribute is used for

definition:

Combinations are valid. For example:
Profil e=MJLTI OUT

or

Profile=IN OQUT

authorization or accounting (or both). At least one of the
following two values must be present in the Profile key

IN—The attribute is used for accounting. After you add the
attribute to Cisco Secure ACS, you can configure your
RADIUS accounting log to record the new attribute. For
more information about RADIUS accounting logs, see the
“RADIUS Accounting Log” section on page 9-7.

OUT—The attribute is used for authorization.

In addition, you can usethevalue"MULTI" to allow several
instances of the attribute per RADIUS message.
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Table E-9  Attribute Definition Keys (continued)

Keys |Required

Value Required |Description

Enums |[No (only valid |Enumerations | The name of the enumeration section.

\_winEtC; Leis section name Several attributes can reference the same enumeration
section. For more information, see the “Enumeration
INTEGER)

Definition” section on page E-35.

For example, the following attribute definition section defines the
widget-encryption VSA, which isan integer used for authorization, and for which
enumerations exist in the Encryption-Types enumeration section:

[w dget -encryption]

Type=I NTEGER

Profil e=OUT

Enunms=Encrypti on- Types

Enumeration Definition

Enumeration definitions enable you to associate a text-based name for each valid
numeric value of an integer-type attribute. In the Group Setup and User Setup
sections of the Cisco Secure ACS HTML interface, the text values you define
appear in lists associated with the attributes that use the enumerations.
Enumeration definition sections are required only if an attribute definition section
references them. Only attributes that are integer-type attributes can reference an
enumeration definition section.

The section header of each enumeration definition section must match the value
of an Enums key that references it. An enumeration definition section can be
referenced by more than one Enums key, thus allowing for reuse of common
enumeration definitions. An enumeration definition section can have up to 1000
keys.

Table E-10 on page E-36 lists the valid keys for an enumeration definition
section.
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Table E-10 Enumerations Definition Keys

Keys Required |Value Required Description
n Yes String For each valid integer value of the corresponding
(See attribute, an enumerations section must have one
Description.) key.
Each key defines a string value associated with an
integer value. Cisco Secure ACS uses these string
valuesin the HTML interface.
For example, if O through 4 are valid integer values
for a given attribute, its enumeration definition
would contain the following:
O=value0
1=valuel
2=value?
3=value3
4=valued
For example, the following enumerations definition section defines the
Encryption-Types enumeration, which associates the string value 56-bit with the
integer 0 and the string value 128-bit with the integer 1:
[ Encrypti on- Types]
0=56-hi t
1=128- bi t
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Example RADIUS Vendor/VSA Import File

The example RADIUS vendor/V SA import file, below, defines the vendor
Widget, whose |ETF number is 9999. The vendor Widget has 5 V SAs. Of those
attributes, 4 are for authorization and oneisfor accounting. Only one attribute can
have multiple instances in a single RADIUS message. Two attributes have
enumerations for their valid integer values and they share the same enumeration
definition section.

[ User Defined Vendor]

Name=W dget

| ETF Code=9999

VSA 1=wi dget - encryption

VSA 2=wi dget - adni n-interface
VSA 3=w dget - gr oup

VSA 4=w dget - admi n-encrypti on
VSA 5=wi dget - r enot e- addr ess

[wi dget - encrypti on]
Type=I NTEGER

Profil e=OUT
Enuns=Encrypti on- Types

[w dget-admi n-interface]
Type=I PADDR
Profil e=QUT

[w dget - gr oup]
Type=STRI NG
Profil e=MJLTI OUT

[w dget - admi n- encrypti on]
Type=Il NTEGER

Profil e=0OUT
Enums=Encrypti on- Types

[w dget - r enpt e- addr ess]
Type=STRI NG
Profile=IN

[ Encrypti on- Types]
0=56-bi t

1=128-bi t

2=256-bi t
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APPENDIX I

Cisco Secure ACS and Virtual Private
Dial-up Networks

Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) supports authentication forwarding of virtual private dial-up
network (VPDN) requests. There are two basic types of “roaming” users: Internet
and intranet; VPDN addresses the requirements of roaming intranet users. This
chapter provides information about the VPDN process and how it affects the
operation of Cisco Secure ACS.

VPDN Process

This section describes the steps for processing VPDN requests in a standard
environment.

1. A VPDN user dialsin to the network access server (NAS) of the regional
service provider (RSP). The standard call/point-to-point protocol (PPP) setup
is done. A username and password are sent to the NAS in the format
username@domain (for example, mary @corporation.us). See Figure F-1.
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Figure F-1 VPDN User Dials In

Call setup / PPP setup

y .
.I'I A4 Username = mary@corporation.us
4 —

Corporation RSP :‘9—';‘
ACS l 3
— =J VPDN user
A— ——) User = mary@corporation.us

2. If VPDN isenabled, the NAS assumesthat the user isaVPDN user. The NAS
strips off the “ username@” (mary@) portion of the username and authorizes
(not authenticates) the domain portion (corporation.us) with the ACS. See
Figure F-2.

Figure F-2 NAS Attempts to Authorize Domain

Authorization request
; User = corporation.us

Corporation g;lf‘
s ¥
- VPDN user
User = mary@corporation.us
3. If the domain authorization fails, the NAS assumes the user isnot a VPDN
user. The NAS then authenticates (not authorizes) the user as if the user isa
standard non-VPDN dial user. See Figure F-3.
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Figure F-3  Authorization of Domain Fails
EJ 9

Corporation A@n RSP ' -

I

A— ﬁ
= =) 8
—’ EJ VPDN user
_— A— User = mary@corporation.us

If the ACS authorizes the domain, it returns the Tunnel 1D and the I P address
of the home gateway (HG); these are used to create the tunnel. See
Figure F-4.

Figure F-4  ACS Authorizes Domain

- CHAP challenge = sy Authorization reply
= > Tunnel ID = nas_tun
I~ IP address =10.1.1.1

Corporation _g;l,‘
A— ':r
l Yy
—— VPDN user
A—) User = mary@corporation.us
4, The HG uses its ACS to authenticate the tunnel, where the username is the
name of the tunnel (nas_tun). See Figure F-5 on page F-4.
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Figure F-5 HG Authenticates Tunnel with ACS

Username = nas_tun
Authentication request Password = CHAP stuff
=1

A
)

—’ =’J VPDN user
—; User = mary@corporation.us

-

S6649

5. The HG now authenticates the tunnel with the NAS, where the usernameis
the name of the HG. This name is chosen based on the name of the tunnel, so
the HG might have different names depending on the tunnel being set up. See
Figure F-6.

Figure F-6 HG Authenticates Tunnel with the NAS

i CHAP challenge -I
g .

i )
Corporation RSP A:—'Ef.s
o
©
= ’
H’ VPDN user
—- User = mary@corporation.us

6. The NAS now uses its ACS to authenticate the tunnel from the HG. See
Figure F-7 on page F-5.
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Figure F-7  NAS Authenticates Tunnel with ACS

Username = home_gate

.—I A— Password = CHAP_stuff
! il q
RSP l

= a5

—=2

Corporation

S6651

= )\
=

A—" VPDN user
Yy — User = mary@corporation.us

7. After authenticating, the tunnel is established. Now the actual user
(mary@corporation.us) must be authenticated. See Figure F-8.

Figure F-8 VPDN Tunnel is Established

CHAP response

A <
|4‘

L o
Corporation l
=l = )\

b

Y

—

S6652

A—l
—r pr—"7 VPDN user
— E’ User = mary@corporation.us
8. TheHG now authenticates the user asif the user dialed directly into the HG.
The HG might now challenge the user for apassword. The Cisco Secure ACS
at RSP can be configured to strip off the @ and domain before it passes the
authentication to the HG. (The user is passed as mary @corporation.us.) The
HG uses its ACS to authenticate the user. See Figure F-9 on page F-6.
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Figure F-9 HG Uses ACS to Authenticate User

Username = mary@corporation.us

‘Password = secret

Y

ol

Corporation

I
py—"/
A—

RSP %‘A

5

VPDN user
User = mary@corporation.us

S6653

9. If another user (sue@corporation.us) dialsin to the NAS while the tunnel is
up, the NAS does not repeat the entire authorization/authentication process.
Instead, it passes the user through the existing tunnel to the HG. See
Figure F-10.

Figure F-10 Another User Dials In While Tunnel is Up

Username = sue@corporation.us

VPDN user
User = sue@corporation.us

=2

3

A
I Password = secret2

VPDN

Corporation I customer

)\

]
=1

RSP

5 .
= 5
— —— VPDN user
— —— User = mary@corporation.us
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ODBC Import Definitions

ODBC import definitions are a listing of the action codes allowable in an
accountActions table. The RDBMS Synchronization feature of

Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) uses atable named “accountActions” asinput for automated
or manual updates of the CiscoSecure user database. For more information about
the RDBM S Synchronization feature and the accountActions table, see the
“RDBMS Synchronization” section on page 8-24.

This appendix contains the following sections:
- accountActions Table Specification, page G-1
« Action Codes, page G-5
» Cisco Secure ACS Attributes and Action Codes, page G-31
« An Example accountActions Table, page G-36

accountActions Table Specification

The third-party system that writes to the accountA ctions table must adhere to the
accountActions table specification and must only use the action codes detailed in
the “Action Codes’ section on page G-5. Otherwise, RDBMS Synchronization
may import incorrect information into the CiscoSecure user database or may fail
to occur at all.
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accountActions Table Format

Table G-1 accountActions Table

Each row in an accountActions table has 14 fields (or columns). Table G-1 on
page G-2 lists the fields that compose an accountActions table in the order in

which they appear in the table.

The one-letter or two-letter abbreviations given in the Mnemonic column are a
shorthand notation used to indicate required fields for each action code in the
“Action Codes” section on page G-5.

To see an accountActions table, see the “An Example accountActions Table”
section on page G-36.

Field Name Mnemonic Type Size Comments

Sequenceld Sl AutoNumber 32 The unique action ID.

Priority P Int — The priority with which this
update isto be treated. 0 is the
lowest priority.

UserName UN String 32 The name of the user to which the
transaction applies.

GroupName GN String 32 The name of agroup to which the
transaction applies.

Action A Number 0-2716 | The Action required. (See the
“Action Codes’ section on
page G-5.)

ValueName VN String 255 The name of the parameter to
change.

Valuel V1 String 255 The new value (for numeric
parameters, thisis a decimal
string).

Value2 V2 String 255 The name of a TACACS+
protocol; for example, "ip" or
RADIUS VSA Vendor ID.
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Table G-1 accountActions Table (continued)

accountActions Table Specification

Field Name Mnemonic Type Size Comments

Value3 V3 String 255 The name of aTACACS+ service;
for example, "ppp" or the
RADIUS VSA attribute number.

DateTime DT DateTime — The date/time the Action was
created.

MessageNo MN Int — Used to number related
transactions for audit purposes.

ComputerNames CN String 32 RESERVED by CSDBSync.

Appld Al String 255 The type of configuration
parameter to change.

Status S Number 32 TRI-STATE:0=not processed,
1=done, 2=failed. This should
normally be set to 0.

accountActions Table Mandatory Fields

Three fields in the accountActions table are required for every type of
transaction. The tables in the following sections specify which fields must be

present for each transaction type or action.

The following three fields are required for all transaction types:

- Action
» DateTime
« SequencelD
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In addition to the three required fields above, the UserName and GroupName
fields are required for many actions:

- If atransaction is acting upon a user account, avalue isrequired in the
UserName field.

« If atransaction is acting upon a group, avalueisrequired in the GroupName
field.

- If atransaction is acting upon AAA client configuration, neither the
UserName field nor the GroupName field is required.

~

Note  The UserName and GroupName fields are mutually exclusive; only one of
these two fields can have a value and neither field is always required.

accountActions Table Processing Order

Cisco Secure ACS reads rows from the accountActions table and processes them
in a specific order. Cisco Secure ACS determines the order first by the valuesin
the Priority fields (mnemonic: P) and then by the valuesin the Sequence ID fields
(mnemonic: Sl). Cisco Secure ACS processes the rows with the highest priority
first. If rows have an equal priority, Cisco Secure ACS processes them by their
sequence ID, with the lowest sequence ID processed first. For example, if the
priority for row A is higher than the priority for row B, Cisco Secure ACS would
process row A first, regardless of whether row B has a lower sequence ID or not.

Thus, the Priority field (P) enables transactions of higher importance to occur
first, such as deleting a user or changing a password. In the most common
implementations of RDBM S Synchronization, the third-party system writestothe
accountActionstable in batch mode, with all actions (rows) assigned a priority of
zero (0).

Note  When changing transaction priorities, be careful that they are processed in the
correct order; for example, a user account must be created before the user
password is assigned.
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You can use the MessageNo field (mnemonic: MN) to associate related
transactions, such as the addition of auser and subsequent actions to set password
values and status. You can use the MessageNo field to create an audit trail for the
third-party system that writes to the accountActions table.

Action Codes

This section provides the action codes valid for use in the Action field
(mnemonic: A) of your accountActionstable. The Required column usesthefield
mnemonic names to indicate which fields should be completed, except for the
mandatory fields, which are assumed. For more information about the mnemonic
names of accountActions table fields, see Table G-1 on page G-2. For more
information about the mandatory fields, see the “accountActions Table
Mandatory Fields” section on page G-3.

If an action can be applied to either a user or group, "UN|GN" appears, using the
vertical bar to indicate that either one of the two fields is required. To make the
action affect only the user, leave the group hame empty, and vice versa.

This section contains the following topics about action codes:
« Action Codes for Setting and Deleting Values, page G-5
« Action Codes for Creating and Modifying User Accounts, page G-7
» Action Codes for Initializing and Modifying Access Filters, page G-15

» Action Codes for Modifying TACACS+ and RADIUS Group and User
Settings, page G-20

» Action Codes for Modifying Network Configuration, page G-27
« Action Code for Deleting the CiscoSecure User Database, page G-31

Action Codes for Setting and Deleting Values

The two most fundamental action codes are SET_VALUE (action code: 1) and
DELETE_VALUE (action code: 2), described in Table G-2 on page G-6.

The SET_VALUE (action code: 1) and DELETE_VALUE (action code: 2)
actions, described in Table G-2 on page G-6, instruct RDBM S Synchronization to
assign avalueto various internal attributesin Cisco Secure ACS. Unless asked to
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use these action codes for other purposes by a Cisco representative, you can only
use these action codes for assigning values to user-defined fields (see the
“User-Specific Attributes’ section on page G-31).

Table G-2 Action Codes for Setting and Deleting Values

Action

Code |Name Required Description

1 SET_VALUE |UNI|GN, Al, VN, V1,V2 |Setsavalue (V1) named (VN) of type (V2) for app
(Al).

App IDs (Al) can be one of the following:

APP_CSAUTH
APP_CSTACACS
APP_CSRADIUS
APP_CSADMIN

Value types (V2) can be one of the following:

TYPE_BYTE—Single 8-bit number.
TYPE_SHORT—Single 16-bit number.
TYPE_INT—Single 32-bit number.
TYPE_STRING—Single string.

TYPE_ENCRYPTED_STRING—Single
string to be saved encrypted.

TYPE_MULTI_STRING—Tab-separated set
of substrings.

TYPE_MULTI_INT—Tab-separated set of
32-bit numbers.

For example:

UN="
A=
VN="
v2="
vi="

fred"

APP_CSAUTH"

My Val ue"

TYPE_MULTI _STRI NG'
strl<tab>str2<tab>str3"
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Table G-2 Action Codes for Setting and Deleting Values (continued)

Action

Code |Name Required Description

2 DELETE_ UN|GN, Al, VN Delete value (VN) for app (Al) and user (UN).
VALUE

Action Codes for Creating and Modifying User Accounts

Table G-3 lists the action codes for creating, modifying, and deleting user
accounts.

Note  Beforeyou can modify auser account, such as assigning a password, you must
create the user account, either in the HTML interface or by using the
ADD_USER action (action code: 100).

Transactions using these codes affect the configuration displayed in the User
Setup section of the HTML interface. For more information about the User Setup
section, see Chapter 7, “ Setting Up and Managing User Accounts.”

Table G-3  User Creation and Modification Action Codes

Action
Code |Name Required Description
100 ADD_USER UN, V1 Create auser (32 characters maximum). V1 isused as
the initial password. Optionally, the user can aso be
assigned to a group.
101 DELETE _USER UN Remove a user.
102 SET_PAP_PASS UN, V1 Set the PAP password for auser (64 ASCII characters
maximum). CHAP/ARAP will also default to this.
103 SET_CHAP_PASS UN, V1 Set the CHAP/ARAP password for a user (64
characters maximum).
104 SET_OUTBOUND_ |UN, V1 Sets the CHAP/ARAP password for a user (32
CHAP_PASS characters maximum).
Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Table G-3  User Creation and Modification Action Codes (continued)
Action
Code |Name Required Description
105 SET_T+ ENABLE_ |UN,V1,V2 |Setsthe TACACS+ enable password (V1) (32
PASS characters maximum) and Max Privilege level (V2)
(0-15).
106 SET_GROUP UN, GN Set the user’s Cisco Secure ACS group assignment.
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Table G-3  User Creation and Modification Action Codes (continued)

Action
Code |Name Required Description
108 SET_PASS TYPE Vi Set the password type of the user. This can be one of

the CiscoSecure user database password types or any
of the external databases supported:

- PASS TYPE_CSDB—CSDB internal password

e PASS_TYPE_CSDB_UNIX—CSDB internal
password (UNIX encrypted)

« PASS TYPE_NT—External Windows NT/2000
database password

e PASS TYPE_NDS—External Novell database
password

« PASS TYPE_LDAP—External generic LDAP
database password

« PASS_TYPE_SDI—External RSA Security
database password

« PASS TYPE_ANPI—External AXENT
database password

« PASS TYPE_ENIGMA—External Safeword
database password

-« PASS_TYPE_CRYPTO—External
CRYPTOCard database password

« PASS TYPE_ODBC—External ODBC database
password

« PASS TYPE_LEAP—Externa LEAP proxy
RADIUS server database password

» PASS TYPE_ACTIVCARD—External
ActivCard database password

- PASS_TYPE_VASCO—External Vasco
database password

« PASS TYPE_RADIUS _TOKEN—External
RADIUS token server database password

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Table G-3  User Creation and Modification Action Codes (continued)

Action
Code |Name Required Description

109 REMOVE_PASS UN,V1 Remove a password status flag. Thisresultsin the
STATUS status states being linked in alogical XOR condition
by the CSAuth server. V1 should contain one of the
following:

« PASS_STATUS EXPIRES—Password expires
on a given date.

e PASS STATUS NEVER—Password never
expires.

e PASS STATUS WRONG—Password expires
after a given number of attempts.

« PASS STATUS DISABLED—The account has
been disabled.

110 ADD_PASS STATUS |UN, V1 Defines how a password should be expired by

Cisco Secure ACS. To set multiple password states
for a user, use multiple instances of this action. This
results in the status states being linked in alogical
XOR condition by the CSAuth server. V1 should
contain one of the following:

« PASS_STATUS EXPIRES—Password expires
on a given date.

« PASS_STATUS NEVER—Password never
expires.

e PASS STATUS WRONG—Password expires
after a given number of attempts.

e PASS STATUS RIGHT—Password expires
after a given number of attempts.

« PASS STATUS DISABLED—The account has
been disabled.

112 SET_PASS EXPIRY |UN,V1 Set the maximum number of bad authentications
_WRONG allowed (automatic reset on good password if not
exceeded) and reset current count.
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Table G-3  User Creation and Modification Action Codes (continued)

Action
Code |Name Required Description
113 SET_PASS EXPIRY |UN,V1 Set the date on which the account expires. The date
_DATE format should be YYYYMMDD.
114 SET MAX_ UN|GN,V1 « Set the maximum number of simultaneous
SESSIONS sessions for a user or group. V1 should contain
one of the following values:
« MAX_SESSIONS UNLIMITED
- MAX_SESSIONS AS GROUP
- 1-65534
115 SET_MAX_ GN,V1 Set the max sessions for a user of the group to one of
SESSIONS_GROUP_ the following values:
USER - MAX_SESSIONS UNLIMITED
- 1-65534
Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Table G-3  User Creation and Modification Action Codes (continued)

Action
Code |Name Required Description

260 SET_QUOTA GN,VN,V1, |Used to set aquotafor auser or group.
V2

VN defines the quota type. Valid values are:

- onlinetime—The quota limits the user or group
by the number of seconds logged in to the
network for the period defined in V2.

« sessions—The quota limits the user or group by
the number of sessions on the network for the
period defined in V2.

V1 definesthequota. If VN isset to sessions, V1isthe
maximum number of sessionsin the period defined in
V2. If VN isset to online time, V1 is the maximum
number of seconds.

V2 holds the period for the quota. Valid values are:

e QUOTA_PERIOD_DAILY—The quotais
enforced in 24-hour cycles, from 12:01 A.M. to
midnight.

- QUOTA_PERIOD WEEKLY—The quotais
enforced in 7-day cycles, from 12:01 A.M.
Sunday until midnight Saturday.

« QUOTA_PERIOD_MONTHLY—The quotais
enforced in monthly cycles, from 12:01 A.M. on
the first of the month until midnight on the last
day of the month.

« QUOTA_PERIOD_ABSOLUTE—Thequotais
enforced in an ongoing basis, without an end.
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Table G-3  User Creation and Modification Action Codes (continued)

Action
Code |Name Required Description

261 DISABLE_QUOTA UN|GN,VN |Disable agroup or user usage quota.

VN defines the quota type. Valid values are:

- onlinetime—The quota limits the user or group
by the number of seconds logged in to the
network for the period defined in V2.

« sessions—The quota limits the user or group by
the number of sessions on the network for the
period defined in V2.

262 |SET_QUOTA_ UN,VN

Defineswhether auser’ s usage quotais determined by
APPLY_TYPE

the user’ sgroup quotaor by aquotauniqueto the user.
V1 makes this specification. Valid values for V1 are:

« ASSIGNMENT_FROM_USER
« ASSIGNMENT_FROM_GROUP

Resets usage quota counters for a user or group.

263 RESET_COUNTERS |UN|GN
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Table G-3  User Creation and Modification Action Codes (continued)

Action
Code |Name Required Description

270 SET DCS TYPE UN|GN,VN, |Set the type of device command set (DCS)
V1, authorization for a group or user.
Optionally
V2

VN defines the service. Valid service types are:
shell—Cisco |OS shell command authorization.
pixshell—Cisco PIX command authorization.

If additional DCS types have been added to your
Cisco Secure ACS, you can find thevalid valuein the
Interface Configuration page for TACACS+ (Cisco
10S). The valid values appear in parentheses after the
service title, such as Pl X Shel | (pixshell).

V1 defines the assignment type. The valid values for
VN are:

none—Sets no DCS for the user or group.

as group—~For users only, this value signifies that the
user’ s DCS settingsfor the service specified should be
the same as the user’s group DCS settings.

static—Sets a DCS for the user or group for all
devices enabled to perform command authorization
for the service specified.

If V1issetto static, V2 isrequired and must contain
the name of the DCS to assign to the user or group for
the given service.

ndg—Specifies that command authorization for the
user or group is to be done on a per-NDG basis. Use
action 271 to add DCS to NDG mappings for the user
or group.

Changing auser or group assignment type (V1) results
in clearing previous data, including NDG to DCS
mappings (defined by action 271).
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Table G-3  User Creation and Modification Action Codes (continued)

Action
Code |Name Required Description
271 SET_DCS NDG_ UN|GN,VN, |When the assignment type specified by a 270 action

MAP Vi1\Vv2 code is ndg, use this action code to map between the
device command set and the NDG.

VN defines the service. Valid service types are:
» shell—Cisco 10S shell command authorization.
« pixshell—Cisco PIX command authorization.

If additional DCS types have been added to your
Cisco Secure ACS, you can find thevalid valuein the
Interface Configuration page for TACACS+ (Cisco
10S). The valid values appear in parentheses after the
service title, such as Pl X Shel | (pixshell).

V1 defines the name of the NDG. Use the name of the
NDG asit appearsin the HTML interface. For
example, if you have configured an NDG named " East
Coast NASes" and want to use action 271 to apply a
DCStothat NDG, V1 should be "East Coast NASes'.

V2 defines the name of the DCS. Use the name of the
DCSasit appearsin the HTML interface. For

example, if you have configured a DCS named "Tier2
PIX Admin DCS" and want to use action 271 to apply
itto an NDG, V2 should be "Tier2 PIX Admin DCS".

Action Codes for Initializing and Modifying Access Filters

Table G-4 on page G-16 liststhe action codesfor initializing and modifying AAA
client access filters. AAA client access filters control Telnet accessto a AAA
client. Dial access filters control access by dial-up users.

Transactions using these codes affect the configuration displayed in the User
Setup and Group Setup sections of the HTML interface. For more information
about the User Setup section, see Chapter 7, “ Setting Up and Managing User
Accounts.” For more information about the Group Setup section, see Chapter 6,
“Setting Up and Managing User Groups.”
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Table G-4 Action Codes for Initializing and Modifying Access Filters

Action
Code |Name Required Description
120 INIT_NAS ACCESS _ UN|GN,V1 |Clear the AAA client access filter list and
CONTROL initialize permit/deny for any forthcoming
filters. V1 should be one of the following
values:
« ACCESS PERMIT
« ACCESS DENY
121 INIT_DIAL_ACCESS UN|GN,V1 | Clear the dial-up access filter list and
CONTROL initialize permit/deny for any forthcoming
filters. V1 should be one of the following
values:

- ACCESS PERMIT
- ACCESSDENY
122  |ADD_NAS ACCESS FILTER |UN|GN,V1 |AddaAAA client filter for the user|group.

V1 should contain asingle (AAA client
name, AAA client port, remote address,
CLID) tuple; for example:

NASO1, tty0, 0898- 69696969

Optionally, the AAA client name can be
"All AAA clients" to specify that the filter
appliesto all configured AAA clients and
an asterisk (*) to represent all ports.
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Table G-4 Action Codes for Initializing and Modifying Access Filters (continued)

Action
Code |Name Required Description

123 ADD_DIAL_ACCESS FILTER |UN|GN, V1, |Addadial-up filter for the user|group.
V2

V1 should contain one of the following
values:

» Calling station ID
- Called station ID

» Calling and called station ID; for
example;:

» 01732-875374,0898-69696969

AAA client IPaddress, AAA client port; for
example:

10. 45. 6. 123, tty0

V2 should contain the filter type as one of
the following values:

e CLID—The user isfiltered by the
calling station ID.

» DNIS—The user isfiltered by the
called station ID.

» CLID/DNIS—The user is filtered by
both calling and called station IDs.

- AAA client/PORT—The user is
filtered by AAA client IPand AAA
client port address.

130 SET_TOKEN_CACHE_ GN, V1 Enable/disable token caching for an entire
SESSION session; V1 is O=disable, 1=enable.

131 SET_TOKEN_CACHE TIME |GN,V1 Set the duration that tokens are cached. V1
is the token cache duration in seconds.
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Table G-4 Action Codes for Initializing and Modifying Access Filters (continued)

Action
Code

Name

Required Description

140

SET_TODDOW_ACCESS UN|GN, V1 |Set periods during which accessis

permitted. V1 contains a string of 168
characters. Each character represents a
single hour of theweek. A "1" represents an
hour that is permitted, while a"0"
represents an hour that is denied. If this
parameter is not specified for a user, the
group setting applies. The default group
setting is"111111111111" and so on.
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Table G-4 Action Codes for Initializing and Modifying Access Filters (continued)

Action
Code |Name Required Description
150 |SET_STATIC_IP UN, V1, V2 |Configurethe (TACACS+ and RADIUS) IP

address assignment for this user.

V1 holds the IP address in the following
format:

XXX XXX XXX XXX

V2 should be one of the following:

e« ALLOC METHOD_STATIC—The
IPaddressin V1isassigned to the user
in the format "XxXX.XXX.XXX.XXX."

e ALLOC_METHOD_NAS POOL—
The IP pool named in V1 (configured
on the AAA client) will be assigned to
the user.

e ALLOC METHOD_AAA_POOL—
The IP pool named in V1 (configured
on the AAA server) will be assigned to
the user.

e ALLOC METHOD_CLIENT—The
dial-in client will assign its own IP
address.

e ALLOC_METHOD_AS GROUP—
The IP address assignment configured
for the group will be used.
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Table G-4 Action Codes for Initializing and Modifying Access Filters (continued)

Action
Code |Name Required Description
151 SET_CALLBACK_NO UNI|GN, V1 |Set the callback number for this user or

group (TACACS+ and RADIUS). V1
should be one of the following:

Callback number—Literally, the phone
number the AAA client isto call back.

« none—No callback is allowed.
- roaming—The dial-up client
determines the callback number.

» asgroup—Use the callback string or
method defined by the group.

Action Codes for Modifying TACACS+ and RADIUS Group and
User Settings

Table G-5 on page G-21 lists the action codes for creating, modifying, and
deleting TACACS+ and RADIUS settings for Cisco Secure ACS groups and
users. In the event that Cisco Secure ACS has conflicting user and group settings,
user settings always override group settings.

Transactions using these codes affect the configuration displayed in the User
Setup and Group Setup sections of the HTML interface. For more information
about the User Setup section, see the “ Setting Up and Managing User Accounts’
section on page 7-1. For more information about the Group Setup section, see the
“Setting Up and Managing User Groups” section on page 6-1.
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Table G-5 Action Codes for Modifying TACACS+ and RADIUS Group and User Settings

Action
Code |Name Required Description

161 DEL_RADIUS UN|GN, VN, Deletes the named RADIUS attribute for the group or
ATTR Optionally V2, |user, where:

V3 « VN =“Vendor-Specific”
« V2=I|ETF vendor ID
« V3 =VSA attribute ID

For example, to specify the Cisco IOS/PIX vendor ID
and the Cisco AV Pair:

VN=* Vendor - Speci fic”
V2="9"
v3="1"
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Table G-5 Action Codes for Modifying TACACS+ and RADIUS Group and User Settings (continued)

Action
Code |Name Required Description

163 ADD_RADIUS  |UN|GN, VN, Add the numbered attribute (VN) to value (V) for the
ATTR V1, Optionally |user/group (UN|GN).
V2,V3

For example:

G\="G oup 1"

VN="Reply Message”
V1="G eeti ngs”
UN="fred”

VN=* Fr aned- | P- Addr ess”
Vv1="10.1.1.1"

When VN="Vendor-Specific’, for the
Vendor-Specific (VSA) attribute:

« VN = “Vendor-Specific”

e« V2=IETF vendor ID

« V3=VSA attribute ID

For example:

V2=4 g
V3= 1"
V1="addr - pool =pool 1”

RADIUS attribute values can be one of the following:
« INTEGER
« TIME
- IPADDRESS
« STRING
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Table G-5 Action Codes for Modifying TACACS+ and RADIUS Group and User Settings (continued)

Action
Code |Name Required Description

170 ADD_TACACS_ |UNJ|GN, VN, Permits the service for that user or group of users. For
SERVICE V1, V3, example:
Optionally V2 |- g oup 1"

V1=*ppp”
v2="ip”

or

UN=" f red”
V1="ppp"”

V2="i p”
or

UN=“fred”
V1=exec

171 REMOVE_ UN|GN, V1 Denies the service for that user or group of users. For
TACACS _ Optionally V2 example:

SERVICE G\="Goup 1", V1=*ppp”
V2="ip”
or

UN=" f red”
V1="ppp”

V2="i p”
or

UN="fred”
V1="exec”

This also resets the valid attributes for the service.
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Table G-5 Action Codes for Modifying TACACS+ and RADIUS Group and User Settings (continued)

Action
Code

Name

Required

Description

172

ADD_TACACS_  |UNIGN, VN,

ATTR

V1,V3
Optionally V2

Sets a service specific attribute. The service must
already have been permitted either viathe HTML

interface or using Action 170:

G\="G oup 1"
VN="rout i ng”
V1=*ppp”
V2="ip”
V3=“true”

or

UN="fred”
VN="“rout e”
V1=*ppp”
V2="ip”
V3=10.2.2.2

173

REMOVE_
TACACS _
ATTR

UN|GN, VN,
V1

Optionally V2

Removes a service-specific attribute:

G\N=“Group 1"
V1=*ppp”
V2="ip”
VN=“rout i ng”

or

UN="fred”
V1= ppp’
V2="ip”
VN="“rout e”
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Table G-5 Action Codes for Modifying TACACS+ and RADIUS Group and User Settings (continued)

Action
Code |Name Required Description
174 ADD_IOS UNI|GN, VN, Authorizes the given Cisco |OS command and

COMMAND Vi1 determinesif any arguments given to the command are
to be found in a defined set or are not to be found in a
defined set. The defined set is created using Actions
176 and 177:

G\N="G oup 1"

VN="t el net”

Vi="pernmit”

or

UN="“fred”
VN=“confi gure”
V1=“deny”

The first example permits the Telnet command to be
authorized for users of Group 1. Any arguments can be
supplied to the Telnet command aslong asthey are not
matched against any defined via Action 176.

The second example permits the configure command
to be authorized for user fred, but only if the
arguments supplied are permitted by the filter defined
by a series of Action 176es.

175 REMOVE_I10S UN|GN, VN Removes command authorization for the user or
COMMAND group:

G\="Group 1"

VN=“t el net”

or

UN="fred”
VN="confi gure”

Users of Group 1 can no longer use the Cisco |OS
telnet command.

User fred can no longer use the configure command.
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Table G-5 Action Codes for Modifying TACACS+ and RADIUS Group and User Settings (continued)

Action
Code

Name

Required

Description

176

ADD_|OS_
COMMAND_
ARG

UNIGN, VN,
V1, V2

Specifies a set of command-line arguments that are
either permitted or denied for the Cisco |OS command
contained in VN. The command must have already
been added via Action 174:

-
VN=*
vi="*
vo="

or

UN=*
VNE*
vi="
v2="

G oup 1"
tel net”
permt”
10.1.1. 2"

fred”
show’
deny”
run”

Thefirst example will allow the telnet command with
argument 10.1.1.2 to be used by any user in Group 1.

The second example ensures that user fred cannot
issue the Cisco |OS command show run.

177

REMOVE_|OS_
COMMAND_
ARG

UNIGN, VN,
V2

Remove the permit or deny entry for the given
Cisco |0S command argument:

G\=
VN=
V2=

or

UN=
VN=
V2=

“Group 1"
“tel net”
“10.1.1. 1"

“fred”
“show’
“run”

H Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide

Download from Www.Somanuals.com. All Manuals Search And Download.

78-13751-01, Version 3.0 |



| Appendix G ODBC Import Definitions

Action Codes W

Table G-5 Action Codes for Modifying TACACS+ and RADIUS Group and User Settings (continued)

Action
Code |Name Required Description
178 SET_PERMIT_ UNI|GN, V1 The default is that any Cisco |OS commands not
DENY_ defined viaa combination of Actions 174 and 175 will
UNMATCHED_ be denied. Thisbehavior can be changed so that issued
10S_ Cisco |0S commands that do not match any
COMMANDS command/command argument pairs are authorized:
G\="G oup 1"
Vi=“permt”
or
UN=“fred”
V1="deny”
The first example will permit any command not
defined by Action 174.
179 REMOVE_ALL_ |UN|GN This action removes all Cisco |0S commands defined
10S_ for aparticular user or group.
COMMANDS
210 RENAME_ GN,V1 Renames an existing group to the name supplied in
GROUP value 1.
211 RESET_GROUP |GN Resets a group back to the factory default.
212 SET_VOIP GN, V1 Enables or disables Voice over |P (Vol P) support for
the group named, as follows:
« GN = name of group
- V1=ENABLE or DISABLE

Action Codes for Modifying Network Configuration

Table G-6 on page G-28 lists the action codes for adding AAA clients, AAA
servers, and network device groups, in addition to proxy table entries.
Transactions using these codes affect the configuration displayed in the Network
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Configuration section of the HTML interface. For more information about the
Network Configuration section, see Chapter 4, “ Setting Up and Managing
Network Configuration.”

Table G-6 Action Codes for Modifying Network Configuration

Action
Code |Name Required Description

220 ADD_NAS VN, V1, Add anew AAA client (named in VN) with an | P address
V2,V3 (V1), shared secret key (V2), and vendor (V3). Valid
vendors are as follows:

« VENDOR_ID_IETF_RADIUS—For IETF RADIUS.

- VENDOR_ID_CISCO_RADIUS—For Cisco
IOS/PIX RADIUS.

« VENDOR_ID_CISCO_TACACS—For Cisco
TACACSH.

< VENDOR_ID_ASCEND_RADIUS—For Ascend
RADIUS.

- VENDOR_ID_ALTIGA_RADIUS—For Cisco VPN
3000 RADIUS.

- VENDOR_ID_COMPATIBLE_RADIUS—For Cisco
VPN 5000 RADIUS.

« VENDOR_ID_AIRONET_RADIUS—For Cisco
Aironet RADIUS.

- VENDOR_ID_NORTEL_RADIUS—For Nortel
RADIUS.

- VENDOR_ID_JUNIPER_RADIUS—For Juniper
RADIUS.

< VENDOR_ID_CBBMS RADIUS—For Cisco BBMS
RADIUS.

For example:

VN
V1
V2
V3

AS5200- 11

192.168.1. 11

byZanti ne32

VENDOR | D_Cl SCO_RADI US
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Table G-6 Action Codes for Modifying Network Configuration (continued)

Action
Code |Name Required Description
221 SET_NAS_ VN, V1 For the named AAA client (VN) set one of the per-AAA
FLAG client flags (V1). Use the action once for each flag required.
Valid values for per-AAA client flags are as follows:
- FLAG_SINGLE_CONNECT
e FLAG_LOG_KEEP_ALIVE
e FLAG_LOG_TUNNELS
222 DEL_HOST VN Delete the named AAA client (VN).
230 ADD_AAA_ VN, V1,V2 |Add anew AAA server named (VN) with IP address (V1),
SERVER shared secret key (V2).
231 SET_AAA_ VN, V1 Set the AAA server type for server (VN) to valuein V1,
TYPE which should be one of the following:
- TYPE_ACS
- TYPE_TACACS
- TYPE_RADIUS
The default isSAAA_SERVER_TYPE_ACS
232 SET_AAA_ VN, V1 For the named AAA server (VN) set one of the per-AAA
FLAG client flags (V1):
e FLAG_LOG_KEEP_ALIVE
e FLAG_LOG_TUNNELS
Use the action once for each flag required.
233 SET_AAA _ VN, V1 For the named AAA server (VN), set the appropriate traffic
TRAFFIC_ type (V1):
TYPE - TRAFFIC_TYPE_INBOUND
e TRAFFIC_TYPE_OUTBOUND
- TRAFFIC_TYPE_BOTH
The default is TRAFFIC_TYPE_BOTH.
234 DEL_AAA_ VN Delete the named AAA server (VN).
SERVER
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Table G-6 Action Codes for Modifying Network Configuration (continued)

Action
Code |Name Required Description
240 ADD_PROXY VN, V1, Add anew proxy markup (VN) with markup type (V1) strip

V2,V3 markup flag (V2) and accounting flag (V 3).

The markup type (V1) must be one of the following:
- MARKUP_TYPE_PREFIX
- MARKUP_TYPE_SUFFIX

The markup strip flag should be TRUE if the markup isto
be removed from the username before forwarding.

The accounting flag (V3) should be one of the following:
- ACCT_FLAG_LOCAL
- ACCT_FLAG_REMOTE
« ACCT_FLAG _BOTH

241 ADD_PROXY_ |VN, V1 Add to named proxy markup (VN) the host name (V1). The
TARGET host should already be configured on the Cisco Secure ACS.

The order in which proxy targets are added sets the proxy
search order; the first target added is the first target proxied
to, and so on. The order must be changed through the HTML

interface.
242 DEL_PROXY VN Delete the named proxy markup (VN).
250 ADD_NDG VN Create a network device group (NDG) named (VN).
251 DEL_NDG VN Delete the named NDG.
252 ADD_HOST_TO |VN, V1 Add to the named AAA client/AAA server (VN) the NDG
_NDG (V1).
300 RESTART _ — Restart the CSRadius and CSTacacs services to apply new
PROTO_MODU settings.
LES
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Action Code for Deleting the CiscoSecure User Database

Table G-7 lists the action code for deleting all users and groups from the
CiscoSecure user database.

A

Caution  Using action code 200 irrevocably deletes all users and groups from the
CiscoSecure user database. Before using this action code, we strongly
recommend that you backup the CiscoSecure user database.

Table G-7 Action Code for Deleting the CiscoSecure User Database

Action
Code |Name Required |Description
200 DEL_CSDB |— Delete all usersand groupsfrom the CiscoSecure user database. This

code is particularly useful if you intend to rebuild the CiscoSecure
user database using RDBMS synchronization.

Cisco Secure ACS Attributes and Action Codes

This section complements the previous section by providing an inverse reference;
thefollowing topics contain tablesthat list Cisco Secure ACS attributes, their data
types and limits, and the action codes you can use to act upon the

Cisco Secure ACS attributes:

» User-Specific Attributes, page G-31
» User-Defined Attributes, page G-34
» Group-Specific Attributes, page G-34

User-Specific Attributes

Table G-8 on page G-32 lists the attributes that define a Cisco Secure ACS user,
including their data types, limits, and default values. It also provides the action
code you can use in your accountActions table to affect each attribute. Although
there are many actions available, adding a user requires only one transaction:
ADD_USER. You can safely leave other user attributes at their default values. The

Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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term NULL isnot simply an empty string, but means not set; that is, the value will
not be processed. Some features are processed only if they have a value assigned
to them. For more information about action codes, see the “ Action Codes” section
on page G-5.

Table G-8 User-Specific Attributes

Attribute Logical Type Limits Default Actions
Username String 1-64 characters — 100, 101
ASCII/PAP Password String 4-32 characters Random 100, 102
string
CHAP Password String 4-32 characters Random 103
string
Outbound CHAP Password |String 4-32 characters NULL 104
TACACS+ Enable Password |String Password | 4-32 characters NULL 105
Integer privilege level 0-15 characters  |NULL
Group String 0-100 characters "Default 106
Group"
Password Supplier Enum See Table G-3 on LIBRARY_  |107
page G-7. CSDB
Password Type Enum See Table G-3 on PASS TYPE |108
page G-7. _CSDB
(password is
cleartext
PAP)
Password Expiry Status Bitwise Enum See Table G-3 on PASS 109, 110
page G-7. STATUS
NEVER
(never
expires)
Expiry Data Short wrong 0-32,767 — 112, 113
max/current
Expiry date — —

H Cisco Secure ACS 3.0 for Windows 2000/NT Servers User Guide
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Cisco Secure ACS Attributes and Action Codes W

Attribute Logical Type Limits Default Actions
Max Sessions Unsigned short | 0-65535 MAX_SESSI [114
ONS_AS GR
OuP
TODDOW Restrictions String 168 characters 111111111111 (140
NAS Access Control Bool enabled TIF NULL 120, 122
Bool permit/deny TIF
ACL String (See Table G-4 |0-31 KB
on page G-16.)
Dial-Up Access Control Bool enabled TIF NULL 121, 123
Bool permit/deny T/IF NULL
ACL String (See Table G-4 |0-31 KB NULL
on page G-16.)
Static |IP Address Enum scheme (See Table G-4 on Client 150
page G-16.)
String | P/Pool hame 0-31KB NULL
Callback Number String 0-31 KB NULL 151
TACACS Attributes Formatted String |0-31 KB NULL 160, 162
RADIUS Attributes Formatted String |0-31 KB NULL 170, 173
UDF 1 String Real Name |0-31 KB NULL 1,2
UDF 2 String 0-31KB NULL 1,2
Description
UDF 3 String 0-31KB NULL 1,2
UDF 4 String 0-31KB NULL 1,2
UDF 5 String 0-31 KB NULL 1,2
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User-Defined Attributes

User-defined attributes (UDAS) are string values that can contain any data, such
as social security number, department name, telephone number, and so on. You
can configure Cisco Secure ACS to include UDASs on accounting logs about user
activity. For more information about configuring UDAS, see “User Data
Configuration Options’ section on page 3-3.

RDBMS Synchronization can set UDASs by using the SET_VALUE action (code
1) to create avalue called "USER_DEFINED_FIELD_0" or
"USER_DEFINED_FIELD_1". For accountActions rows defining a UDA value,
the Appld (Al) field must contain "APP_ CSAUTH" and the Value2(V2) field
must contain "TYPE_STRING".

Table G-9 lists the data fields that define UDAs. For more information about
action codes, see the “Action Codes” section on page G-5.

Table G-9 User-Defined Attributes

Username
Action [(UN) ValueName (VN) Valuel (V1) Value2 (V2) Appld (Al)
1 fred USER_DEFINED_FIELD_0 |SS123456789 |TYPE_STRING |APP_CSAUTH
1 fred USER_DEFINED_FIELD_1 Engineering |TYPE_STRING |APP_CSAUTH
1 fred USER_DEFINED_FIELD_2 |949-555-1111 | TYPE_STRING |APP_CSAUTH
>
Note  If morethantwo UDAsare created, only thefirst two are passed to accounting

logs.

Group-Specific Attributes

Table G-10 on page G-35 lists the attributes that define a Cisco Secure ACS
group, including their data types, limits, and default values. It also provides the
action code you can use in your accountActions table to affect each field. For
more information about action codes, see the “Action Codes” section on

page G-5.
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Table G-10 Group-Specific Attributes
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Attribute Logical Type |Limits Default Actions

Max Sessions Unsigned 0-65534 MAX_SESSIONS UNLI [114
short MITED

Max Sessions for user of group |Unsigned 0-65534 MAX_SESSIONS UNLI |115
short MITED

Token caching for session Bool T/IF NULL 130

Token caching for duration Integer time |0-65535 NULL 131
in seconds

TODDOW Restrictions String 168 111111111111 140

characters

NAS Access Control Bool enabled | T/F NULL 120, 122

Bool permit/deny T/IF

ACL String 0-31KB

(See Table G-4 on page G-16.)

Dial-Up Access Control Bool enabled | T/F NULL 121, 123

Bool permit/deny T/IF NULL

ACL String 0-31KB NULL

(See Table G-4 on page G-16.)

Static IP Address Enum (See Client 150
scheme Table G-40n

page G-16.)

String | P/Pool name 0-31KB NULL

TACACS Attributes Formatted 0-31 KB NULL 160, 162
String

RADIUS Attributes Formatted 0-31KB NULL 170, 173
String

Vol P Support Bool TIF NULL 212
disabled
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An Example accountActions Table

Table G-11 presents an example of an accountA ctions table that contains some of
the action codes described in Action Codes, page G-5. First user “fred” is created,
along with his passwords, including a TACACS _ Enable password with privilege
level 10. Fred is assigned to “Group 2.” His account expires after December 31,

1999, or after 10 incorrect authentication attempts. Attributesfor Group 2 include
Time-of-Day/Day-of-Week restrictions, token caching, and some RADIUS

Table G-11 Example accountActions Table

attributes.

Note  Thisexample omits several columnsthat should appear in any accountActions
table. The omitted columns are Sequence ID (Sl), Priority (P), DateTime (DT),
and MessageNo (MN).

User |Group |Value
name [Name Name Valuel Value2 |Value3 |Appld
Action [(UN) |(GN) (VN) (V1) (V2) (V3) (Al
100 fred |— — fred — — —
102 fred |— — freds_password — — —
103 fred |— — freds chap — — —
password
104 fred |— — freds_outbound — — —
password
105 fred |— — freds_enable 10 — —
password
106 fred |Group?2 |— — — — —
150 fred |— — 123.123.123.123 — — —
151 fred |— — 01832-123900 — — —
109 fred |— — PASS STATUS_ — — —
NEVER
110 fred |— — PASS STATUS — — —
WRONG
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Table G-11 Example accountActions Table (continued)

User |Group |Value
name Name |Name Valuel Value2 |Value3 |Appld

Action [(UN) |(GN) (VN) (V1) (V2) (V3) (Al

110 fred |— — PASS STATUS — — —
EXPIRES

112 fred |— — 10 — — —

113 fred |— — 19991231 — — —

114 fred |— — 50 — — —

115 fred |— — 50 — — —

120 fred |— — ACCESS PERMIT |— — —

121 fred |— — ACCESS_DENY — — —

122 fred |— — NAS01,tty0, — — —
01732-975374

123 fred |— — 01732-975374, CLID/ — —
01622-123123 DNIS

1 fred |— USER _ Fred Jones TYPE_ |— APP_CSAUTH

DEFINED_ STRING
FIELD_O

140 — Group 2 |— [astring of — — —
168 ones (1)]

130 — Group 2 |— DISABLE — — —

131 — Group 2 |— 61 — — —

163 — Group 2 |Reply-Message |Welcome to — — —
Your Internet Service

163 — Group 2 |Vendor-Specific |addr-pool=pool 2 9 1 —
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APPENDIX I I

Cisco Secure ACS
Internal Architecture

Cisco Secure Access Control Server for Windows NT/2000 Servers Version 3.0
(Cisco Secure ACS) isdesigned to be modular and flexibleto fit the needs of both
simple and large networks. This chapter describes the Cisco Secure ACS
architectural components. Cisco Secure ACS includes the following service
modules:

e CSAdmin

- CSAuth

- CSDBSync
< CSLog

< CSMon

- CSTacacs

- CSRadius

Each module can be started and stopped individually from within the Microsoft
Service Control Panel or as a group from within the Cisco Secure ACSHTML
interface. Each module can operate independently, but this limits functionality.
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Windows NT/2000 Environment Overview

This section gives a brief overview of essential Windows NT/2000 concepts that
relate to Cisco Secure ACS as a service of Windows NT/2000.

Windows NT/2000 Services

All Cisco Secure ACS services can be started, stopped, and restarted from the
Windows NT/2000 Services window. The Cisco Secure ACS services are
preceded by the letters CS. The sorting mechanism within Windows NT/2000
Services lists services alphabetically. All Cisco Secure ACS services should be
displayed in one area of the list.

Windows NT/2000 Registry

The Windows NT/2000 Registry is atree-like storage area for all application
information.

Note  Werecommend that you do not modify this file unless you have enough
knowledge and experience to edit the file without destroying any existing data
in the file. Always back up the Windows Registry before editing.

The Cisco Secure ACSinformation islocated in the following Windows Registry
key:
HKEY_LOCAL_NMACHI NE\ SOFTWARE\ CI SCO

Cisco Secure ACS Web Server

Cisco Secure ACS has a built-in web server for support using a hypertext markup
language (HTML) interface. This eliminates the necessity of installing another
web server on the Windows NT/2000 server running Cisco Secure ACS. Because
the Cisco Secure ACS web server uses port 2002, you can use another web server
on the same machine to provide other web services.
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CSAdmin

Note

CSAuth

cSAdmin

CSAdmin is the service for the internal web server. Cisco Secure ACS does not
require the presence of athird-party web server; it is equipped with its own
internal server. After Cisco Secure ACS isinstalled, you must configure it from
its HTML interface. This means that CSAdmin must be running when you
configure Cisco Secure ACS.

Although you can start and stop services from within the Cisco Secure ACS
HTML interface, thisdoes not include starting or stopping CSAdmin. If CSAdmin
stops abnormally because of an external action, you cannot access

Cisco Secure ACS from any machine other than the Windows NT/2000 server on
which it isrunning. You can start or stop CSAdmin from the Windows NT/2000
Service menu.

CSAdmin is a multithreaded application that enables several administrators to
access it at the same time. Therefore, CSAdmin is best for distributed,
multiprocessor, and clustered environments.

When you access CSAdmin from a browser, a new port is assigned for that
session of the browser. This increases security and helps with session
management. Therefore, when a firewall is used with authentication
forwarding, you must exclude the server |P address:2002 port.

CSAuth isthe authentication and authorization service. Its primary purpose isthe
authentication and authorization of requests to permit or deny access to users.
CSAuth determines if access should be granted and defines the privileges for a
particular user. CSAuth is the database manager.

Cisco Secure ACS can access several different databases for authentication.
When arequest for authentication arrives, Cisco Secure ACS checks the database
that is configured for that user. If the user is unknown, Cisco Secure ACS checks
the database(s) configured for unknown users.
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Cisco Secure ACS can check the user database to authenticate first-timelogins. If
the username is not in the CiscoSecure user database, Cisco Secure ACS does not
deny authentication yet; it forwards the request to the configured unknown user
database to seeif it can authenticate the user. If it can, authentication is granted.

Note  With unknown user databases such as Windows NT/2000 and Novell NDS,
only PAP passwords are supported.

There are several user database options:

» CiscoSecure user database—The first database option provides the fastest
response time for authentication. Locating the username and checking the
password against the local CiscoSecure user database is a single step.
Because this occursinternally to Cisco Secure ACS, there is no delay while
Cisco Secure ACS waits for a response from an external user database.

» Windows NT/2000 user database—T his option makes use of the work
invested in the Windows NT/2000 user database. CSAuth passes the
username and password to Windows NT/2000 for authentication.

Windows NT/2000 then provides aresponse approving or denying validation.
If the response is approval, CSAuth knows that the user should be allowed to
authenticate.

If the response is denial and the username was submitted to

Cisco Secure ACS in an unqualified format (that is, without a domain name
preceding the username), CSAuth tries each Windows NT domain in the
order they are configured in the Domain List list box in External User
Databases: Windows NT/2000: Configure.

« Novell NDS option—This option allows Cisco Secure ACSto use the Novell
NDS service to authenticate users. Cisco Secure ACS supports one Tree, but
the Tree can have multiple Containers and Contexts. To support this
compatibility, the Novell requester must be installed on the same
Windows NT/2000 server as Cisco Secure ACS.

e Third-party token server s—Cisco Secure ACS supports several third-party
token servers, such as RSA SecurlD, SafeWord AXENT, and any
hexadecimal X.909 token card such as CRY PTOCard. For some token
servers, Cisco Secure ACS acts as a client to the token server. For others, it
uses the token server’s RADIUS interface for authentication requests. As
with the Windows NT/2000 database, after the username is located in the
CiscoSecure user database, CSAuth can check the selected token server to
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verify the username and token-card password. The token server then provides
a response approving or denying validation. If the response is approval,
CSAuth knows that authentication should be granted for the user.

« Generic LDAP—Cisco Secure ACS supports authentication of users against
records kept in a directory server through the Lightweight Directory Access
Protocol (LDAP). Cisco Secure ACS interacts with the most popular
directory servers, including Novell and Netscape. Both PAP and CHAP
passwords can be used when authenticating against the LDAP database.
Cisco Secure ACS logs these transactions and displays their results in the
Reports & Activity section of the Cisco Secure ACS HTML interface.

« ODBC—Cisco Secure ACS supports authentication via an Open Database
Connectivity (ODBC)-compliant SQL database. ODBC isastandardized API
that wasfirst devel oped by Microsoft and is now used by most major database
vendors. ODBC follows the specifications of the SQL Access Group. The
benefit of ODBC in aweb-based environment is easy access to data storage
programs such as Microsoft Access and SQL Server.

« UNIX passwords—Cisco Secure ACS includes a password import utility
you can use to import passwords from a UNIX database. From the
Cisco Secure ACS directory, type the following command:

CSUtil.exe -i filename

where filename is the name of atext file that contains the following line for
each user:

ADD: user name: UNI X: DES- encrypt ed password

For example;
ADD: r oger : UNI X: kk/ anz INUJr | M

For more information on CSUtil.exe, see Appendix E, “Cisco Secure ACS
Command-Line Database Utility.”

When a user has authenticated using one of the described methods,

Cisco Secure ACS obtains a set of authorizations from the user profile and the
group to which the user is assigned. Thisinformation is stored with the username
in the CiscoSecure user database. Some of the authorizations included are the
servicesto which the user is entitled, such as IP over PPP, | P pools from which to
draw an IP address, access lists, and password aging information. The
authorizations, with the approval of authentication, are then passed to the
CSTacacs or CSRadius modules to be forwarded to the requesting device.
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CSDBSync

CSDBSync is the service used to synchronize the Cisco Secure ACS database
with third-party RDBMS systems and is an alternative to using the ODBC
dynamic link library (DLL). Starting with Version 2.4, CSDBSync synchronizes
AAA client, AAA server, network device groups (NDGs) and Proxy Table
information. For information on relational database management system
(RDBMS) synchronization, see the “RDBMS Synchronization” section on

page 8-24.

CSLog

CSLog is the service used to capture and place logging information. CSLog
gathers data from the TACACS+ or RADIUS packet and CSAuth, and then

mani pul ates the data to be placed into the comma-separated value (CSV) files. By
default, the CSV files are created daily at midnight, but beginning with Version
2.3, the CSV files can be created daily, weekly, monthly, or by file size. The CSV
files can be imported into spreadsheets that support this format.

CSV files are stored in the default subdirectory
\ Program Fil es\ Ci sco Secure ACS vx.x\Logs\. There are 10 subdirectories
that contain CSV files:

- AdminAudit—Contains the log files of administrator activity

« Backup and Restore—Contains the log files of ACS system backup and
restore activity

- DBReplicate—Contains the log files of database replication activity
» DbSync—Contains the log files of RDBMS synchronization activity

- Failed Attempts—Contains the log files of failed authentication attempts
information

- RADIUS Accounting—Contains the log files of successful authentication
and authorization activity for RADIUS users

« Service Monitoring—Contains the log files of service activities

« TACACS+ Accounting—Contains the log files of successful authentication
and authorization activity for TACACS+ users
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CSMon

Monitoring

csvon W

TACACS+ Administration—Contains the log files of TACACS+
administration events

Vol P Accounting—Contains the log files of successful authentication and
authorization activity for Voice over |P (VoI P) users

CSMon is aservice provided as a part of Cisco Secure ACS that facilitates
minimum down time in aremote access network environment. CSMon performs
four basic activities:

M onitoring—Monitors the overall status of Cisco Secure ACS and the
system on which it is running

Recording—Records and reports all exceptions to a special log file

Notification—Alerts the administrator to potential problems and real events
regarding Cisco Secure ACS and records all such problems

Response—Attempts to automatically and intelligently fix detected
problems

CSMon worksfor both TACACS+ and RADIUS and automatically detects which
protocols are in use.

CSMon is not intended as a replacement for system, network, or application
management applications but is provided as an application-specific utility that
can be used with other, more generic system management tools.

CSMon actively monitors three basic sets of system parameters:

Generic host system state—Windows NT/2000 itself provides several built-in
utilities, such as the Event Log and Performance Monitor, to monitor overall
system health, and there are several commercial applications available.
CSMon monitors a small number of additional key system thresholds:

Available space on the system hard disk (the drive with the
Windows NT/2000 directory).
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Available space on Cisco Secure ACS installation drive
Processor utilization
Physical memory utilization

All events related to generic host system state are categorized as "warning
events".

Application-specific performance—

— Application viability—CSMon periodically performs atest login using a
special built-in test account (the default period is one minute). Problems
with this authentication can be used to determine if the ACS service has
been compromised.

— Application performance thresholds—CSMon monitors and records the
latency of each test authentication request (the time it takes to receive a
positive response). Each time thisis performed, CSMon updates a
variable containing the average response time value. Additionally, it
records whether retries were necessary to achieve a successful response.
By tracking the average time for each test authentication, CSMon can
build up a“picture” of expected response time on the system in question.
CSMon can therefore detect whether excessre-tries are required for each
authentication or if response times for a single authentication exceed a
percentage threshold over the average.

System resource consumption by Cisco Secure ACS—CSMon periodically
monitors and records the usage by Cisco Secure ACS of a small set of key
system resources and compares it against predetermined thresholds for
indications of atypical behavior. The parameters monitored include the
following:

Handle counts
Memory utilization
Processor utilization
Thread used

Failed log-on attempts

CSMon cooperates with CSAuth to keep atrack of user accounts being disabled
by exceeding their failed attempts count maximum. This feature is more oriented
to security and user support than system viability. If configured, it provides
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immediate warning of "bruteforce" attacks by alerting the administrator to alarge
number of accounts becoming disabled. In addition, it facilitates a support help
desk to anticipate problems with individual users gaining access.

Recording

CSMon records all exception events in logs that you can use to diagnose
problems. CSMon puts the logsin two places, sends notification(s), and responds:

» CSMon Log—Like the other Cisco Secure ACS components, CSMon
maintainsa CSV log of its own for diagnostic and error logging. Because this
logging consumes relatively small amounts of resources, CSMon logging
cannot be disabled.

» Windows NT/2000 Event L og—In addition to the native CiscoSecure service
logging, CSMon logs all messages to the Windows NT/2000 Event Log.
L ogging to the Windows NT/2000 Event Log is enabled by default but can be
disabled.

« Notification—CSMon can be configured to notify system administratorsin
the following cases:

» Exception events (including the current state of Cisco Secure ACS)
< Response
» Outcome of the response (including the current state of Cisco Secure ACS)

The default notification method is simple mail-transfer protocol (SMTP)
e-mail, but you can create scripts to enable other methods.

» Response—CSMon detects exception events that affect the integrity of the
service. Monitored events are listed above. These events are
application-specific and hard-coded into Cisco Secure ACS. There are two
types of responses:

— Warning events—Service is maintained but some monitored threshold is
breached

— Failure events—One or more Cisco Secure ACS components stop
providing service
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CSMon responds to the event by logging the event, sending notifications (if
configured) and, if the event is afailure, taking action. There are two types
of actions:

— Predefined actions—These actions are hard-coded into the program and
are always carried out when atriggering event is detected. Because these
actions are hard-coded, they are integral to the application and do not
need to be configured. These actions include running the CSSupport
utility, which captures most of the parameters dealing with the state of
the system at the time of the event.

If the event isawarning event, it is logged and the administrator is
notified. No further action istaken. CSMon also attemptsto fix the cause
of the failure after a sequence of re-tries and individual service restarts.

— User Definable Actions—If the predefined actions built into CSMon do
not fix the problem, CSMon can execute an external program or script. A
number of sample scripts are provided to perform such functions as
application restart, or you can create your own.

Sample Scripts

The following scripts are provided with CSMon:

- RESTART_ALL_SERVICES.BAT—Restarts all Cisco Secure ACS
services

- RESTART_PROTOCOL_MODUL ES.BAT—Restarts just the protocol
modules (CSTacacs+ and CSRadius)

- REBOOT.BAT—Reboots the Cisco Secure ACS system

Configuration

You can configure the following items through CSAdmin;

» Test login frequency—Definesthe frequency with which CSMon attemptsto
perform its built-in test authentication. The default period is every 60
seconds. You can disable test authentications or set the frequency higher;
however, the overhead generated by this feature is small and there is no real
benefit from setting it higher.
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Script to executein the event of afailure event—These scriptsare normally
standard Windows NT/2000 .BAT batch command files, but you can use any
executable in the Program Fi | es\ Ci scoSecure ACS v2. 6\ CSMon\ Scri pts
directory.

Windows NT/2000 Event L og enable/disable—By default, CSMon logs
eventsto the Windows NT/2000 Event L og, but you can disable this function.
CSV logging cannot be disabled.

Simple mail-transfer protocol (SMTP) server and administrator e-mail
account details—To enable Cisco Secure ACSto send e-mail notification of
error conditions, you must fill in these fields. You can enter any valid e-mail
account (joe@company.com). The server details can be either aqualified host
name or avalid IP address. CSMon does not verify delivery of notification
e-mails, so make sure the information in these fields is correct. To disable
notification, clear the check box.

CSTacacs and CSRadius

The CSTacacs and CSRadius services communicate between the CSAuth module
and the access device that is requesting authentication and authorization services.
For CSTacacs and CSRadius to work properly, the system must meet the
following conditions:;

CSTacacs and CSRadius services must be configured from CSAdmin.

CSTacacs and CSRadius services must communicate with access devices
such as access servers, routers, switches, and firewalls.

The identical shared secret (key) must be configured both in
Cisco Secure ACS and on the access device.

The access device | P address must be specified in Cisco Secure ACS.

The type of security protocol being used must be specified in
Cisco Secure ACS.

CSTacacs is used to communicate with TACACS+ devices and CSRadius to
communicate with RADIUS devices. Both services can run at the same time.
When only one security protocol is used, only the applicable service needs to be
running; however, the other service will not interfere with normal operation and
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does not need to be disabled. See Appendix C, “TACACS+ Attribute-Value
Pairs” for more information on TACACS+ AV pairs, or Appendix D, “RADIUS
Attributes” for more information on RADIUS+ AV pairs.
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