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1

VG4 Firmware Updates via a TCP/IP Network

The IP AutoDome® incorporates a network video server in the IP module. The primary function
of the server is to encode video and control data for transmission over a TCP/IP network. The
IP AutoDome also allows an operator to update the AutoDome firmware via the TCP/IP
network. This chapter applies to a VG4 100, 200, 300, or 500i Series AutoDome with an IP
Communications Module. Two versions of the IP Communication Module exist and you must
identify the module your application uses. The hardware version of the IP Communications
Module used in your IP camera determines which service pack you must use to update the
camera firmware.

Refer to the AutoDome Modular Camera System Installation Manual, the 100 Series User’s Manual
and the 200, 300, 500i Series User’s Manual for specific instructions on configuring the IP
AutoDome camera.

The latest VG4 service pack is available on the Bosch Security Systems Web site. To download
the service pack from the Web, navigate to www.boschsecurity.us, click the CCTV link, then
click Cameras, PTZ and navigate to the product page for your AutoDome. Then click the
Software tab on the product page.

To update firmware on a non-IP AutoDome see Section 2 VG4 Firmware Updates via the CTFID,
page 13.

CAUTION! If a service pack contains an upgrade to the IP firmware file (Vip_x appl.£fw), you
must upgrade the IP firmware before you perform any other firmware update. (For example,
before uploading SCBootApp.g4i or SCMain.g41i).

1.1

Determining the IP Communications Module

Each IP AutoDome contains a communication module that encodes the video signal for
transfer over an IP network. Two versions of the IP Communication Module exist:

- VG4-MTRN-E: older module that uses MPEG-4 encoding

- VG4-MTRN-E1: current module that uses H.264 encoding

Separate service packs exist for the MPEG-4 and the H.264 module. You must first determine
the IP Communications Module used in your AutoDome before updating the firmware using an
AutoDome Service Pack.
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To determine the IP Communications Module:

1. Launch Internet Explorer and type the IP address for the AutoDome in the Address bar
and click Go.
Internet Explorer opens the Livepage view for the IP AutoDome.

2. Click the SETTINGS link, located at the top of the page.

Expand the Advanced options and click the Service link in the left pane.

4. Click the System Overview link.

w

Eile Edit View Favorites Tools Help

i Faverites % &) Suggested Sites » @) Web Slice Gallery v @] Junier HD
»
8 Bosch Security Systems - VG4 AutoDome M * B - fm v Pagev Ssfetyv Tgelsv i@~

VG4 AutoDome LIVEPAGE | b SETTINGS [Iﬁj @ BOSCH

» Basic Mode

System Overview
~ Advanced Mode

¥ General

¥ Web Interface

¥ Encoder
Audio option

¥ Recording Storage medium aftached
WAC address 00-07-5F-T1-CE-31
Iajor version number

T Service [Build number

Maintenance Temperature
Licenses

Click to get help on this page. ' Trusted sites | Pretected Mode: Off i » Rk ~

5. Note the Hardware Version listed on the System Overview page and compare to the
following:

Hardware Version |IP Communications Module | Firmware Version
FOOOOE41 VG4-MTRN-E MPEG-4
FO002E41 VG4-MTRN-E1 H.264

6. Download the appropriate service Pack from the Bosch Security Systems Web site.

1.2 Upgrading the IP AutoDome

Use the following instructions to update the CPU or IP communications module firmware to an
IP AutoDome (100, 200, 300 or 500i Series) over a TCP/IP network.

The preferred method to update an IP AutoDome is through a direct connection between the
AutoDome and a PC. This method entails connecting the Ethernet cable from the IP AutoDome
directly to the Ethernet port of a PC.

If the direct-connect method is not practical you can also update the IP AutoDome through a
Local Area Network (LAN). You cannot, however, update the IP AutoDome through a Wide
Area Network (WAN) or via the Internet.

The upgrade process for a VG4 100 Series AutoDome differs from the process to upgrade a
VG4 200, 300 or 500i Series AutoDome. Refer to the next section (Section 1.3 Upgrading the
VG4 100 Series AutoDome) to update a VG4 100 Series IP AutoDome. Refer to

Section 1.4 Determining Minimum Requirements (200, 300, 500i Series) to start the update
process for a VG4 200, 300, or 500i Series IP AutoDome.
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1.3 Upgrading the VG4 100 Series AutoDome
The firmware update process for a VG4 100 Series IP AutoDome requires you to upload one
image (.img) file to the AutoDome. The table below summarizes firmware releases for the VG4
100 Series AutoDome:
Release |Firmware Version |Release Date
1.05 1.09 November 28, 2006
1.06 1.10 December 14, 2006
1.07 1.11 January 26, 2007
1.08 1.12 February 21, 2007
1.09 1.13 February 23, 2007
If you are upgrading a VG4 100 Series IP AutoDome refer to section Section 1.5 Beginning the
Firmware Update Process, page 5, for further instructions.
1.4 Determining Minimum Requirements (200, 300, 500i Series)
The table below summarizes the information for the first full production versions of the VG4
AutoDome firmware.
Component First Released Version |Release Date
SCBootApp.g4i 01.00.00.01 November 2006
SCMain.g4i 01.00.00.02 November 2006
VCA App.g4i 01.00.00.01 April 2007
VCA boot.g4i 00.06.00.00 April 2007
vip x appl.fw 2.00.00.58 November 2006
If the AutoDome receiving an upgrade contains firmware older than the files above, then the
AutoDome is considered a pre-production model. Service packs may not properly update a
pre-production model. If you do need to update a pre-production model, follow the special
instructions in Section 3.1 Pre-production Firmware Versions (All Models), page 31.
14.1 Supporting Software Requirements
In addition to the release levels of the service pack files, you must download and install the
latest releases of the Bosch ActiveX utility and the Sun Java software. Bosch recommends that
you install this software prior to any VG4 firmware updates. The latest releases of this
software is available at www.boschsecurity.com. Once at the site, navigate to the PTZ catalog
listing and access one of the AutoDome Modular Camera System products.
Bosch Security Systems, Inc. Firmware Update Manual F.01U.097.269 | 1.06 | 2011.09
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14.2

Selecting the Service Pack

The VG4 AutoDome service packs are cumulative. Before you begin a firmware update, check
the version of the System Controller (SC) firmware currently installed in the AutoDome (refer
to Section 3.2 VG4 Series Firmware Version Identification, page 31, for more information). The

version of the SC firmware determines the service pack you must start with. To determine the
SC firmware version:
From the AutoDome IP Web-based interface, click the Services link.

Click the Service Settings link in the left pane; then click the Version Information link.
Compare the SC firmware level with the following table:

1.
2.
3.

System Controller (SC) Version

Start with Service Pack

Release Date

1.00.00.02 to 1.04.00.02 1.01 July 12, 2007
1.05.00.02 1.02 October 2, 2007
1.06.00.04 1.03 November 19, 2007
1.07.00.01 1.04.05 January 11, 2008
1.08.00.02 1.05.01 September, 16 2008

Note: This table contains the latest information as of Service Pack 1.05.01. For
subsequent service packs, refer to the table in the service pack release notes.

Download the appropriate service packs from www.boschsecurity.com and install each

sequentially.
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15 Beginning the Firmware Update Process

Use this procedure to connect to your IP AutoDome (VG4 100, 200, 300 or 500i Series
AutoDome) and to navigate to the Firmware Update page.
1. Launch Internet Explorer and type the IP address for the AutoDome in the Address bar
and click Go.
Internet Explorer opens the Livepage view for the IP AutoDome.

2. Click the SETTINGS link, located at the top of the page.

VG4 AutoDome » LIVEPAGE | SETTINGS H@ @ BOSCH

View Control | Aux Control Camera 1

MPEG-4 Stream 1 | MPEG-4 Stream 2 | M-JPEG

Figure 1.1 Select SETTINGS link

3. Click the Service link in the left pane.

VG4 AutoDome LIVEPAGE | b SETTINGS Dﬁ @ BOSCH

¥ Basic Mode

¥ Advanced Mode
¥ General
¥ Web Interface
¥ Encoder
¥ Camera
¥ Recording
¥ Alarm

¥ Network

¥ Service

Figure 1.2 Select the Service link

Bosch Security Systems, Inc. Firmware Update Manual F.01U.097.269 | 1.06 | 2011.09

Download from Www.Somanuals.com. All Manuals Search And Download.



6 en | VG4 Firmware Updates via a TCP/IP Network AutoDome Modular Camera System

4.

Click the Maintenance link below the Service link.

VG4 AutODome LIVEPAGE | b SETTINGS Dﬁ @ BOSCH

¥ Basic Mode

¥ Advanced Mode
¥ General
¥ Web Interface
¥ Encoder
¥ Camera
} Recording
¥ Alarm

¥ Network

¥ Service

Figure 1.3 Service Settings Maintenance option

Refer to the following sections, depending on the VG4 IP AutoDome series you need to

update:

— VG4 100 Series IP AutoDome: Section 1.6 Updating VG4 100 Series IP AutoDome
Firmware, page 6

- VG4 200, 300 or 500i Series IP AutoDome: Section 1.6 Updating VG4 100 Series IP
AutoDome Firmware, page 6

1.6 Updating VG4 100 Series IP AutoDome Firmware
CAUTION! Updating the firmware erases all device settings. To save these settings, click the
Configuration download button to save the current device settings and then upload this file
after the completion of the firmware update.
1. Click the Search button next to the Maintenance pane Firmware Upload field; then
browse to the directory that contains the firmware files.
2. Select the appropriate image (.img) file for your Device Model and Video Type; then click
OK.
3. Click the Upload button.
4. Click OK to the warning message to continue the firmware upload, or click Cancel to stop
the upload. The page displays a progress bar as the firmware is uploaded.
CAUTION! Do not perform any action, click any object, or minimize the Internet Explorer
browser window during the firmware upload.
Note: Once the progress bar reaches 100% the system opens the reset page. Allow the
reset page to complete its action.
5. The VG4 100 Series IP AutoDome firmware update is complete.
F.01U.097.269] 1.06 | 2011.09 Firmware Update Manual Bosch Security Systems, Inc.
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1.7

171

Updating VG4 200, 300 or 500i Series IP AutoDome Firmware

The latest VG4 service pack is available on the Bosch Security Systems Web site. To download
a service pack from the Web, navigate to www.boschsecurity.us, click the CCTV link, then
click Software under the Download Library heading. Select CCTV, then Camera, PTZ and
choose the AutoDome model to choose the service pack you want to download.

A service pack update usually contains more than one file. The VG4 AutoDome system
determines which files it requires, and automatically selects a service pack file if its version is
greater than the version installed in the AutoDome.

Note: When uploading a service pack to an AutoDome you can choose to install the files which
are automatically selected, or skip a file by deselecting it. If you choose to deselect a file that
is a newer version than the one already installed, you will receive a warning that skipping a
particular file may cause system instability.

Order to Upload Files

There is a specific order in which service pack files must be uploaded to the AutoDome.
Before starting a firmware upgrade, note the current version of firmware of your AutoDome:
Select the SETTINGS link, then click the Service link in the left pane, and select Version
Information.

The following table shows the order of file installation and offers descriptions for each file:

File Name AutoDome Series/Module |[Function

Vip x_appl.£fw/IP Communications Module [Updates the IP Comms module firmware.
SCBootApp.g4i[200, 300, 500i Updates the system controller boot firmware.
VCA boot.g4i [500i Updates PTZ camera Video Content Analysis
firmware. Install this file during the installation
of the SCBoot.g4i file.

SCMain.g4i 200, 300, 500i Updates the system controller firmware.

VCA app.g4i |[500i Updates PTZ camera Video Content Analysis
firmware. Install this file during the installation
of the SCMain.g4i file.

FPGA SC.g4i |200, 300 Updates the FPGA chip.

FPGA VCA.g4i |500i Updates the FPGA chip.

language Lang|200, 300, 500i Uploads an additional language file for the VG4

on-screen display menus.

Table 1.1 Firmware files and their function

Notes for File Upload
1. VIP_X: You must upload the vip _x appl.fw file first, if the firmware service pack
contains an upgrade to the current IP firmware.

CAUTION! If a service pack contains an upgrade to the IP firmware file (Vip_x appl.£fw), you
must upgrade the IP firmware before you perform any other firmware update. (For example,
before uploading SCBootApp.g4i or SCMain.g41i).

2. System Controller (SC) Boot/VCA Boot: You must upload the SC/VCA Boot files if the
version contained in the service pack is greater than the installed version. The boot files
are stored in a separate Boot directory. Always check for and install these files before
before installing the sytem configuration SC Main files.

Note: The SC Boot upload process erases the resident SC Main components, which
completely disables the VG4 AutoDome. When you upload the SC Boot files the IP Web
Server displays a message notifying the installer that the SC Main files must be
reinstalled.

Bosch Security Systems, Inc. Firmware Update Manual F.01U.097.269 | 1.06 | 2011.09
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3. System Controller (SC) Main/VCA Main: If the service pack contains only the SC/VCA
Main files, you can upload these files without a corresponding upload of the SC/VCA Boot
file. However, if the service pack contains an SC/VCA Boot file upgrade, there can be
incompatibility issues if the SC/VCA Boot is not uploaded before the SC/VCA Main file.

4. Custom Language: Certain Service Pack include an optional language file to upgrade the
VG4 AutoDome on-screen display menus. This firmware upgrade is installed last.

1.7.2 Selecting and Uploading Firmware Files

To upload the service pack firmware, use the following procedure:

1. Check the version of the SC firmware file to determine the service that you must start
with. See Section 1.4.2 Selecting the Service Pack, page 4.

2. Click the Search button next to the Firmware Upload field; then browse to the directory
that contains the firmware files.

VG4 AutoDome LIVEPAGE | b SETTINGS DG @ BOSCH

¥ Basic Mode Maintenance

Progress

~ Advanced Mode

¥ General
Select a firmware file to upload

Looki: [ (5 SP_1051 - «mefE

[Cfeoct

|2 Czech Language
|ERussian Languags
FPGA_SC.GAi
FPGA_VCA. Géi
SCmain. G4
VCA_amp. 04

= vip_x_spp1.fm

¥ Web Interface

¥ Encoder
¥ Camera
¥ Recording

¥ Alarm

¥ Network

> Service
My Documents

My Compu
Version Information HERHPAAEE

My Netwark — File name: [ tiimg
ces

Files of lype: [AlFies 7

Figure 1.4 Choose firmware directory

3. Select the appropriate firmware update file and click Open.

a. If a service pack contains an IP upgrade file (vip_x_app1.fw), you must upload this
file first, before performing any other firmware update. (For example, before
uploading the SCBootApp.g4i or the SCMain.g4i files.)

b. If a service pack contains an upgrade to the SC Boot file and to the VCA Boot file,
you must upload these files before uploading the SC Main and VCA _app file. The
boot files are stored in a separate Boot directory. Always check for and install these
files before installing the SC Main and VCA _app files. Browse to and open the Boot
directory, then install the SCBootApp.g4i file before installing the SCMain.g4i files

CAUTION! If a service pack contains an upgrade to the IP firmware file (Vip_x_appl.£fw), you
must upgrade the IP firmware before you perform any other firmware update. (For example,
before uploading SCBootApp.g4i or SCMain.g4i).

F.01U.097.269 | 1.06 | 2011.09 Firmware Update Manual Bosch Security Systems, Inc.

Download from Www.Somanuals.com. All Manuals Search And Download.



AutoDome Modular Camera System VG4 Firmware Updates via a TCP/IP Network | en 9

VG4 AutoDome LIvEpAGE | » seTTINGS l@ @ BOSCH

» Basic Mode Maintenance

~ Advanced Mode
} General

Mol : | -moE

¥ Encoder

» Camera

» Recording

¥ Alarm

» Network

Version Information

My Network il name: [sCBootbpp B
faces

Fills of type: Al Fies 7] =

Figure 1.5 Select a Firmware file to upload

4. Click the Upload button.

Firmware Uploa . ‘

Figure 1.6 Upload Firmware

Note: Subcomponent files in the dialogue box may differ depending on the model of
AutoDome and firmware being uploaded.

A highlighted filename indicates that the service pack directory contains that file.
However, Boot files are stored in a separate Boot directory. If you are not in the Boot
directory, the dialogue box will not highlight the boot files even though they are included
in the service pack.

The dialog box displays the version of the file currently installed in an AutoDome and the
version contained in the service pack separated by one of the following symbols:

Symbol |[Description
= The file currently installed is the same version as the file in the service pack
< The file currently installed is an earlier version than the file in the service pack.

The Update process automatically selects this file.
> The file currently installed is a later version than the file in the service pack. If

you choose to install this file, you receive a warning that the installation of this
file may cause system instability.

CAUTION! Installing a file with a lower version number or skipping the installation of a file
with a higher version number can cause instability within the system.
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5. Click OK to the warning message to continue the firmware upload, or Cancel to stop the
upload.

CAUTION! Updating the firmware erases all device settings. To save these settings, click the
Configuration download button to save the current device settings and then upload this file
after the completion of the firmware update.

Figure 1.7 Warning message

The page displays a progress bar as the firmware is uploaded.

ocumentsivG4 Sofwarel5F

Figure 1.8 Upload progress bar

CAUTION! Do not perform any action, click any object in, or minimize the Internet Explorer
browser window during the firmware upload.

Note: Once the progress bar reaches 100% the system opens the reset page. Allow the
reset page to complete its action.

VG4 AutoDome LIVEPAGE | » SETTINGS L) BOSCH

¥ Basic Mode

¥ Advanced Mode
¥ General
¥ Web Interface
¥ Encoder
¥ Camera

} Recording

¥ Alarm

¥ Network

¥ Service

Figure 1.9 System Reset

6. Once the reset is complete, the following occurs depending on the firmware upgrade:
- If only upgrading the IP Communications module firmware, the upgrade is complete.
— If upgrading the AutoDome SCBoot firmware, after the AutoDome reinitializes and
returns to the firmware upload mode, you will be prompted to upload the SCMain
files (system configuration files) to complete the firmware update.
Note: To continue to upgrade the SCMain configuration files, follow steps 2 through 5
above to select and upload the files to the AutoDome.
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1.7.3 Alternate Language Option
Certain Service Packs, versions 1.03 and later, may include the option to upload additional

languages to the VG4 AutoDome. The firmware file to add a new language is located in the
Language folder. Before installing an additional language, you must first upgrade the SCBoot
and the SC Main files (refer to Section 1.7.2 Selecting and Uploading Firmware Files, page 8).
The procedure for uploading an additional language is the same as uploading the other files.
Note: The VG4 Series AutoDome supports one additional language.

To install an additional language to the AutoDome:

1.

2.
3.
4

From the IP AutoDome LIVEPAGE, select the SETTINGS link at the top of the window.
Click the Service Settings link in the left pane.

Click the Maintenance option to open the Maintenance window.

In the Maintenance window, click the firmware upload Search button, and browse to the
Language folder in the service pack.

Select and open the Language folder.

Select a firmware file to upload ] x|
Lookin: [ 3l Service Pack 1.03 x| = ®BckE-

FPGA_SC. G4
FPGA_YCA.GAi
SCmain.G4i
CA_app.GHi
vip_x_appl

File name: [ew=gtizzimg = Open
Fiesoflyps:  [AlFies(-) =] Cancel

7|

Figure 1.10 Language folder
Select the language Lang xx.xx.xx.xx.G4i file, and then click the Open button.

Select a firmware file to upload ) x|
Look in: | ] Russien L [ = s s

File name: |Frussian_Lang_(1.00.00.02.G4i = Open
Filles of type: [anFies 7] =l Cancel

Figure 1.11 Select the Language file

Check the Language Table box under the subcomponents upload window.

Firmware Upload b_(‘

e Suﬁcumﬁc}ﬁahm'

™ BysCont (01.10.01.07 = 01.10.01.07)
1790 Boof (01,05.00.01 = 01.05.00,01%
| FP3A(01.13.01.06 = 01.13.01.08)
| IP-Panel (04.00.50,22 » 03,52.50,
|~ Lanhg. Ta (01.01.00.02 = 01.01.

™ WGA_boot (01.02,00.01 = 01.02.00.013

Figure 1.12 Check the Language Table box
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8. Click the Upload Firmware button to start uploading the file. The browser displays a
warning message.

9. Click OK to continue the firmware upload.

The page displays a progress bar. Once the progress bar reaches 100% the system opens the

reset page. Allow the reset page to complete its action.

CAUTION! Do not perform any action, click any object in, or minimize the Internet Explorer
browser window that is uploading the service pack files.

10. The AutoDome will restart and reconnect to the web browser after a successful upload.
Refresh the window to restore the video to the AutoDome LIVEPAGE.

1.74 Changing the VG4 AutoDome OSD Language

There are two methods to change the VG4 AutoDome on-screen-display (OSD) language:
1. From the IP Autodome SETTINGS page:
a. Click the Camera Settings link in the left pane.
b. Click the Display link option.
c. Click Settings Group 1.
d. Select the appropriate OSD language from the Language drop down menu in the
Settings Group 1 pane on the right.
2. From the AutoDome OSD menu:
a. Enter ON-46-ENTER from a control keyboard to open the Main menu.
b. Use the joystick control to select the Language menu and press a Focus or lIris
button.
c. Use the joystick control to select to select the appropriate Language and press a
Focus or Iris button.
d. Exit the Language menu and then the Main menu.
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2

VG4 Firmware Updates via the CTFID

This chapter details the procedure to update the firmware files for a VG4 100, 200, or a 300
Series AutoDome® using the Configuration Tool for Imaging Devices (CTFID). The CTFID
connects a computer to an AutoDome using a BNC to USB (Bilinx) connection or via a serial
(RS232/RS485) connection.

Bilinx is a communication protocol that allows you to update the firmware for a VG4 Series
over the video cable (coaxial or passive UTP). For a Bilinx connection, the CTFID is connected
to an AutoDome using a BNC to USB converter (Bosch part VP-USB). For a serial connection,
the AutoDome is connected to a computer through the DB9 Com port.

The version of the CTFID software must be version 3.04 or higher to interface with an
AutoDome. (Visit www.boschsecurity.com for the latest version of the CTFID software). For
further references and details, refer to the CTFID online help, to the CTFIC User’s Manual and
to the AutoDome Modular Camera System Installation Manual.

The latest VG4 service pack is available on the Bosch Security Systems Web site. To download
the service pack from the Web, navigate to www.boschsecurity.us, click the CCTV link, then
click Cameras, PTZ and navigate to the product page for your AutoDome. Then click the
Software tab on the product page.

NOTICE! Use this upgrade method with an AutoDome using a standard, non-IP
Communications Module installed. If your AutoDome is IP-enabled, refer to Section 1 VG4
Firmware Updates via a TCP/IP Network, on page 1.

2.1 Upgrading the VG4 100 Series AutoDome
The upgrade process for a VG4 100 Series AutoDome differs from the process to upgrade a
VG4 200 or 300 Series AutoDome. The firmware update process for a VG4 100 Series
AutoDome requires you to upload one image (.img) file to the AutoDome.
The table below summarizes firmware releases for the VG4 100 Series AutoDome:
Release |Firmware Version |Release Date
1.05 1.09 November 28, 2006
1.06 1.10 December 14, 2006
1.07 1.11 January 26, 2007
1.08 1.12 February 21, 2007
1.09 1.13 February 23, 2007
If you are upgrading a VG4 100 Series AutoDome refer to section Section 2.3 Hardware
Connections, on page 15, for instructions on connecting a VG4 100 Series AutoDome to the
CTIFD application.
Bosch Security Systems, Inc. Firmware Update Manual F.01U.097.269 | 1.06 | 2011.09
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2.2 Upgrading the VG4 200 or 300 Series AutoDome

The firmware upgrade process for a VG4 200 or 300 Series AutoDome requires updates to one
or all of the following files:

File Name

AutoDome Series/Module

Function

Vip_x_appl.£fw|/IP Communications Module

Updates the IP Comms module firmware.

SCBootApp.g41/200, 300, 500i

Updates the system controller boot firmware.

SCMain.g4i 200, 300, 500i Updates the system controller firmware.

FPGA SC.g4i |200, 300 Updates the FPGA chip.

FPGA VCA.g4i [500i Updates the FPGA chip.

VCA boot.g4i [500i Updates PTZ camera Video Content Analysis
firmware. Install this file during the installation
of the SCBoot.g4i file.

VCA app.g4i [500i Updates PTZ camera Video Content Analysis

firmware. Install this file during the installation
of the SCMain.g4i file.

language_Lang|200, 300, 500i

Uploads an additional language file for the VG4
on-screen display menus.

The next sections contain information and instructions you need before upgrading a VG4 200
or 300 Series AutoDome with the CTFID application.

2.2.1 Determining Minimum Requirements
The table below summarizes the information for the first full production versions of the VG4
200 or 300 Series AutoDome firmware. If the AutoDome receiving an upgrade contains
firmware files older than the files below, the AutoDome is considered a pre-production model.
To determine the versions of the firmware files:
1. Issue the ON-66-ENTER command twice, in quick succession.
The AutoDome displays the current firmware levels for the AutoDome files.

2. Compare the firmware levels with the following table:

Component First Released Version |Release Date
SC Boot (SCBootApp.g4i) 01.00.00.01 November 2006
SC Main (SCMain.g4i) 01.00.00.02 November 2006
VCA App.g4i 01.00.00.01 April 2007

VCA boot (VCA boot.g4i) 00.06.00.00 April 2007
IP-Panel (vip x appl.fw) 2.00.00.58 November 2006

Service packs may not properly update a pre-production model. If you do need to update
a pre-production model, follow the special instructions in Section 3.1 Pre-production
Firmware Versions (All Models), on page 31.
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2.2.2 Selecting the Service Pack

The VG4 AutoDome service packs are cumulative. Before you begin a firmware update, check
the version of the System Controller Main (SC) firmware currently installed in the AutoDome.
The SC Main firmware version determines the service pack with which you must start. To

determine the SC Main firmware version:
1. Issue the ON-66-ENTER command on the keyboard.
The AutoDome displays the current firmware levels for the AutoDome files. The SC Main

firmware level is enclosed in the box in the illustration below.

Day/Night 26X

Bosch Security Sys. AutoDome(r)

500 Series 1.06.00.04 /1.05.00.02

FastAddress: Not Set

2.00.00.00

Figure 2.1 Display Software Version Menu

2. Compare the SC Main firmware level with the following table:

System Controller Main

Start with Service Pack

Release Date

1.00.00.02 to 1.04.00.02 1.01 July 12, 2007
1.05.00.02 1.02 October 2, 2007
1.06.00.04 1.03 November 19, 2007
1.07.00.01 1.04 January 11, 2008
1.08.00.02 1.05.01 September, 16 2008

Note: This table contains the latest information as of Service Pack 1.05.01. For

subsequent service packs, refer to the table in the service pack release notes.

3. Download the appropriate service packs from www.boschsecurity.com and install each

sequentially.

Refer to Section 3.2 VG4 Series Firmware Version Identification, on page 31, for more

information.

2.3 Hardware Connections

This section provides a brief description of the devices necessary to connect a PC (with the
CTFID software installed) to a VG4 AutoDome. Refer to the AutoDome Modular Camera System
Installation Manual and to the CTFID User’s Manual for detailed connection information.

Bosch Security Systems, Inc. Firmware Update Manual
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23.1 Bilinx Connections
To create a Bilinx interface between a PC and a VG4 AutoDome you must have a Bosch VP-USB
connector. The connector has a USB connector on one end and a female BNC on the other
end. Figure 2.2 illustrates the interface connections:

(6]

|

— o ©
Y e

[eee 5]
Figure 2.2 PC to VG4 AutoDome Bilinx Connections

AutoDome version 5.10 or higher, and another Bilinx device |5 [BNC “T” connector

PC running CTFID software Coax to input of monitor
USB Port 7 |Typical CCTV monitor

4 |VP-USB adapter
It is recommended that the CTFID software be installed prior to connecting the hardware to
the USB port. Refer to the CTFID Installation Manual for additional information.

To see the device output, use a CCTV monitor with looping inputs or a T connector (not
provided) for the coaxial cable, and plug the second coaxial cable into the CCTV monitor.
Ensure that the monitor is either auto-terminating or is set to low impedance.

(ep)

W[ N

2.3.2 Serial Connections
The CTFID can also communicate with a VG4 AutoDome via an RS232 or an RS485 serial cable
connected to a PC with a DB9 connection. The following illustration depicts a typical serial
connection (refer to the CTFID User’s Manual for detailed connection instructions) .

Figure 2.3 PC to VG4 AutoDome Serial Connections

1 [AutoDome 100, 200 or 300 Series AutoDome
2 |PC Running CTFID Software
3 |RS-232 Connection
4 |Coax to Monitor Input
5 [Typical CCTV Monitor
F.01U.097.269 | 1.06 | 2011.09 Firmware Update Manual Bosch Security Systems, Inc.
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24 Launching the CTFID Software

You must install the CTFID software on the computer from which you will configure a camera.
To install the CTFID software, refer to the CTFID User’s Manual for instructions.

The method in which the CTFID software responds depends on the type of connection (Bilinx
or serial) it detects. The CTFID initially checks for a Bilinx connection through a USB port. If
the CTFID does not detect a Bilinx connection, the software prompts you to identify the type
of serial connection.

24.1 Launching with a Bilinx Connection
If using a Bilinx connection, use the following instructions to launch the CTFID software:
1. Double-click the CTFID icon on the Windows Desktop. The CTFID software automatically
checks for the Bilinx signal from the VG4 AutoDome. Once connected, the CTFID displays
the Main Screen:

[+* Configuration Tool for Imaging Devices

Device Inf ion [Online):
Device Tupe Gend Dome
Device Model 500 Series 36 Day/Night
Video Type NTSC
Fimware Yersion 1.06.00.04 # 01.05.00.02
MAC Address

Gend Dome: Output Petiod(d) is downloaded.
(Gend Dome: Qutput Period(3) is downloaded.
Gend Dome: Output Petiod(2) is downloaded
Gend Dome: Output Period(1) is downloaded.

Figure 2.4 CTFID Main Screen

2. Proceed to Section 2.5 Uploading VG4 AutoDome Firmware Files, on page 20.
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24.2 Launching with a RS232/RS485 Serial Connection
If using a RS232/RS485 serial connection, use the following instructions to launch the CTFID
software.
1. Double-click the CTFID icon on the Windows Desktop.
2. Click Cancel to select an alternate interface.
Please wait while checking d
Figure 2.5 CTFID Detect Device Screen
3. Click the Select an alternate interface radio button and click Continue.
\ Alternate Interface Dialog k
The device could not be detected over Bilinx
or device detection was interrupted.
an alternate interface
Figure 2.6 Alternate Interface dialog box
4. Ensure that the Serial radio button is selected.
5. Select the COM Port that is connected to the DB9 connector.
6. Accept the default baud rate.

Note: If unable to connect, make sure the VG4 AutoBaud setting is turned on.

Select Interface

Com Paort :

Baud Rate :

Figure 2.7 Select Interface dialog box

NOTICE! The VP-RS2BLNX device is not available in the United States.
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7. Click Continue to start downloading the VG4 AutoDome configuration settings.

[+* Configuration Tool for Imaging Devices

Device Inf tion [Online]
Device Type Gend Dome
Device Model 500 Series 36 Day/Might
“ideo Type MTSC
Firmware YWersion 1.06.00.04 / 01.06.00.02
MAL Address

Gend Dome: Output Period(4) is downloaded.
Gend Dome: Qutput Period(3) is downloaded.
Gend Dome: Output Period(?) is downloaded
Gend Dome: Output Period(1) is downloaded.

Figure 2.8 Downloading AutoDome Device Settings

8. Proceed to Section 2.5 Uploading VG4 AutoDome Firmware Files, on page 20.
Note: The CTFID typically connects to an AutoDome in approximately 15 seconds, but it
can continue to attempt a connection for up to one minute.
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2.5 Uploading VG4 AutoDome Firmware Files
The VG4 AutoDome service packs are available on the Bosch Security Systems Web site. To
download a service pack from the Web, navigate to www.boschsecurity.us, click the CCTV
link, then click Software under the Download Library heading. Then select CCTV and Camera,
PTZ and choose the AutoDome model to download the service pack to the PC media storage
device of your choice.
Refer to the next section for instructions to upload firmware files to a VG4 100 Series
AutoDome. Skip to Section 2.5.2 Uploading a VG4 200 or VG4 300 Series AutoDome Service
Pack, on page 21, for information and instructions for uploading firmware files to a VG4 200 or
300 Series AutoDome.
Note: When uploading a service pack to a VG4 AutoDome you can choose to install the files
which are automatically selected, or skip a file by deselecting it. If you choose to skip a file
that is a newer version than the one already installed, you will receive a warning that skipping
a particular file may cause system instability.
25.1 Uploading a VG4 100 Series AutoDome Service Pack
1. Download the VG4 100 Series AutoDome firmware image (.img) file, from the Bosch
Security Systems Web site, and save this file to a computer with the CTFID application.
2. Click the Upload Firmware button on the right side of the CTFID Main Screen.
Iv* Configuration Tool for Imaging Devices
Dewice Inf 1on [Dnline}
Device Tupe UnityD ome =F
Device Model WGE4-161 & VE4-163 series
Wideo Type NTSC
Firmware Yersion i3
MAC Address 00-04-63-2D-C3-36
LnityDorme XF: 1D Position is downloaded.
LnityDiorne XF: Camera 1D is downloaded.
LinityDiome ¥F. Area Size is downloaded
LInityDiome XF. BLC Level is downloaded.
Figure 2.9 Upload Firmware Button
F.01U.097.269] 1.06 | 2011.09 Firmware Update Manual Bosch Security Systems, Inc.

Download from Www.Somanuals.com. All Manuals Search And Download.



AutoDome Modular Camera System

VG4 Firmware Updates via the CTFID | en 21

9.

2.5.2

Navigate to the location of the firmware update file.
Select the appropriate file for your Device Model and Video Type; then click OK.

Open @@

e ®m ek E-

Look in: | (25 Copy of 100_Series_IMG

Wiz4_152_154_1.09PAL.IMG
|[2] va4_te1_163_109NTSC.IMG
||8] va4_tez_164_1.09NTSC.IMG

j Cancel

File name: |

Files of type: |Firmware Image Files [*.img]

™ Open as read-only

Figure 2.10 Select VG4 100 Series Firmware Image File

The CTFID displays a message warning you that the firmware update process erases all
device settings and returns the settings to the factory default value.

Click OK to accept the warning and to start the update process.
The CTFID begins the firmware update and marks the update progress at the bottom of
the screen. This process may take several minutes to complete.

Once the firmware update is complete, the CTFID displays a message that the firmware
update was successful.

Click OK to confirm the message.

The CTFID reloads the settings from the camera and displays the Device Information
screen.

Ensure that the Firmware Version field reflects the new firmware version.

Uploading a VG4 200 or VG4 300 Series AutoDome Service Pack

The table below summarizes the information for the first full production versions of the VG4
AutoDome firmware.

Component First Released Version |Release Date
SCBootApp.g4i [01.00.00.01 November 2006
SCmain.g4i 01.00.00.02 November 2006
VCA_app.g4i 01.00.00.01 April 2007
VCA_boot.g4i [00.06.00.00 April 2007

If the AutoDome receiving an upgrade contains firmware older than the files above, then the

AutoDome is considered a pre-production model. Service packs may not properly update a
pre-production model. If you do need to update a pre-production model, follow the special
instructions in Section 3.1 Pre-production Firmware Versions (All Models), on page 31.

Bosch Security Systems, Inc.

Firmware Update Manual F.01U.097.269 ] 1.06 | 2011.09

Download from Www.Somanuals.com. All Manuals Search And Download.



22 en| VG4 Firmware Updates via the CTFID AutoDome Modular Camera System

25.3

25.4

Order to Upload Files

There is a specific order in which service pack files must be uploaded to the AutoDome.
Before starting a firmware upgrade, note the current firmware version of your AutoDome
listed in the CTFID Device Information window.

Use the following file order to upload firmware to the AutoDome:

1.

SC Boot: You must first upload the SC Boot file if the service pack contains a version of
the file greater than the installed version. The boot files are stored in a separate Boot
directory. Always check for and install this file before before installing the System
Configuration (SC) Main file.

Note: The SC Boot upload process erases the resident SC Main components, which
completely disables the VG4 AutoDome. When you upload the SC Boot files the CTFID
displays a message notifying the installer that the SC Main files must be reinstalled.

SC Main: Upload this file after uploading the SC Boot file. If the service pack does not
contain an SC Boot update, you should upload the SC Main file first.

FPGA: This file is uploaded along with the SC Main file.

Language: Certain service packs include an optional language upgrade file used to update
the VG4 AutoDome on-screen display menus. Upload this firmware file last.

Selecting and Uploading Firmware Files
To upload the service pack firmware, use the following procedure:

1.

Check the version of the SC Boot firmware file to determine the service pack that you
must start with. See Section 2.2.2 Selecting the Service Pack, on page 15.

Download the service pack from the Bosch Security Systems Web site. See

Section 2.5 Uploading VG4 AutoDome Firmware Files, on page 20

Click the Upload Firmware button on the right side of the CTFID Main Screen.

[+* Configuration Tool for Imaging Devices

Device Inf ion [Online]:
Device Type Gend Dome
Device Model 500 Series 36 Day/Might
Video Type NTSC
Fimware Yersion 1.06.00.04 £ 071.05.00.02
MAL Address

Upload Firmware

Gend Dome: Qutput Periodd) is downloaded
(Gend Dome: Qutput Period(3) is downloaded
Gend Dome: Qutput Period(2) is downloaded
(Gend Dome: Qutput Period{1) is downloaded

Figure 2.11 CTFID Main Screen - Firmware Upload Button
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The CTFID opens the Choose Service Pack Folder dialog window.

[+* Configuration Tool for Imaging Devices

Device ion [Online}
Device Type Gend Dome

Device Model 500 5 eries 36 Day/Might
“ideo Type NTSC

oo b, 4 AC AN N4 F0A RS AN 0

Choose Service Pack Folder

Service Pack Selected

CADATA FILESAService Pack 1.034
Files *ack

FPGA_SE.G4
FPGA_VEA Gdi
5Cmain G4i
T _app Gai

[ Russian Language

Gend Dome: Output Period(3) is downloaded

Gend Dome: Output Period(2) is downloaded
Gend Dome: Output Period(1) is downloaded

Figure 2.12 Choose a Service Pack

4. From the Look In drop-down list, navigate to the drive that contains the service pack.
5. Select the directory that contains the service pack files.

Note: If the service pack contains an updated SC Boot file, you must update this file first. You

must navigate to the Boot directory first to check for an updated version of the SC Boot file.
See Section 2.5.3 Order to Upload Files, on page 22.

2.5.5 Updating the SC Boot file

1. Double-click the Boot subdirectory to check if the service pack contains an update for the
SC Boot file.

[+* Configuration Tool for Imaging Devices

Device Inf ion [Online)

Device Type Gend Dome

Device Model 500 Series 36 Day/Might
NTSC

4.nC AN A4 A 0E AN Y

Choose Service Pack Folder

Service Pack Selected

DATA FILESMService Pack 1.03\Booth

i C:
SCBaolhpp G4 E— DATAFILES
WEA_boot Gdi [ Service Pack 1.03

LookIn

K

Gend Dome: Output Period(Z) is downloaded.
Gend Dome: Qutput Periodil) is downloaded.
(Gend Dome: Alarm Outputs(d) is downloaded.

Figure 2.13 Service Pack File Selections
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2. The CTFID reads the firmware file versions installed on the AutoDome, and compares it to
the firmware file versions in the directory. The CTFID automatically selects the required

files to update the AutoDome

to the latest versions.

The Select Firmware Upload dialog box displays the firmware files that the CTFID

determines are updated files.

[+* Configuration Tool for Imaging Devices

Device Type
Device Model
Video Type
Fitmweare: 4ersion
MAC Address

Service Pack :

Product ;

SubCo

VYCA_boot
G4 Cam
FPGA
STD Comm
VCA_app
SysCont

[Online)
Gen4 Dome
500 Series 36 Dap/MNight
NTSC
1.06.00.04 / 01.05.00.02

01.02.00.01 Upgrade
01.02.00.01 Mo Change
01.00.00.00

01.13.01.05

01.05.00.02
01.06.00.04

Gend Dome: Output Period(?) is downloaded

Figure 2.14 Service Pack subcomponents

A highlighted filename with a check mark in the box indicates that the service pack
directory contains that file. The subcomponent list also displays the version of the file in
the service pack and the version of the file currently installed in the VG4 AutoDome
(Device Version). The CTFID automatically selects a service pack file for uploading if its
version is greater than the version of the file installed in the AutoDome.

Note: Boot files are stored in a separate Boot directory. If you are not in the Boot
directory, the Firmware Upload window does not highlight the boot files even though
they are included in the service pack.

3. Click the Upload Firmware button to accept the checked files.
4. Click Yes to the Warning message to start the update process.

CAUTION! Updating the firmware erases all device settings. To save these settings, click on
the Configuration download button to save the current device settings and then upload this
file after the completion of the firmware update.
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5.

Configuration Tool for Imaging Devices

Device

Device Type
Device Model
Video Tope
Firmware Version
MAC Address

Service Pack :
Product :

— SubComponents

[Online)
Gend Dome
B00 Series 365 Day/Night
NTSC
1.06.00.04 / 01.05.00.02

Warning: Uploading SCBoot firmware will
erase the SysCont firmware and all device
settings. If device setti must be retained,
please download them into a file prior to
continuing the firmware upload process.
Remember to upload the SysCont firmware
after successfully completing the SCBoot
firmware upload process. Are you sure you
want to upload firmware to the device NOW?

Figure 2.15 Firmware Update Warning

The AutoDome disconnects from the CTFID; then

reconnects to the CTFID.

Configuration Tool for Imaging Devices

Device Inf
Device Type

[16:27:1 3]Uploading
[16:27:1 3]Erasing complete.
[16:27:11]Erasing

[1 10]Uploading firmware... SysCont

Figure 2.16 BootlLoader Mode

[Online)
BootLoader

Language
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6. Click OK to continue uploading the service pack files.

+* Configuration Tool for Imaging Devices

Information

SCBoot firmware has been successfully
A uploaded. Please click OK to upload the
SysCont firmware.

iGend Dome: Qutput Period(2) is downloaded.
iGend Dome: Qutput Period(1) is downloaded.
iGend Dome: Alarm Outputs(11) is downloaded
iGend Dome: Alarm Inputs(1 1) is downloaded

Figure 2.17 Successful SCBoot Upgrade

25.6 Updating the SC Main Files
The SC Main file must be uploaded next.
1. Navigate to the Service Pack directory that contains the SC Main files and double-click on
the folder to refresh the Files In Service Pack list.

[-* Configuration Tool for Imaging Devices

= —---- Device ion [Online):
Device Type Gend Dome
Device Model 500 Series 36% Day/Might
Yideo Type MTSC

FPrrreon Voo 4 AE NR R {0 NE AN

Choose Service Pack Folder

Service Pack Selected

CADATA FILESService Pack 1.03%
ek o
FPGA_SCG4 DATA FILES
FPGA_WCA. G E
SCrmain.G4i
VL4 _app Gdi
(7] Russian Language

Look In:

L

iGend Dome: Cutput Period(3) is downloaded
iGend Dome: Cutput Period(2) is downloaded
Gend Dome: Output Periodi1) is downloaded

Figure 2.18 Choose Service Pack Folder

2. The CTFID reads the firmware file versions installed on the AutoDome, and compares it to
the firmware file versions in the Service Pack directory. The CTFID automatically selects
the required files to update the AutoDome to the latest versions.

The Select Firmware Upload dialog box displays the firmware files that the CTFID
determines are updated files.
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3. Click the Firmware Upload button to accept the checked files. The CTFID displays a

warning message.

[* Configuration Tool for Imaging Devices

Device Inf ion [Online]:

Device Type BootLoader

Select Firmware Upload

Service Pack :
Product : Ger

SubComponents

Information

Warning: Firmware upgrade will erase all the
A device settil Please download the current
device settings into a file and upload it after
the firmware upgrade is completed. Are you
sure to upload firmware to the device NOW?

[16:23:42|Erasing complete

Figure 2.19 Firmware upgrade warning

4. Click Yes to start the file update process.

CAUTION! Updating the firmware erases all device settings. To save these settings, click on

the Configuration download button to save the current device settings and then upload this
file after the completion of the firmware update.

5. The AutoDome disconnects and proceeds through its homing process, and then restarts.

During this time DO NOT CLICK ANYTHING! The AutoDome reconnects automatically to
the CTFID.

Bosch Security Systems, Inc. Firmware Update Manual
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6. Click OK to complete the upgrade process.

+! Configuration Tool for Imaging Devices

Information

Firmware is successfully uploaded!

V1Y

(16:32:50]Erasing complete.

[16:32:48]Erasing ...

[16:32:48]Uploading firmware... SC Baot
§ Device is connected.

Figure 2.20 Successful upload message

NOTICE! When the upgrade operation is complete, the CTFID may display the Load
Configuration dialog box. Disregard this dialog box; the CTFID removes the dialog box once
the AutoDome reconnects to the CTFID.

7. Confirm that the CTFID Main Screen displays the new firmware version for the
AutoDome.

+* Configuration Tool for Imaging Devices

------- Device Inf ion [Dnline)
Device Type Gend Dome
Device Maodel 500 Series 36 Day/Might
Video Type NTSC
Firmeare Yersion 1.07.00.07 /01.05.00.02
MAC Address

iGend Dome: Output Period(1) is downloaded.
Gend Darme: Alarm Qutputs(®) is downloaded.
Gend Dame: Alarm Inputs(d) is downloaded
(Gend Dome: Enabled(d) is downloaded

Figure 2.21 Confirm firmware version
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2.5.7 Additional Language Option
Certain Service Packs, versions 1.03 and later, may include the option to upload the additional

languages to the VG4 AutoDome. The firmware file to add a new language is located in the
Language folder. Before installing an additional language, you must first upgrade the SCBoot
and the SC Main files (refer to Section 2.5.4 Selecting and Uploading Firmware Files). The
procedure for uploading an additional language is the same as uploading the other files.

Note: The VG4 Series AutoDome supports one additional language.

To install an additional language to the AutoDome do the following:

From the CTFID Main Window, click the Firmware Upload button located on the lower left
side of the right pane.
Navigate to the Language folder and double-click on the folder to refresh the files in the
Choose Service Pack Folder pane on the left.
Click the Select button to display the sub-component file list.

1.

«* Configuration Tool for Imaging Devices

Device Inf: ion [Online)
Device Type Gend Dome
Device Model 500 Series 38 Day/Might
Video Type NTSC
C.

......... D=rrstiern 107000 01 0s Nnng

Choose Seryice Pack Folder

Service Pack Selected

C:ADATA FILES'Service Pack 1.034Russian Language'.

File Type Lok In

Gend Dome: Qutput Period(3) is downloaded.
Gend Dorme: Output Period{2) is downloaded.
Gen4 Dome: Output Period(1) is downloaded

Figure 2.22 Select Language folder

Check the Language Table box in the Select Firmware Upload dialogue window.
Note: You must check the Language Table box in the sub-components list to select the
additional language file for upload.
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5. Click the Upload Firmware button, and acknowledge the Warning message to start
uploading the Language Table file.
I.*' Configuration Tool for Imaging Devices
Device Inf ion [Online)
Device Type Gend Dome
Device Model 500 Senes 36x Dap/Might
Video Type NTSC
Firmware ersion 1.07.00.01 4 01.05.00.02
MAC Address
Service Pack :
Product :
SubComp
v Lang. Table J . 00.00.00.00
[l SC Boot - 01.03.00.01
| G4 Cam 01.00.00.00
| FPGA 01.13.01.05
[ STD Comm
| SysCont 01.07.00.01
[ VCA_app 01.05.00.02
[ VCA_boot 01.02.00.01
Gend Dome: Output Periodi3) is downloaded.
Figure 2.23 Upload Language table
6. The AutoDome disconnects and proceeds through its homing process, and then restarts.
During this time DO NOT CLICK ANYTHING! The AutoDome reconnects automatically to
the CTFID.
Note: Do not click on any buttons while the AutoDome is uploading. The CTFID removes
the Load Configuration window after the AutoDome reconnects.
7. Once the Language Table file has successfully uploaded, click OK to close the message.
2.5.8 Changing the VG4 AutoDome OSD Language

There are two methods to change the VG4 AutoDome on-screen-display (OSD) language:

1.

From the CTFID Main window:

a. Click the Online Config button on the left side of the window.

b. Click on Display - Setting Group 1.

c. Select the appropriate OSD language from the Language drop down menu.
Note: The Language button on the Main CTFID window changes the language for the
CTFID user interface, It does not change the VG4 OSD menu.

From the VG4 AutoDome OSD menu:

a. Enter ON-46-ENTER from a control keyboard to open the Main window.

b. From the Main window select Language menu.

c. Select the appropriate Language from the menu.
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3

Troubleshooting

This section provides information for issues that may arise during the upgrade process of a
VG4 100, 200, 300, and a 500i Series AutoDome with or without the IP Communications mod-
ule.

3.1 Pre-production Firmware Versions (All Models)
CAUTION! There is an increased risk when updating pre-production units. Possible hardware/
software combinations may cause the firmware upgrade to fail.
If you attempt to upgrade a pre-production unit, refer to the normal upgrade instructions
EXCEPT that each upgrade MUST be done in the following order:
1. Upgrade the IP Communications module first, if applicable, with the vip x app1l. fw file.
2. Upgrade the boot files:
- SCBootApp.g4i, for 200, 300, and 500i Series AutoDomes.
- VCA boot.g4i, for 500i Series AutoDomes.
3. Upgrade the System Controller using the sCMain.G41i file.
4. Upgrade the 500i Series AutoDomes, if applicable, using the VCA App.g4i file.
3.2 VG4 Series Firmware Version Identification
Each service pack contains a version of the files in the illustration below. The version number
of the Service Pack is sequential, but the versions of the firmware modules included in the
service pack varies. Although all files are included in a service pack, only a few of these files
are upgraded with each service pack release.
To display the current versions of the VG4 firmware files:
» Issue the ON-66-ENTER command twice, in quick succession.
The AutoDome displays the current firmware levels for the AutoDome files. Compare
these version numbers to the latest versions identified in the Release Notes, included
with the Service Pack to determine if the VG4 requires an upgrade.
Bosch Security Sys. dutodone(r)
500 Series L ALALAT LA,
Day/Wight 361 Wi Res 1.0,
S0 Boot
IP fddress
Subnet Nask
Ho Heater
Fasthddress:
Figure 3.1 VG4 Firmware File Version On-screen Display
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Ref.| Module Name Filename

1 | System Controller (SC) SCMain.G4i

2 | AutoTracker/Motion Detection (500 series only) |VCA_app.géi
Video Content Analysis

3 | System Controller (SC) Boot SCBootApp.G4i
Field Programmable Gate Array (200/300 series) |FPGA_SC.G4i
Field Programmable Gate Array (500 series) FPGA_VCA.G4i

5 | Custom Language Table Czech_Lang 01.01.00.02.G4i

Russian_Lang_01.01.00.02.G4i
VCA Boot (500 series only) VCA_boot.G4i
IP-Panel (Ethernet Comms module only) vip_x_appl.fw
3.3 VG4 AutoDome with an IP Communications Module

This section offers suggestions if a firmware upgrade fails in a 100, 200, 300, and 500i Series
AutoDome that contains an IP Communications module.

3.3.1 Web Browser Issues
The browser displayed video correctly before the upgrade, but is no longer streams after com-

pleting the upgrade process. Do a manual refresh of the LivePage. If this does not work, check
to ensure the following:

Microsoft® Internet Explorer® version

You must use Internet Explorer version 6.0 or higher with the 2.50 release level of the
Bosch IP firmware. Internet Explorer version 5.0 worked with the Bosch IP firmware
version 2.00.

Bosch MPEG ActiveX version

Compare the Bosch MPEG ActiveX version number, displayed in the Internet Explorer
information bar, to the latest version available on the VG4 CD, in the Install directory, or
at the Bosch Security Systems Web site (www.boschsecurity.us).

Java version

Microsoft Java is not longer supported. Install the latest Sun Java VM available on the
VG4 CD, in the Tools directory, or at the Bosch Security Systems Web site
(www.boschsecurity.us).

DirectX version

The version of DirectX must be 9.0c or higher. Install the latest version, which is available
on the VG4 CD, in the Tools directory, or at the Bosch Security Systems Web site
(www.boschsecurity.us).
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3.3.2 IP Firmware Update Error
If you attempt to upgrade the IP firmware (using the Vip x_app1l.fw file) after you update the
CPU firmware (using the SCBootApp.g4i or the SCMain.g41i file) the VG4 AutoDome may
lock and you may receive the following error:
C_Http FwUpload::unknown error
To correct this issue, use the following steps:
1. Connect to the AutoDome from a computer that contains the Configuration Tool for
Imaging Devices (version 3.03 or higher) via an RS-232 or an RS-485 connector.
Refer to Section 2.4 Launching the CTFID Software, page 17, for more information about
an RS-232 connection, an RS-485 connection, and the CTFID tool.
2. Launch the CTFID tool.
3. Downgrade the version of the SCBootApp.g4i and the SCMain.g4i file to the release level
prior to the upgrade.
4. Once the SCBootApp.g4i and the SCMain.g4i files are successfully downgraded, restart
the IP firmware upgrade process, installing the IP firmware update file first.
Refer to Section 1 VG4 Firmware Updates via a TCP/IP Network, page 1, for complete
instructions on installing the IP firmware upgrade.
3.3.3 IP Firmware Upgrade Fails
If an error message appears stating that the IP firmware upgrade has failed, navigate to the
following special URL:
http://IP _AutoDome IP Address/upload.htm
Where IP_AutoDome IP Address is the IP address for your IP AutoDome.
The browser then displays the following window:
3 http://192.168.10.36 /upload.htm - Microsoft Internet Explorer provided by Peacy
File Edit Wiew Favorites Tools  Help
dBack ~ = - ) at | Qhsearch [ Favorites @l%v = w - &2 =l
Address [{&] http:f192.168,10,36/upload. htm
Software update: | Browse... | Upload |
Figure 3.2 |P Firmware Upgrade URL
Click Browse and navigate to the IP directory. Select the IP firmware file and click OK. Then
click Upload to attempt the IP firmware upload again. If the upgrade fails again, contact Bosch
technical support for assistance.
3.34 VCA App File Fails Upload
If the VCA App file fails to upload via an IP connection can cause the VG4 500i Series
AutoDome not to function. The failure sets the VCA App and Boot firmware versions to 0.0.0.0
To correct this issue, return the AutoDome to the BootLoader mode and update the VCA App
file via an IP connection.
1. Turn OFF the power to the AutoDome.
2. Copy the VCA App and SC Main (VCAApp.G4i and SCMain.G4i) files from the service pack
directory into a separate, temporary directory.
3. Turn ON the power to the AutoDome.
The AutoDome restarts and attempts to load the VCA App twice. On the third attempt,
the AutoDome starts without loading the VCA App.
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4. Using the Windows cmd. exe application, ping the IP address of the AutoDome.
— If you do not receive a response from the ping, recycle the power to the AutoDome.
— If you receive a response from the ping, proceed to the next step.
5. Launch Internet Explorer and navigate to the IP address of the AutoDome.
6. Click the Service link at the top of the page.
7. Click the Maintenance link, located in the left pane, then click the Firmware Upload link.
8. Click the Search button and navigate to the temporary directory that contains only the
VCAApp.G4i and the SCMain.G4i files and click OK.
9. Click the Upload button to start the update process.
The upload process prompts you to select the components to update.
10. Accept the default file selections.
The AutoDome attempts to upload the VCA App first.
11. Once the VCA App upload progresses to 1% turn OFF the power to the AutoDome and
close Internet Explorer.
12. Remove the SCMain.G4i file from the temporary directory.
13. Turn ON the power for the AutoDome.
14. Launch Internet Explorer and navigate to the IP address of the AutoDome.
The AutoDome IP interface takes some time to communicate with the AutoDome. The
interface displays the following message:
Waiting for camera
Do not proceed to the next step until communication is established with the AutoDome.
15. Click the Service link at the top of the page.
16. Click the Maintenance link, located in the left pane, then click the Firmware Upload link.
17. Click the Search button and navigate to the directory that contains only the VCAApp.G4i
file and click OK.
18. Click the Upload button to start the update process.
The upload process prompts you to select the components to update.
19. Accept the default selections.
The AutoDome uploads the VCA App and restarts automatically after the upload finishes.
20. Issue the ON 66 ENTER command twice, in quick succession, to verify that the VCA App is
restored.
34 Upgrading Firmware with the CTFID

These suggestions are applicable if upgrading using the CTFID software with either a Bilinx or
a serial hardware connection.

3.4.1 CTFID does not Connect

Ensure that the latest version of CTFID has been installed from a CD or downloaded from the
Bosch web site (www.boschsecurity.us).
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3.4.2 BILINX

Ensure that only one BILINX device is connected to the PC. For example, only one VP-USB
may be connected to a PC at one time. In addition, disconnect the video output from the
AutoDome from any other BILINX controller during a firmware upgrade.

Confirm that all connections are correct and that the maximum recommended distance
has not been exceeded.

Confirm that there is a direct coax connection to the dome. BILINX cannot be transmitted
through fiber without special fiber modules. BILINX also cannot be passed through
analog distribution amplifiers, with the exception to the Bosch LTC 5231/90 and

LTC 5234/90.

Confirm that the coax signal is correctly terminated with only one 75 ohm load.

3.4.3 Serial (RS232 or RS485)

Ensure that the CPU switch is set to the correct format. The factory default setting is
RS485. Refer to the AutoDome Modular Camera System Installation Manual for more
information.

Confirm that the correct COM port was selected and that the cable is connected firmly to
the DB9 connector.

Ensure that all connections are correct and that the maximum recommended distance
has not been exceeded.

Ensure that the RS232 GROUND connection has been used.

If using RS485, ensure that the termination resistor has been installed.

Ensure the AutoDome AutoBaud is turned on.

3.4.4 Firmware Upgrade via CTFID Fails

Try to repeat the upgrade a second time. If the upgrade continues to fail, contact Bosch tech-

nical support.
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3.5 Auto Tracker Does not Activate with ON 78 ENTER
If the Auto Tracker does not activate when you enter the ON 78 ENTER command, check the
version of the VCA firmware. To determine the firmware versions installed on an AutoDome,
issue the AUX ON 66 command twice. The AutoDome displays a screen similar to the
following:
Blo/s/cihi S elciu
S0l 5eRile/s i
Dialy//{NifglhitS81B)X
5/ Bloloit
Pl
Ul:ﬂ_huut-1
[P Panell
IIRSAdrels/se
a/ulb/neitMals ki
Ko} Hielajtielr;
If the version of the VCA firmware is 0.00.00.00, then the VCA firmware was not installed
correctly.
To correct this issue, use the following steps:
1. Obtain the latest Service Pack from www.boschsecurity.us.
2. Connect to the AutoDome using either the CTFID (RS232, RS485, or Bilinx connection) or
the web browser (IP AutoDome with Ethernet connection).
3. Re-install the VCA_boot.g4i and the VCA_App.g4i files from the service pack.
Refer to Section 2 VG4 Firmware Updates via the CTFID, page 13, OR Section 1 VG4
Firmware Updates via a TCP/IP Network, page 1 for detailed steps to install the firmware
updates).
4. Once the VCA boot.g4i and the VCA_App.g4i files are successfully installed, the
AutoDome will restart and the Auto Tracker will operate correctly.
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