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Declaration Of Conformity

430

Marking by the above symbol indicates compliance with the Essential Requirements of the
R&TTE Directive of the European Union (1999/5/EC). This equipment meets the following
conformance standards:

EN300 328, EN301 489-17, EN60950
Countries of Operation and Conditions of Use in the European Community
This device is intends to be operated in all countries of the European Community. Requirement

is for indoors vs. outdoors operation, license requirements and allowed channels of operation
apply in some countries as described in this document.

Note...
The user must use the conﬁgurai%n utility provided with this product to check
the current channel of operation and confirm that the devices operating in
conformance with the spectrum usage rules for the European Community
countries as described below.

If operation is occurring outside of the allowable channels as indicated in this guide, then the
user must cease operating the product and consult with the local technical support staff
responsible for the wireless network.

This device may be operated indoors or outdoors in all countries of the European Community
using the 2.4GHz band: Channels 1 — 13, except where noted below:

e In Italy the end-user must apply for a license from the national spectrum authority
to operate this device outdoors.

¢ In France outdoor operation is only permitted using the 2.4 — 2.454 GHz band:
Channels 1 - 7.
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Radio Frequency Interference Warnings & Instructions

(FCC ID: 138-DSL600EWR)

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the
following methods:

e Reorient or relocate the receiving antenna
¢ Increase the separation between the equipment and the receiver

e Connect the equipment into an electrical outlet on a circuit different from that
which the radio receiver is connected

e Consult the dealer or an experienced radio/TV technician for help.

Modifications made to the product, unless expressly approved by the party responsible, could
void the user’s right to operate the equipment.

RF Exposure

This device has been tested and complies with FCC RF Exposure (SAR) limits in typical laptop
computer configurations and this device can be used in desktop or laptop computers with side
mounted PCMCIA slots, which can provide 1 cm separation distance from the antenna to the
body of the user or a nearby person. Thin laptop computers may need special attention to
maintain antenna spacing while operating. This device cannot be used with handheld PDAs
(personal digital assistants). Use in other configurations may not ensure compliance with FCC
RF exposure guidelines. This device and its antenna must not be co-located or operate in
conjunction with another antenna or transmitter.

WARNING
ﬂ HIGH VOLTAGE
is used in the equipment. Make sure equipment is properly grounded
BEFORE opening. Failure to observe safety precautions may result in electric

shock to user.
& CAUTION

Check voltages before connecting equipment to power supplies. Wrong
voltages applied may result in damage to equipment.
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Chapter 1 - About this Manual

1.1 Introduction

This manual provides a general product overview and description of its subsystems and
components and basic operation and preventive maintenance instructions of the ADSL 2/2+
Ready Wireless LAN 802.11g 4 Port Ethernet & USB Combo Router.

1.2 Scope and Purpose

This manual provides the following:

An overview of the Wireless-G system configuration and connectivity;
General description and specifications of the Wireless-G system components;

Operating instructions of the system and equipment;

1.3 Targeted Audience

This manual is designed and developed for the operators and users who are required to operate
and perform first-level maintenance of the ADSL 2/2+ Ready Wireless LAN 802.11g 4 Port
Ethernet & USB Combo Router. It assumes the user of this manual has basic knowledge and
experience in operating similar modem configuration and computer systems equipment.

1.4 Manual Organisation

The manual is divided into the following chapters:

1.

Chapter 1 — About this Manual; this chapter provides an introduction to the manual’s
scope and purpose, targeted audience and contents organisation.

Chapter 2 — ADSL Router Description; this chapter provides the system configuration
diagram description on the system support features.

Chapter 3 — Your Gateway At A Glance; this chapter provides an overview of the system
configuration, composition, connectivity and introduction and general description of the
ADSL 2/2+ Ready Wireless LAN 802.11g 4 Port Ethernet & USB Combo Router.

Chapter 4 — Installing the ADSL Router; this chapter provides description of the ADSL
Router installation.

Chapter 5 — Setting Up the ADSL Router; this chapter provides description of all function
within the Web User Interface.
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Chapter 2 — ADSL Router Description

The ADSL Wireless LAN 802.11g 4 Port Ethernet & USB Combo 4 Port Router is a high-speed
WAN bridge/router.

This full-featured product is specifically designed to allow maximum of 4 Ethernet-workstations
to be connected to the Internet and directly connect to your local area network via high speed
10/100 Mbps Ethernet. Users using wireless workstations will be able to connect to the Internet
using 802.11g wireless technology. The ADSL Router has also full NAT firewall and DMZ
services to block unwanted users from accessing your network.

For game users, the ADSL Router had already pre configured for several low latency game ports.
Just click on the game you are playing on line and the rest is done for you

The ADSL Router is fully compatible with all PCs; as long as the PC supports an Ethernet
interface and is running a TCP/IP protocol stack, your PC can have high-speed WAN access.
So, plug in the ADSL Router (refer to easy start guide), configure it (per your ISP’s
requirements) and enjoy the fast Internet access like never before. This router also provides
future proof functionality with higher data transmission rates with ADSL2,ADSL, Extended
Reach-ADSL support.

2.1 ADSL Router Overview

Fig 1-1 shows the system configuration diagram of a typical Wireless-G router connection.

Computers or Notebooks with
Ethernet Network Cards

Computers or Notebooks with
& Wireless PC Cards or USB
Clisnt

ADSL Rowter

Figure 1-1 : Wireless-G System Configuration Diagram
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Chapter 3 - Your Gateway At A Glance

The ADSL Wireless LAN 802.11g 4 Port Ethernet & USB Combo 4 Port Router may have
different ports and LEDs. Let’s take a look at the different options. Depending on your model, it
may have some or all of the features listed below.

3.1 Ports and Buttons

Reset and Restore to Factory Defaults: The restore to factory defaults feature will set the
ADSL Router to its factory default configuration by resetting the ADSL Router. You may need
to place the ADSL Router into its factory defaults if the configuration is changed, you lose the
ability to interface to the ADSL Router via the web interface, or following a software upgrade.
To reset the ADSL Router, simply press the reset button for about approximately 10 seconds.
The ADSL Router will be reset to its factory defaults and after about 30 ~ 40 seconds the ADSL
Router will become operational again.

LAN (local area network) E1 to E4 port(s): connects to Ethernet network devices, such as
aPC, hub, switch, or routers. The ports are 10/100 Base-T Auto-MDI/MDIX (allows either cross
or straight cable) Ethernet jack (RJ-45) to connect to your Ethernet Network card or Ethernet
Hub / Switch.

Power: This is where you connect the power. Make sure to observe the proper power
requirements. The required power is 9 volts.

USB (universal serial port): connects to a PC’s USB port. The ADSL Router only supports
Window’s based PCs via an RNDIS driver (included in the software).

DSL port: This is the WAN interface that connects directly to your phone line.
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3.2

3.2.1

ADSL Router Overview

Front Indicators

Fig 1-2 shows the front indicators of the Wireless-G router.

O

Figure 1-2 : Front Indicators

. POWER - Lights up when power is supplied to the ADSL Router.

. ETHERNET (E1 ~ E4) - Lights up when the Ethernet cable is properly connected from

your ADSL Router to the Ethernet Card. It flickers when the ADSL is
transmitting/receiving data.

. WIRELESS - Flickers when the Wireless LAN is operational.

USB - Lights up when the USB cable is properly connected from your ADSL Router to
the USB slot. Lights Off when the USB cable is not connected or it is properly
disconnected.

. DSL - LED lights off when no Telephone jack (RJ-11) is connected. Flickers when the

ADSL Router is trying to establish a connection with the ADSL Service Provider
(Training). Steady Green LED lights up when the ADSL connection is established.

Internet - Green LED lights up when the PPP connection is established. Lights off
when no PPP connection.
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3.2.2 Back Panel

Fig 1-3 shows the back panel indicators of the Wireless-G router.

E3

0J0.0,

Figure 1-3 : Back Panel Indicators

1. DSL - Connect the telephone jack (RJ-11) to your Telephone Wall Socket (DSL line).

2. USB - Connect the USB jack to your PC’s USB slot.

3. RESET - To reset your ADSL Router to factory default settings (all customised settings
that you have saved will be lost!). To reset the ADSL Router, simply press the reset
button for about 10 seconds.

4. ETHERNET (E1-E4) - 10/100 Base-T Auto-MDI/MDIX Ethernet jack (RJ-45) to
connect to your PC’s Ethernet Network card or Ethernet Hub / Switch.

5. DCIV - To connect to the Power Adapter that comes with your package.

6. POWER SWITCH - To power on or off the modem. Push downwards to switch ON and
lift upwards to OFF.

7. RF Antenna - 180° 2.4Ghz Wireless Antenna.
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Chapter 4 - Installing The ADSL Router

1. Locate a suitable location for the ADSL Router. For connections to the Ethernet and DSL
interfaces, please refer to the Easy Start Manual.

2. Connect the AC Power Adapter. Depending upon the type of network, you may want to
put the power supply on an uninterruptible supply (UPS).

& Note...

Only use the power adapter supplied with the ADSL Router. A different
adapter may damage the product.

Fig 1-4 shows the Wireless 4-port Router connection diagram.

Wireless Client c°,m£”t$” com p%“fim ?‘:ﬂpwufa
Wireless Client 2 L\: U'f L\! le-:_ L{ Ijlq-:-_

Computer4

N =

L{. IJ| i}
=

X

WY

Wireless
4 Port
Routear

Legend

“T==___ Connection via

Wireless

Intemet

Connection via
Ethemet

Figure 1-4 : Wireless Router Connection Diagram
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Chapter 5 - Setting Up the ADSL Router

The basic tabs consist of features which are catered for basic users.

This section will guide you through your ADSL Router’s configuration. The ADSL Router is
shipped with a standard PPP configuration..

51 Logging into your ADSL Router

To configure your ADSL Router, open your web browser. You may get an error message at this
point; this is normal.

1. Type the default IP address (192.168.1.1) or login.router on on the web address bar.

2. Press the Enter key and the following screen will appear.

& Note...

Before setting up your ADSL Router, make sure you have followed the easy start
guide. You should have your computers configured for DHCP mode and have
proxies disabled on your browser. Upon accessing the ADSL Router, if the
browser still displays a login redirection screen, you should check your
browser's setting and ensure that the JavaScript support is enabled. If the
screen shown in Figure 1-3 is not attainable, you must delete your temporary
Internet files to clear the web cache.

Upon entering the default IP address or the short-cut name (login.router), if the user is first time
login, the user will be brought to the “Setup Wizard” page. See Fig 1.5

Restart Access Point Restart Router Basic aAdvanced ‘\Wireless

Save Settings Security  Status  Help

Setup

The fallowing steps help you to configure the device,

== Step 1 Internet Login Account Setting

Figure 1-5 : Setup Page
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If you are not logging in for the first time, the router will direct you to the “Home Page”. See Fig
1-6.

Restart Router Status

Advanced W Security

Restart Access Point Basic Help

Save Settings Setup

Basic Home

Router Information

Connection Information

DSL up System Uptime 0 hours 12 minutes
Downstream [ 3488/576 Model ADSLZ+ Wireless G
Upstream (Kbps) Router

Internet Connected Serial Number none

Connected Time Ohr 11rmin 2sec Firmware ¥ersion 66.2.1

Connection Type EPPQE Ethernet MAC address 00:30:04:15:7F:1C
Username usernamed@isp DSL MAC address 00:30:0A:15:7F:1E
IP Address 220,255.15%.135 USB MAC address O0:ED:AGI6B6141ER
Default Gateway 219.74.144 .1 AP MAC 00:e0:98:bci21:33
Primary DNS 165.21.83.85 NAT Enabled
Secondary DNS 165,21,100.58 Firewall Enabled

Local Network Wireless Network

LAMN IP Address 192.168.1.1 MNetwork Name f SSID ap

DHCP Enabled Security Type Mone
192.168.1.2 - WEP Encryption Key Disabled

BHECE:Range 192.168.1.254

Ethernet Connected

USB Disconnected

Figure 1-6 : Basic Home Screen

5.2 Quick Start

By default the ADSL Router has being configured to PPP connection and user is only required to
enter the username and password (as specified by the local ISP) to connect to the Internet.

The Quick Start page is meant for basic users whom only require easy connectivity to the
Internet without worrying about any other advance configuration setting. If you are in doubt for
what content to enter for the Protocol, VPI and VCI, please contact your Service Provider for
assistance.
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& Note. ..

After clicking on Connect, please be sure to click on ‘“‘Save Settings” to register
the username / password or any other changes.

Click here to save settings

Save Settings

Restart Access Point  Restart Router Setup i advanced  \Wireless Status  Help

Login Settings

|username@ispname
Example: user@ispname

User ID

IW
Password
Frowvided by pour ISF,

Pratacal I FFFoE 'I
WPI ID
100

WiCI

Mote: After clicking on Connect, please be sure to click on "Save Settings" so that
LG your username/spassword and other settings will be saved for next modem reboot,

Figure 1-7 : Quick Start Page

53 LAN / DHCP Configuration

On one side of your ADSL Router, you have your own Local Area network (LAN) connections.
This is where you plug in your local computers to the ADSL Router. The ADSL Router is
normally configured to automatically provide all the PC's on your network with Internet
addresses.

To enable or disable DHCP, Click setup. Under LAN Setup, select DHCP Configuration. The
Start IP Address is where the DHCP server starts issuing IP addresses. This value must be
greater than the ADSL Router IP address value. For example if the ADSL Router IP address is
192.168.1.1 (default) than the starting IP address must be 192.168.1. 2 (or higher).

The End IP Address is where the DHCP server stops issuing IP addresses. The ending address
cannot exceed a subnet limit of 254. Hence the max value for our default gateway is
192.168.1.254. 1If the DHCP server runs out of DHCP addresses, users will not get access to
network resources. If this happens you can increase the Ending IP address (to the limit of 255)
or reduce the lease time. The Lease Time is the amount of time a network user will be allowed
connection to the ADSL Router with their current dynamic IP address. The amount of time is in
units of minutes; the default value is 3600 minutes (60 hours).
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Note: If you change the start or end values, make sure the values are still within the same subnet
as the gateways IP address. In other words, if the gateways IP address is 192.168.1.1 (default)
and you change the DHCP start/end IP addresses to be 192.128.1.2/192.128.1.100, you will not
be able to communicate to the ADSL Router if your PC has DHCP enabled. In addition to the
DHCP server feature, the ADSL Router supports the DHCP relay function. When the ADSL
Router is configured as DHCP server, it assigns the IP addresses to the LAN clients. When the
ADSL Router is configured as DHCP relay, it is responsible for forwarding the requests and
responses negotiating between the DHCP clients and the server.

By turning off the DHCP server and relay the network administrator must carefully configure the
IP address, Subnet Mask and DNS settings of every computer on your network. Do not assign
the same IP address to more than one computer and your ADSL Router must be on the same
subnet as all the other computers.

Save Settings Restart Access Point  Restart Router Setup BREEEDE ~dvanced \Wireless  Security  Status  Help

LAM Group 1 Configuration

1P Address: IW
Metrnask: W
Default Gateway: I
Host Mame: Ingin—
Dornain: lrouter—

(®) Enable DHCP Server

Start IP: |192.168.1.2
End IF: |192.188.1.254
Lease Time: ISBDD Seconds

(O Enable DHCP Relay

Relay IF: |20.D.D.3

(O Server and Relay Off

Figure 1-8 : Diagnostics Test Screen

54 Diagnostic Test

Diagnostic Test is used for investigating whether the ADSL Router is properly connected to the
WAN Network. See Fig 1-9. This test may take a few seconds to complete. To perform the test,
select your connection from the list and press the Test button. Before running this test, make
sure you have a valid DSL link.

Save Settings  Restart Access Point  Restart Router Setup &Advanced  Wireless  Security  Status  Help

Diagnostics

Press the Test button to run the full diagnostic test,

Mo testis running

Click here to run "Ping" Test.

Click here to run "Full Modern” Test.

Figure 1-9 : Diagnostics Test Screen

ADSL 4-Port Ethernet USB Wireless-G Router User Guide Page 18 of 52

Download from Www.Somanuals.com. All Manuals Search And Download.



ADSL 4-Port Ethernet USB Wireless-G Router User Guide

After running the Diagnostic Test, the screen will indicate the portion which pass or fail the test.
Please click on the Help links, which will provide remedy to the problem as shown in Fig 1-10.
The purpose of the “Fix It ““ button is to restore the router’s VPI and VCI to its originated setting.

Save Settings Restart Access Point  Restart Router Setup Advanced  Wireless y  Status  Help

Diagnostics

System Up PASS HELF
Interface {PC to Modem} PASS HELP
DSL line s¥ynchronisation FAIL HELP

Click here to run "Ping" Test,

Click here to run "Full Moder" Test,

Figure 1-10: Diagnostic Test Result screen

54.1 Ping Test

Once you have your ADSL Router configured, ensure you can ping the network. You can access
the Ping Test page by clicking on the “here” hyperlink in Diagnostic Page. Type the target
address that you want to ping. If your PC is connected to the ADSL Router via the default
DHCP configuration, you should be able to Ping the network address 192.168.1.1. See Fig 1-11.
If your ISP has provided their server address, try to ping the address. If the pings for both the
WAN and the LAN sides are complete and you have the proper protocols configured, you should
be able to surf the Internet. By default when you select ping test, the ADSL Router will ping
itself 3 times. The ADSL Router passed the Ping test; this basically means that the TCP/IP
protocol is up and running. If this first Ping test does not pass, the TCP/IP protocol is not loaded
for some reason; you should restart the ADSL Router.

Save Settings Restart Access Foint Restart Router Setup Advanced  \Wireless  Security  Status Help

Ping Test

Enter IP Address ta ping: |192.1EB.1.1|
Packet size: |E4 bytes

Murnber of echo requests: |3

PING 192.165.1.1 (192.165.1.1): 64 data bytes -
72 bytes from 192.165.1.1; icmp_seg=0 ttl=255
tirme=0.0 ms

72 bytes from 192.168.1.1; icmp_seq=1 t#l=255
tirne=0.0 ms

72 bytes from 192.168.1.1; icmp_seg=2 =255
tirme=0.0 ms

--- 192.168.1.1 ping statistics --- |

Figure 1-11 : Ping Test Screen
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55 Wireless

5.51 Wireless Setup

The SSID default which is set as “yournetworkname” by default. It can be changed. SSID is
wireless network name for the wireless router. Your wireless client will need this name for
wireless connection. The wireless setup allows the user to enable or disable the AP (access point
for the wireless feature). Disabling of A.P will prevent the wireless router from emitting any
wireless signal. User can make change to the Country selection, which is set to default as
Singapore. See Fig 1-12.

Save Sethings Restart fccess Point  Restart Router Setup  Basic Advanced EEMIEIEEEM Security  Status  Help

Wireless Wireless Setup

Enable AP: @

SSID! |yournetworkname
Hidden SSID: [

Channel B/G: |13
502.11 Mode: IMixed 'l

4w O
User Isolation: []

Mote: you must Restart Access Point for Wireless changes to take effect. m

Figure 1-12: Wireless Setup Page

5.5.2 Wireless Configuration

For users who want to explore the advanced features, you can click on the Advanced button. The
options listed can be changed to cater for advance users. See Fig 1-13.
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Save Settings Restart Access Paint Restart Router

Wireless Configuration

Beacon Period: IZUU msec DTIM Period: IE
RTS Threshold: |234? Frag Threshold: |2348
Power Level: IFuII ;l

Multi Dornain Capahility: [ Cauntry String:ISP

Band B/G
Current Reg. Domain:IETSI 'I

Private Reg. Domain:ID

IF Address Protocol Cest Port

Video Blast Suppart: [ I INDnBj ID

| |Nonej |D

Mote: you must Restart Access Point for Wireless changes to take effect, m

Figure 1-13 : Wireless Configuration Page

5.53 Wireless Security

It is important for user to enforce security in wireless LAN environment, this is to prevent
unauthorized wireless users from accessing your router. By default, the ‘None’ radio button is
selected. See Fig 1-14.

Save Settings Restart Access Point Restart Router . - advanced RORSEES

Wireless Wireless Security

Select a Wwireless Security level:

(®  Hone O WEP O sozax O wPa

Mote: you must Restart Access Point for Wireless changes to take effect. m

Figure 1-14 : Wireless Security
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In order to implement security, proceed with the following steps. See Fig 1-15

Select the WEP option.
Check on “Enable WEP Wireless Security” option.
Select the “Cipher”option, the available options are 64 bits, 128 bits and 256 bits.

.

You can configure up to 4 sets of keys for your wireless client.

Save Settings Restart dccess Point  Restart Router Setup Basic  Advanced IRHEEESE Scocurity  Status

Wireless Wireless Security

Select a wireless Security level:

O Mone ® WEP O 802.1x O wen

@ Enable WEP Wireless Security

Authentication Type: IOpen "'l

Zelect Encryption Key Cipher

® | [64bits 7]

O | [4bits =]

O | [64bits =]

O | [64bits =]
Enter 10, 26, or 58 hexadecimal digits for 64, 128 or 256 bit Encryptian
Keys respectively. e.g., A4 A& AA AA AA for a key length of 64 hits,

Mote: you must Restart Access Point for Wireless changes to take effect. m

Figure 1-15: Wireless Security settings

Enter the IP Address of the RADIUS Server (for 802.1x authentication purposes). This is used
only when you have a RADIUS Server and want to use it for authentication. Almost all homes
and offices do not have a RADIUS Server.

Save Settings Restart Access Foint Restart Router

anced BEHIEIESS urity  Status

VWireless Wireless Security

Select a Wireless Security level:

O Mone O WEP = 802 1% ) wra

Radius Settings

Server [P Address: I:I
Paort: [1812
Secret: |

Group Key Interval: |BEDD |

Mote: you must Restart Access Point for Wireless changes to take effect. m

Figure 1-16 : Wireless Security
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WPA is the short term for WiFi Protected Access. WPA is an industry-supported, pre-standard

version of 802.11i that utilizes the Temporal Key Integrity Protocol (TKIP), which fixes the
problems of WEP, which includes using dynamic keys.

Save Settings  Restart Access Point  Restart Router Setup  Basic Advanced QNI Status

Wireless Wireless Security

Select a Wireless Security level:

) Hone €3 WEP O 502.1% (& Wpra

Group Key Interval: |38I]D |

Mote: Group Key Interval is shared by all WPa
aptions,

@ a02.1x% Server IP Address:
Port: (1812

O Psk string String: I:I {Max 63 characters)

Mote: you must Restart Access Point for Wireless changes to take effect. Apply m

Figure 1-17 : Wireless Security
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5.54 Wireless Management

Wireless Management consists of Aceess List, Associated Stations and Multiple SSID.

5.5.4.1 Access List

This feature permits you to “Allow” or “Ban” any wireless client from accessing the wireless
router. You must add the MAC address of the client’s wireless LAN card.

5.5.4.2 Associated Stations

Wireless client which are connected to the wireless router will be displayed in this screen. You
are able to ban this station by clicking on the “Ban Station” option. Then click on “Apply”
button.

5543  Multiple SSID

This router supports multiple SSID, which means that you can set more than one SSID for this
router.

Sawe Settings Restart Access Paint Restart Router Status Help
sloss g

I Access List | Associated Stations Multiple SSID

Access List
[ Enable Access List

O allow Oean

SRR

o s i T SR S A s S S s e e e
_ POLE! YO Mdst REsSTail ACCESS FOInt TOF Wirgigss Cnanges to take enect,

Figure 1-18: Wireless Management
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5.6 Advanced

This mode is catered for advance users, a brief explanation of the links are listed as shown
below.

Save Settings Restart Access Foint Restart Router EE ocdvanced

Advanced Advanced

The Advanced section lets you configure advanced features like RIP, Firewall, MAT, UPRP, IGMP, Bridae Filters,
Lan clients, etc.

Allows changes to be made to IP addresses and

Lan:Configuration option to enable DHCP server.

Ethernet Switch

Configuration Select to configure ethernet switch settings.

Enables computer to auto-detect and adapt to

YEnkE: hardware changes.

Short for Simple Metwork Time Protocol, a
SNTP simplified version of NTP. Allows the user to
synchronized with a specified time server.

SNMP Allows user to manage "SMMP' Agents and Traps',

Priaritizes data packets ranging fram minimizing
IP QoS rnonetary cost and delay as well as maxirizing
reliability and throughput,

Internet Group Management Protocol is used ta
IGHP Multicast establish host memberships to transmit data to a
select group of recipients.

Dynamic DNS Allows user to alias a dynamic IP address to a
Client static hostname in specified domain

An option to allow user to configure their DNS

DNS:Rroxy rmanually.

Sets up services on the networlk such as web
servers, e-mail servers, The router will forward
traffic to a specific LAN [P address based on the
port settings.

Port Forwarding

Allows user to enable / disable bridge filters to

MAL.Elltering destination ports.

Access Control Aable to grant and deny services to WAN/LAN users,

Routing Consists of static and dynaric routing.

Figure 1-19 : Advanced Screen

5,61 WAN Connection

On the other side of the ADSL Router is where your Wide Area Network (WAN) connection;
also referred to as a broadband connection. This WAN connection is different for every WAN
supplier. Most of the configuration you will perform will be in this area. Local Area Network
Connection(s)

5.6.2 New Connection

A new connection is a virtual connection. Your ADSL Router can support up to 8 different
(unique) virtual connections. If you have multiple different virtual connections, you may need to
utilize the static and dynamic routing capabilities of the modem to pass data correctly.
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Save Settings Restart Access Point  Restart Router Setup Basic [ES=RElels=ls . Security  Status

PPPoE Connection Setup
Name:l Type: | FPFOE Zharing:
Options: (W MAT ( Firewall VLAN 1D Priority Bits: | [
PPP Settings PY¥C Settings
Username: PYC: | Mew
Idle Timeout: s e VCI:EI
keep Alive: min QoS
Authentication: (&) Auto (0 CHAP () PAP PCR: cps
MTU: 1492 it scrifl eps
on Demand: Default Gateway: .
AR - o
Enfarce MTU: [ Debug: ]
o ol Jusees
PPP Unnumbered: [] LaN: [ LAMN group
: AutoD
PWiC:
Avoly [cancel |

Figure 1-20 : New Connection (PPPOE Connection Setup)

5.6.3 ADSL Modulation

To configure the DSL modulation type, Click setup. Under WAN Setup, select Modem Setup.
This will bring up the modem setup screen. Leave the default value if you are unsure or the
DSL/ISP did not provide this information. In most cases, this screen should not be modified.

Save Settings Restart Access Point  Restart Router Setup  Rasic REGREE=LE vireless  Security Status Help

Advanced Modem Setgp
i B B Select the modulation type.

L&

(® MMODE
O T1413

O GoMT

(O GLITE

O absLz

O aDsLZPlus

Figure 1-21 : ADSL Modulation (Modem Setup)
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5.6.4 Quickstart

PPPoE is also known as RFC 2516. It is a method of encapsulating PPP packets over Ethernet.
PPP or Point-to-Point protocol is a method of establishing a network connection/session between
network hosts. It usually provides a mechanism of authenticating users.

To configure the gateway for PPPoE, click on Setup and then click on New Connection. The
default PPPoE connection setup is displayed. At the Type field select PPPoE and the PPPoE
connection setup page is displayed. Give your PPPoE connection a unique name; the name must
not have spaces and cannot begin with numbers. In this case the unique name is called PPPoEI.
Select the encapsulation type (LLC or VC); if you are not sure just use the default mode. Select
the VPI and VCI settings; your DSL service provider or your ISP will supply these; in this case
the DSL service provider is using 0,100. Also select the quality of service (QOS); leave the
default value if you are unsure or the ISP did not provide this information. See Fig 1-22

Following is a description of the different options:

1.  Username: The username for the PPPoOE access; this is provided by your DSL service
provider or your ISP.

2. Password: The password for the PPPoOE access; this is provided by your DSL service
provider or your ISP.

3. On-Demand: Enables on-demand mode. The connection will disconnect if no activity is
detected after the specified idle timeout value.

4.  Idle Timeout: Specifies that PPPoE connection should disconnect if the link has no activity
detected for n seconds. This field is used in conjunction with the On-Demand feature. To
ensure that the link is always active, enter a 0 in this field.

5. Keep Alive: When on-demand option is not enable, this value specifies the time to wait
without being connected to your provider before terminating the connection. To ensure that
the link is always active, enter a O in this field.

6.  Set Route: Specify this connection as the default-route.

7.  Enforce MTU: Check this box if you experience problems accessing the Internet over a
PPPoE connection. This feature will force all TCP traffic to conform with PPP MTU by
changing TCP Maximum Segment Size to PPP MTU.
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Save Settings Restart Access Point  Restart Router Advanced [EENTEEIEEE Status  Help

Advanced PPPoE Connection Setup
R ]
L Name: | quickstan Type: |PPPoE % |  Sharing: | Dizable
options: @ MaT # Firewall YLAH ID: |:| Priority Bits: [
PPP Settings PYC Settings
Username: |Usermame PAC: |

Password: |eses VPL:

!

Idle Timeout: seCs

Keep Alive: rmin

Authentication: (&) Auto (O CHAP () PAP PCR:
MTL: 1492 bytes SCR:cps

on Demand Default Gateway: g

0 MBS cells
Enforce MTU: [ Debug: [
COVT:
PPP Unnumbered: [] LaN: | LAMN groug ” e
: .ﬂtutoi:I
PWC:

Figure 1-22 :Quickstart (PPPOE Connection Setup)

5.6.5 LAN Configuration

You can change the ADSL Router’s IP address by, clicking Setup and under LAN Setup, select
LAN Configuration, then click Configure.

Your ADSL Router’s default IP address and subnet mask are 192.168.1.1/255.255.255.0; this
subnet mask will allow the ADSL Router to support 254 users. If you want to support a larger
number of users you can change the subnet mask; but remember. The DHCP server is defaulted
to only give out 255 IP addresses. Further remember that if you change your gateways’ IP
address and you have DHCP enabled, the DHCP configuration must reside within the same
subnet The default gateway is the routing device used to forward all traffic that is not addressed
to a station within the local subnet. Your ISP will provide you with the default gateway Address.

The hostname can be any alphanumeric word that does not contain spaces. The domain name is
used to in conjunction with the host name to uniquely identify the gateway. To access the ADSL
Router’s web pages the user can type 192.168.1.1 (the default IP address) or type
mygateway.ar7. The apply button will temporarily save this connection. To make the change
permanent you need to click on Save Settings (at the side of the page). At the system commands
page, click on Save Settings.

Refer to Figure 1-23
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LanN Configuration
LAN group 1
Interfaces LUSh

F Lo Configure
WhLAMN

LAN group 2

LAN group 3

Apply

Figure 1-23 : LAN Configuration

5.6.6 LAN Clients

To add a LAN client select LAN clients, under LAN. If DHCP is used, all DHCP clients are
automatically assigned. If a fixed IP address server is on the LAN and you want this server to be
visible via the WAN, you must add its I[P address. Once the IP address has been added to you can
apply Port Forwarding and Access Control rules to this IP address.

Save Settings Restart Access Point  Restart Router Setup  Basic [atsRE[glw=tsl Security  Status

Advanced LAN Clients
To add a LAN Client, Enter IP Address and Hostname, then click Apply.

Select LAN Connection: | LAN group T %

Enter IP Address: | |

Haostname: | |

MaC Address: | |

Dynamic Addresses

Reserve IP Address Hostname MaC Type
O 192.168.1.2 compag-presario 00:08:02:2e:74:fa Dynamic

Figure 1-24 : LAN Clients
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5.6.7 Ethernet Switch Configuration

The IGMP Snooping prevents the switch from flooding the LAN ports with multicast frames,
and will instead direct them to the CPU port for processing. Users are able to specify connection
speed and set their values accordingly from the following available options. See Fig 1-25.

e Auto
e 10/Half Duplex
e 10/Full Duplex
e 100/Half Duplex
e 100/Full Duplex
Save Setfings  Restart Access Point  Restart Router | Setup  Basic [EsRE[elsCT [ Wireless Status
Advanced Ethernet Switch Configuration
Set Yalue Fallback ¥alue
Physical Por‘tl: Cisabled
Physical Por‘tZ: 100/Full Duplex
Physical Por‘tS: Disabled
Physical Por‘t4: Disabled

ool I concel |

Figure 1-25 : Ethernet Switch Configuration

5.6.8 Application (UPnP)

UPnP NAT and Firewall Traversal allow traffic to pass-thru the ADSL Router for applications
using the UPnP protocol. This feature requires one active DSL connection. In presence of
multiple DSL connections, select the one over, which the incoming traffic will be present, for
example the default Internet connection.

To enable UPnP, you must first have a WAN connection configured. Once a WAN connection is
configured, click Advanced and under Advanced, select UPnP. You must enable UPnP and then

select which connection will utilize UPnP. In this case the PPPoA connection is enabled. See Fig
1-26.
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Save Settings  Restart Access Point  Restart Router Setup  Basic [EAGUELCEE \Vircless  Security  Status Help

UPnP

To enable UPRP, check the Enable UPRP box and select a connection below,

Advanced

[] Enable UPNP
WAN Connection: quickstar

LAN Connection: | AN group |

Figure 1-26 : UPnP

569 SNTP

SNTP (Simple Network Timing Protocol) is a protocol used to synchronize the system time to
the public SNTP servers. When the SNTP feature is enabled, your DSL600EW will start
querying for the time clock information from the primary SNTP server. If it fails to get a valid
response within the “timeout” period, it will try for “retry” number of times, before moving to
the Secondary SNTP server. If it fails to get a valid response from Secondary STNP server
within valid retry times, it starts querying Tertiary SNTP server. If it fails to get a valid response
from all the servers, then the program stops. When a valid response is received from one of the
server, the program sleeps for “Polling_interval” amount of minutes, before starting the whole
process again. Use the following procedures to enable SNTP.

Check Enable SNTP.

Primary SNTP Server - The IP address or the host name of the primary SNTP server.
Secondary SNTP Server - The IP address or the host name of the secondary SNTP server.
Tertiary SNTP Server - The IP address or the host name of the tertiary SNTP server.

A

Timeout - If the DSL600EW failed to connect to a SNTP server within the ‘Timeout’
period, it will retry the connection.

6.  Polling Interval - Time between a successful connection with a SNTP server and a new
attempt to connect to an SNTP server.

7. Retry Count - The number of times the DSL600EW will try to connect to an SNTP server
before it try to connect to the next server in line.

8. Time Zone - The time zone of the DSL600EW.
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9.  Day Light - Check/uncheck this option to enable/disable day light saving. See Fig 1-27

Save Settings Restart Access Point Restart Router Setup Basic EdePEREEHE Wireless  Security  Status

SNTP
iy To enable SNTP, check the Enable SNTF box and enter a tirme server,

Advanced

[] Enable sNTP

Prirary SNTP Server: (0000

Palling Interval:
Retry Count: |2
ate Line West

Time Zone: | (GhT-17

Day Light: []

ooty J cancel

Figure 1-27 : SNTP

5.6.10 SNMP

SNMP (Simple Network Management Protocol) is a troubleshooting and management protocol,
which uses the UDP protocol on port 161 to communicate between clients and servers. SNMP
uses a manager MIB (management information base) agent solution to fulfill the network
management needs. The agent is a separate station that can request data from an SNMP agent in
each of the different managed system in the network. The agent uses the MIBs as dictionaries of
manageable objects. Each SNMP-managed device has at least one agent that can respond to the
queries from the NMS. The SNMP agent supports GETS, SETS, and TRAPS for 4 groups with
MIB-II: System, Interface, IP, and ICMP. The SNMP agent supports three-community names
authentication.

See Fig 1-28

ADSL 4-Port Ethernet USB Wireless-G Router User Guide Page 32 of 52

Download from Www.Somanuals.com. All Manuals Search And Download.



ADSL 4-Port Ethernet USB Wireless-G Router User Guide

Save Settings Restart Access Point  Restart Router Setup  Basic UEELTCTM ‘4ireless Security  Status  Help

Advanced SMMP Management
LTI |

T Enable SNMP Agent
@‘ Enable SNMP Traps

Name:|sptcr0uter |

Location:|germantuwn,md,usa |

Contact:|support@te|ogy.com |
Wendor OID:1.3.6.1.4.1.294

Community

Marne Access Right

|pub|ic | |Read0nly V|

| || ]

| || ]

Traps
Destination 1P Trap Cornrnunity Trap Wersion
| | | | ]
| | | | 3
| | || |
[Concel |

Figure 1-28 : SNMP Management

5611 IP QoS

When QoS is enabled in the AR7, the designated machine, application or person would have
precedence over peers when competing for bandwidth. The IP QoS Setup page allows you to
configure QoS for a connection, view previously configured QoS rules, add a new rule, or delete
an existing rule. Each output device has three priority queues associated with transmit data. The
high priority queues have strict priority over the medium priority and low priority queues, and
therefore can exhaust all available bandwidth. The web UI will allow the user to select the
weights of the medium and low priority queues in increments of 10 percent so that that the sum
of the weights of the 2 queues is equal to 100 percent. These queues will be serviced on a Round
Robin priority basis according to the weights assigned, after the high priority queues have been
completely serviced.

See Fig 1-28.
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Save Settings Restart Access Point Restart Router W Wireless  Security  Status

Advanced IP Qo5

Choose a connection: | guickstart j
Low priority weight: 4D%j
Medium priority weight: Eﬂ%j

Enable IPQoS: (]
Trusted Mode:|[]

Source Source Destination Destination
MName [IP Port Start [IP Port Start  |Protocol [Priority [Phy Port TOS Delete
Mask |Port End [Mask Port End
" avoly |

Figure 1-29 : IP QoS

5.6.12 IGMP Multicast

If the ADSL Router is connected to more than one network, you may need to set up a static route
between them. A static route is a pre-defined pathway that network information must travel to
reach a specific host or network. You can use static routing to allow different IP domain users to
access the Internet through the ADSL Router.

The New Destination IP is the address of the remote LAN network or host to which you want to
assign a static route. Enter the IP address of the host for which you wish to create a static route
here. For a standard Class C IP domain, the network address is the first three fields of the New
Destination IP, while the last field should be 0. The Subnet Mask identifies which portion of an
IP address is the network portion, and which portion is the host portion. For a full Class C
Subnet, the Subnet Mask is 255.255.255.0. The Gateway IP address should be the IP address of
the gateway device that allows for contact between the Gateway and the remote network or host.
The Hop Count determines the maximum number of steps between network nodes that data
packets will travel. A node is any device on the network (such as a router or switch).

See Fig 1-30.
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Save Settings Restart Access Point Restart Router Setup Basic LLERW=1=0 ‘Vircless  Security  Status

Multicast

To enable Multicast, check Enable IGMP Multicast butten and then select & connection.

™ Enable IGMP Multicast

Select Available Connections
o quickstart

Figure 1-30 : IGMP Multicast

5.6.13 Dynamic DNS Client

Dynamic DNS allows the user to register with a Dynamic DNS Provider as listed. The dynamic
DNS will be linked with the WAN IP of the router even after the ISP update the WAN IP to
another IP address. It can be useful in web hosting and FTP services. See Fig 1-31.

*Note: The Username/Password entered should be similar to the Username/Password you have
specified during the registration of the DNS hostname.

Save Settings  Restart Access Point  Restart Router Setup  Basic [EasRELIE=LE ‘Wireless Security  Status  Help

Advanced Dynamic DNS Client

Enable O
Status: Mot Available

Dynarmic DMS Provider Idyndns 'I

Hostnarne Itest.dyndns.org

The host name must be & Fully Qualified Domain Mame.
E.q. yourhostname.blogdns.net

Username Itest

Passward I**""“

Figure 1-31 : Dynamic DNS Client
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5.6.14 DNS Proxy

This feature allows the user to select the (Domain Name Server) DNS Server Priority as well as
enter [P addresses for Primary DNS and secondary DNS.

See Fig 1-32.

Save Settings Restart Access Point Restart Router Setup Basic WESCER=E iireless Status Help

Advanced DMNS Proxy
WA

DNS Server Priarity: |OnIyAutD Discovered DMNE Servers j

User Configured DNS Servers

Primary DHE: I

Secondary DNS: I

Figure 1-32 : DNS Proxy

5.6.15 Easy Connect Configuration

Easy Connect feature allow user to surf web with ease without the need to changes default
configuration setting, ie TCP/IP, Proxy, DNS of user’s PC. See Fig 1-33.

There are 4 features on Easy Connect:

1. Auto IP: All valid TCP/IP setting on user’s PC can surf web via ADSL modem routers
without the need to change the IP address to the same subnet as the router or set to “Obtain
an [P address automatically™.

2. Auto DNS: Any DNS IP address set at user’s PC irregardless whether the address is valid
or invalid DNS, Auto DNS still allow user’s PC to surf the web.

3. Auto Proxy: Any valid Private IP proxy setting with any port number, ie 1234 on the web
browser such as Internet Explorer, Auto Proxy still allow PC to surf the web. Any Public
IP proxy setting will assume the proxy is valid and hence Auto Proxy function will not
take place.

& Note...

The port number to be used must be specify in both the web browser and the
Auto Proxy Ports.
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Private IP Ranges

Class A: 10.0.0.0 ~ 10.255.255.255
Class B: 172.16.0.0 ~ 172.31.255.255
Class C: 192.168.0.0 ~ 192.168.255.255

4.  Auto NetBIOS: It allow proxy server to use any NetBIOS name which the Auto NetBIOS
still allow PC to surf the web with a condition that the router gateway MUST be inPrivate
IP Ranges.

Save Settings Festart Access Point Restart Router Setup  Basic [EEPERLCIEM \Mireless  Security  Status Help

Advanced Easy Connect Configuration

e 5 To configure easy connect to allow user to access Internet without changes to PC Network Settings,

Enable Easy Connect: O
Feature Configuration:

auto IF:[]  Auto DMS:[]  Adto NETRIOS:[]  Auto Proxy:[)

Proxy Ports:  [B008 R EEEE fz00

“apply [ cancel

Figure 1-33 : Easy Connect Configuration

5.6.16 Port Forwarding

Using the Port Forwarding page, you can provide local services (for example web hosting) for
people on the Internet or play Internet games. When users send this type of request to your
network via the Internet, the ADSL Router will forward those requests to the appropriate PC.
Port forwarding can be used with DHCP assigned addresses but remember that a DHCP address
is dynamic (not static). For example, if you were configuring a Netmeeting server, you would
want to assign this server a static IP address so that the IP address is not reassigned. Also
remember that if an Internet user is trying to access an Internet application, they must use the
WAN IP address. The port forwarding will translate the WAN IP address into a LAN 1P
address.

To configure a service, game, or other application select the external connection (for example the
Internet connection), from the Home screen, click Advanced and under Advanced, select Port
Forwarding. Next select the computer hosting the service and add the corresponding firewall
rule. If you want to add a custom application, select the User category, click New and fill in the
port, protocols and description for your application. For example, if you want to host a
Netmeeting session, from the Home screen, click Advanced and under Advanced, select Port
Forwarding. First select the IP address for your Netmeeting server. Next select the Audio/Video
category and add Netmeeting to the applied rules box. To view the management rules, highlight
Netmeeting and select view; this will display the pre configured protocols and ports that
Netmeeting will use.  Now assuming that your WAN connection is correct, you can run
Netmeeting from your server and call users that are on the Internet. If you know your WAN IP
address, users can call you. See Fig 1-34.
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Save Settings

Advanced

Firmy
Re

Restart Access Point

Restart Router

Setup  Basic

Advanced RN =Tl fi]

Status

Port Forwarding

e AN Connection:l quickstart ji:] allow Incoming Ping

Select LAN Group: ILAN group 1 j
LAN TP |192.1EB.1.2 v| DMZ  Custom Port Forwarding

Category Available Rules Applied Rules

Alien ws Predator -

® Games Agheran's Call
Dark Rein 2

O UPN_ ) Delta Force

O sudiofvideo Doorn m

O apps Dune 2000

) Servers Directx (7.5) Games
EliteForce

O user EwerQuest
Fighter Ace || hd|

Figure 1-34 : Port Forwarding

5.6.17 MAUC Filtering (Bridge Filters)

The bridge filtering mechanism provides a way for the users to define rules to allow/deny frames
through the bridge based on source MAC address, destination MAC address and/or frame type.
When bridge filtering is enabled, each frame is examined against the each defined filter rules
sequentially. When a matched is determined, the appropriate filtering action (determined by the
access type selected ... i.e. allow or deny) is performed. Please note that the bridge filter will only
examine frames from interfaces, which are part of the bridge itself. Twenty filter rules are
supported with bridge filtering. See Fig 1-35.
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Save Settings Restart Access Point  Restart Router Setup  Basic [ERREREELE ‘ireless  Security  Status

MAC Filtering

[J Enable Bridge Filters
[J Enable Bridge Filter Management Interface

Select LnN:I LAM group 1 'I
Bridge Filter Management Interface:l Ethernet Vl

Src MAC Src Port Dest MAC Dest Port Protocol Mode
00-00-00-00-00-00  |ANY  =}{00-00-00-00-00-00 |ANY  =||PPPoE Session  x|[Deny x|
Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete
apply |

Figure 1-35 : MAC Filtering (Bridge Filters)

5.6.18 Access Control

Access control allows you to open the access from the Internet LAN to the following
management ports of the DSL600ER:

Telnet

Web

FTP

TFTP

Secure Shell (SSH)
e SNMP

Fig 1-36 shows the default Access Control screen. The Access Control is disabled by default,
remote management from the WAN side IP addresses is denied, most services from the LAN
side IP addresses is enabled. Remember to :

1.  Check Enable Access Control to enable this feature. (This will enable the IP Access List
field)

2. You can select an IP from the IP Access List, or enter a new IP and check ADD
Change the LAN and / or WAN configurations of the IP address
4.  Click Apply
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Save Settings Restart Access Point Restart Router Setup EEED ~dvanced REElEEE Status  Help

Advanced Access Control

e

[ Enable Access Control

All LAN access allowed, all WAN access denied.

e Service Name WAN LAMN group 1
To Default
Telnet O g
web O E
FTP O ™
TFTF D |:|
Secure Shell (SSH)
SHMP D g
O O

IP Access List: ISEIBCHP 'l [ Delete
Mew IP: I O Add

appiy [ Concel”

Figure 1-36 : Access Control

5.6.19 Static Routing

If the ADSL Router is connected to more than one network, you may need to set up a static route
between them. A static route is a pre-defined pathway that network information must travel to
reach a specific host or network. You can use static routing to allow different IP domain users to
access the Internet through the ADSL Router.

The New Destination IP is the address of the remote LAN network or host to which you want to
assign a static route. Enter the IP address of the host for which you wish to create a static route
here. For a standard Class C IP domain, the network address is the first three fields of the New
Destination IP, while the last field should be 0. The Subnet Mask identifies which portion of an
IP address is the network portion, and which portion is the host portion. For a full Class C
Subnet, the Subnet Mask is 255.255.255.0. The Gateway IP address should be the IP address of
the gateway device that allows for contact between the Gateway and the remote network or host.
The Hop Count determines the maximum number of steps between network nodes that data
packets will travel. A node is any device on the network (such as a router or switch)

See Fig 1-37
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Save Settings Restart fcocess Point Restart Router Setup  Basic EEERWCWE ireless Security  Status Help

Advanced Static Routing

Choose a connection: | quickstan A

New Destination IP: Maslk: |255.255.255.0
Gateway: Metric: |0

The Routing Table is empty.

Figure 1-37 : Static Routing

5.6.20 Dynamic Routing

Dynamic Routing allows the ADSL Router to automatically adjust to physical changes in the
network. The ADSL Router, using the RIP protocol, determines the network packets’ route
based on the fewest number of hops between the source and the destination. The RIP protocol
regularly broadcasts routing information to other ADSL Routers on the network. The Direction
determines the direction that RIP routes will be updated. Selecting In means that the ADSL
Router will only incorporate received RIP information. Selecting Out means that the ADSL
Router will only send out RIP information. Selecting both means that the ADSL Router will
incorporate received RIP information and send out updated RIP information.

The protocol is dependent upon the entire network. Most networks support Rip v1. If RIP v1 is
selected, routing data will be sent in RIP v1 format. If Rip V2 is selected, routing data will be
sent in RIP v2 format using subnet broadcasting. If Rip V1 Compatible is selected, routing data
will be sent in RIP v2 format using multicasting.

See Fig 1-38.
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Save Settings Restart Access Point  Restart Router Setup Basic [EA=lETRleCTsl

Advanced Dynamic Routing
|

[ Enahle RIP
Protocol:lRIPvZ j

@ Enable Password

Password: I“‘“‘

Interface Direction
LAl group 1 IEIDth "I

quickstart INDnE 'I

Figure 1-38 : Dynamic Routing

5.6.21 Routing Table

Routing Table shows the information used by routers when making packet forwarding decisions.
Packets are routed according to the packet's destination IP address. See Fig 1-39.

Sawe Settings Restart Access Point Restart Router g \asic i Sec Status  Help

Routing Table

Destination Gateway Genmask Flags Metric Ref Uze Iface
192.168.1.0 0.0.0.0 ZE5.2ZE5.2E55.0 u a o 0 bro
239.0.0.0 o0.0.0.0 Z55.0.0.0 i) 1 u} 0 bro

Figure 1-39 : Routing Table
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5.6.22 System Password

You can change your ADSL Router’s username and password by clicking on User Management.
From here you can change the login name and password. You can also change the idle timeout;
you will need to log back onto the ADSL Router once the timeout expires. If you forget your
password, you can press and hold the reset to factory defaults button for 10 seconds (or more).

The ADSL Router will reset to its factory default configuration and all custom configurations
will be lost. See Fig 1-40.

Save Tettings Restart Access Point  Restart Router Setup  Basic [EGEENECIE \Vircless Security  Status Help

Advanced System Password

Systemn Password is used to change your User Name or Password,

Enable Authentication:

User Mame:

Fassword: .

Confirmed Password: |:|
Idle Timeout: minutes

Figure 1-40 : System Password
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5.6.23 Firmware Upgrade

You can upgrade the ADSL Router’s firmware, clicking on Update Gateway under the Tools
page. To upgrade the firmware, click browse, find the firmware file to download. Make sure this
is the correct file. Click on upgrade firmware. Once the upgrade is complete the ADSL Router
will reboot. You will need to log back onto the ADSL Router after the firmware upgrade is
completed. The firmware upgrade should take about 5 minutes to complete. Note: Do not
remove power from the ADSL Router during the firmware upgrade procedure. See Fig 1-41.

Save Settings Restart Access Point Restart Router Setup Easic EESLERE-N ireless : Status Help

Advanced Firmware Upgrade

WAl To update your gateway firmware, choose an updated firmware image or configuration file in "Select a File", and
L then click the Update Gateway button, Additionally, yvou may download your configuration file frorm the system by
clicking Get Configuration,

SelectaFiIe:| H Browse.. |

(Max file size 3.5 MB)
Firrware Irage can be the combined single
image with or without digital signature,

Update Gateway

The systemn will be restarted automatically, after the Filesystem image is
successfully updated, vou will need to reconnect again to configure your
setup,

Get Configuration

Status: [Nlone

Figure 1-41 : Firmware Upgrade
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5.6.24 Restore to Default

The restore to factory defaults feature will set the ADSL Router to its factory default
configuration by resetting the ADSL Router. You may need to place the ADSL Router into its
factory defaults if the configuration is changed, you lose the ability to interface to the ADSL
Router via the web interface, or following a software upgrade,. To reset the ADSL Router,
simply press the reset button for about ~ 10 seconds. The ADSL Router will be reset to its
factory defaults and after about 30 ~ 40 seconds the ADSL Router will become operational
again.

A prompt as the one shown in Fig 1-42 will pop-up.

Microsoft Internet Explorer, E|

\i\?f) Are you sure you wank to restore Fackory defaults?

[ o | [ Cancel

Figure 1-42 : Restore to Default prompt

5.7 Security

The security feature section allows users to configure the following:

e [P Filters
e [ AN Isolation
e URL Filters

Save Settings Restart Access Point  Restart Router Setup  Basic  Advanced Wireless [REENNOE Status

Security

The Security section lets vou configure security features like IP Filters, LAN Isolation and Url Filters,

To grant and deny access to the router according to

IP-Filters specific IP address
LAN wireless, USE & Ethernet (Able to isolate communication
Isolation with one another).

Url Filters  Ability to specify URL links and block undesired sites.

Figure 1-43 : Security
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5.7.1 1P Filters

IP filter is identical to what Port blocking to Access Control. Fig 1-44 demonstrates that the
router will block workstations with the IP in the defined range of 192.168.1.5 to 192.168.1.20
and port range from 2000 to 3000.

IP Filters
Select LAN Group: | LAN group 1 V|
LAN IP: | 192.168.1.2 %
Block All Traffic: [ [] Block Outgaing Ping  Custom IP Filters
Category Available Rules Applied Rules
Alien ws Predator A
® Games Asheron's Call
Dark Rein 2
VPN
O Delta Force =
O sudiesvides | Dogrm | Add > |
O apps Dune 2000
BT Dl_rec‘o<[?,8) Games
EliteForce
O User Ewveruest
Fighter Ace |l [
ey |

Figure 1-44 : IP Filters

5.7.2 LAN Isolation

LAN isolation allows you to disable the flow of packets between up to three-user-defined LAN
groups (WLAN, USB, and Ethernet). This allows you to secure information in private portions
of the LAN from other, publicly accessible LAN segments.

LAM Isolation
To block traffic from one LAM to another LAaM, check the Disable check box,

[] Disable traffic between LAN group 1 and LAN group 2
[] Disable traffic between LAN group 2 and LAN group 3
[ Disable traffic between LAN group 3 and LAN group 1

Figure 1-45 : LAN Isolation
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5.7.3 URL Filter

This feature allows the router to block access to certain websites by examining its URL, a text
string describing a unique location on the Internet. If the URL contains a blocked keyword, then

access to that website will be denied.

Save Settings Restart Access Point  Restart Router stup Basic  Advanced  Wire

Security URL Filters

URL Filtering allows the router to block access to certain websites by exarmining its URL, a text string
describing a unique location on the Internet. If the URL contains a blocked keyword, then access to

that website will be denied.

Advertisements from websites like ads.doublechick net can be blocked by adding ads. doublectick .net to
the list of blocked keywords,
Access to undesirable websites related to pornography or gambling can also be blocked in this way,

Enable |
Keyword | ”Add]

Regular Expressions are supported.
Blocked keywords

(32 keywords maximum)

Remove

Select a keyword and click Remowve to remove the keyward fram the list.

Figure 1-46 : URL Filters
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5.8 Status

This status section allows users to view the following connections and interfaces:

Connection Status
System Log
Remote Log
Network Statistics
DHCP Clients
Modem Status

Product Information

Restart Access Point

Save Settings

Restart Router

Setup

Basic  Advanced Wirele Security

Status

Connection Status

Shows wall IP Address, uptirne and protocal
connection

System Log

Shows log information for diagnostic purposes
and references,

Remote Log

Shows log information for diagnostic purposes
and references from a remote area.

Metwork Statistics

Shows the Statistics of different interfaces -
Ethernet/USB//DSL Wireless,

Dhcp Clients

Shows the system that's connected to the router

Modem Status

Shows the Status and Statistics of vour
broadband {DSL) connection,

Product Information

Shows the Product Information and Software
Wersions.,

Status

The Status section allows you to view the Status/Statistics of different connections and interfaces,

5.8.1 Connection Status

Figure 1-47 : Status

Connection Status will display all the relevant information regarding your Internet Connection, it
will display the type of protocol used, the WAN IP address, the connection state and the duration

will be displayed..

See Fig 1-48.
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Save Settings Restart Access Point Restart Router Setup Basic advanced \Wir g Status

Connection Status (1)

Description  Type IF State Qnline Disconnect Reasan
quickstart pppoe 220.255.153.57 Connected Ohr 2Zmin 21sec MNAA

Figure 1-48 : Connection Status

5.8.2 System Log

You can display the ADSL Router’s log by going under the Status title, click System log. From
here you can view all logged information. Depending upon the severity level, this logged info
will generate log reports to a remote host (if remote logging is enabled).

Save Settings Restart Access Point Restart Router Setup Basic & Wireless  Security [ES=iaiE

System Log

whal_acxProcloadFwImage: Checksum, calc=0x71e76f, file=0x71e76af
WLAN HAL layer is up

BssBridge is up

Mgrnt is up

Rxis up

Tx is up

MemMngr is up

rmain state machine is up

WORY_MAIMSM; WLAN Driver initialized successfully

|

WDRY_4x; 4x Disabled

WDRYW_4x: Concatenation Disabled

WDRY_4x; Aclk Emulation Disabled
whal_apiStartBss: Enable Tx, Rx and Start the Bss

START BSS, SSID=vournetworkname, BSSID=00-50-F1-12-12-10

AP Power Level = 1

| £

Figure 1-49 : System Log
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5.83 Remote Log Settings

This feature is for users to enable remote logging. Settings mentioned below are essential for this
feature to work:

e LogLevel
¢ Adding / Deleting IP address

e Logging destination

Save Settings Restart Access Point Restart Router Setup Basic Advanced W oS O Status

Remote Log Settings

Log Level

Zelect a logging destination:

Figure 1-50 : Remote Log Settings

5.8.4 Network Statistics

Information regarding the Status and Statistics of your Ethernet, USB and DSL line will be
displayed.

Save Settings Restart Access Point Restart Router Setup \asic dvanced W sl Status

Status Metwork Statistics

Choose an interface to view your network statistics:

(® Ethernet O use O DsL O wireless
Transmit
Good Tx Frames 2898
Good Tx Broadcast Frames 3
Good Tx Multicast Frames a
Tx Total Bytes 2327213
Collisions 1]
Error Frames o
Carrier Sense Errors o
Receive
Good Rx Frames 1305
Good Rx Broadcast Frames 72
Good Rx Multicast Frames 14
Fx Total Bytes 171295
CRiC Errors o
Undersized Frames ]
Qwerruns 0

Figure 1-51 : Network Statistics
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5.8.5 DHCP Clients

Shows the users connected. It also shows the MAC address, IP address, host name and lease

time.

Save Settings Restart Access Point Restart Router

DHCP Clients (1)

Status
Select Lan:| LAN group 1 Vl
MAC Address IP Address Host Mame
=] 00:08:02:2e:74:fa 192.1658.1.2

duct Information

COMmpag-presario

Advanced

Lease Time

0 days 0:32:35

Status

Figure 1-52 : DHCP Clients

5.8.6 Modem Status

This screen will display the Modem status and DSL statistics.

Modermn Status

Modern Status

Connection Status
Us Rate (kKbps)

Ds Rate {kbps)

US Margin

DS Margin

Trained Modulation
LOS Errors

DS Line Attenuation
s Line Attenuation
Peak Cell Rate
CRC Rx Fast

CRC Tx Fast

CRC Rx Interleaved
CRC Tx Interleaved
Path Mode

DSL Statistics

Mear End F4 Loop Back Count i]
Mear End FS Loop Back Count i}

Connected
576

34588

15

1z

GOMT

1]

36

17

1355 cells per sec
34

1
]
1}
F

ast Path

Figure 1-53 : Modem Status
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5.8.7 Product Information

This screen will show a summary of all the product information and software version that comes
bundled with the ADSL Router.

Product Information

Product Information

Model Mumber ADSLEZ+ Wireless G Router
Hw Rewision uUnknown

Serial Number none

UsE PID Ox6060

UsSE VID 0x0451

Ethernet MAC 00:30:04:1F:5F:19
DSl MAC 00:30:04:1F:8F: 1B
UsB MaC 00 ED:AG:66:41:ER
USB Host MAC O0ED:A6:66:41:EL1
AP MAC 00:50:f1:12:12:10
Software Versions

Gateway 3.6.0C

Firmware

ATHM Driver 4.05.03.00

DSL HAL 3.02.04.00

DEL Datapump 3.02.06.00 Annex &
SAR HAL 01.07.02

PDSP Firmware 0.49

wWireless Firmware 1.6.0.24

Wireless APDK 5.7.0.8,

Boot Loader 0.22.02

Figure 1-54 : Product Information

59 Help

The Help screen takes you to the different Help Sections for Firewall, Bridge Filters, LAN
Clients, LAN Group Configurations, PPP Connection, UPnP, IP QoS and RIP Help.

Save Seftings Restart Router Help
Help
This section takes you to different Help Sections for Firewall, Bridge Filters, LAN Clients, LAN Configuration, PPP Connection, UPRP, IPQos
and RIF.
2 Help for Port Forwarding, Access
e 2L E ] Control, and Advanced Security.
Bridge Filters Help section for Bridge Filters.
LAN Clients Help section for Lak Clients.
LAN Group Configuration Euell?._sf'it;if,_n for Conﬁg:'ring EAR

PPPChnnctinn Help for establishing a PFP

Connection.,
uPnp Help pages for UPRP.
1P QoS Help section for IP Qos.

Help zection for RIP [ Routing

RIP Hel Information Protocol).

Figure 1-55 : Help Screen
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